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FD-302 (Rev. 3-10-82)

-1-
FEDERAL BUREAU OF INVESTIGATION

Date of transcription 12/15/92
on Decémber 14, 1992, | | date of birth
| , State

Amherst, New York. was advised of the identities of the
interviewing Agents an he nature of the interview. He
thereafter voluntarily provided the following information:

| |was em?lgxed_ai_the_PB Computing
Ccenter as al | from to | ”
[and for not having a UNIX system account, which
is required for the job. According t |lost his L

int for misusing the system. stated that after . bE
was fired he broke into the system periodically. He ‘

logged on to the machine and put files on and took them off the
machine.

University of New thf;fj Buffalo (UB), was interviewed at UB,

Sometime in October, 1992,[::::]received a telephone
call from someone at the Yuma Proving Ground (YPG) in Arizona
advising that someone at UB was using a UB computer system to log
on to the YP em via a computer at New Mexico State
University. identified the UB computer used to penetrate
YPG as UBVMSB, which is located in the Computing Center.

Personnel at YPG identified the user name as V088 i [:::]
knew was the Computing Center account assigned to

UBVMSB enabled| |to enter INTERNET, a network whic

allows access to other systems, and ultimately the YPG computer.

[]stated that |account was shut off two
or three times because of his pattern of breaking into and using
the accounts of spoke with him about this several

i : continued his actions. According to
oes not get along well with his peers at UB.

s

¢

Investigation on 12/14/92 a) Amherst, New York File # 65W-BF-28197 ”étéf’
1//)/

SA |
by SA [ Date dictated 12/15/92

This document contains neither recommendations nor conclusions of the FBI. It is the property of the FBI and is loaned to your agency;
it and its contents are not to be distributed outside your agency.,
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65W-BF-28197

Continuation of FD-302 of |

,On 12/14/92 ,Page

| gescribed |

| |is of the opinion|

[is not doing this for financial

gain but rather to see i1f these penetrations could be done.

[Jadvised

saved and is stored in

—

ata accessed by[::::::::]has been

personal account.

stated |

| (also spelled as

is unknown to him and does not have a computer account at UB.

be
b7cC
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FD-302 (Rev. 3-10-82)

-1-
FEDERAL BUREAU OF INVESTIGATION

12/15/92

Date of transcription

This -entire—communication is classified "SECRET—

on December 14, 1992,] |
| | State University of New York
at Buffalo (UB), date of birthl was interviewed
at UB, Amherst, New York. | |was advised of*-the
identities of the interviewing Agents and the nature of the
interview. He thereafter voluntarily provided the following
information:

explained that there are two sets of accounts
available to students at UB: an engineering computer account and
a computing center account. The engineering account is a
privilege limited to those students demonstrating a need to use
the UNIX operating system. The computing account is a right
granted to all UB students for VMS (time share cluster) general
systens use.

[ ladvised | haa both b6
engineering and computing accounts. Prior to receiving the b7C
engineering account he filled out a contract agreeing to certain
terms relative to use of the UNIX system. The contract required

the signature of a faculty member. | |
and one of| | professors, signed

his contract.

stated.[::::::::]found a hole in the security
system of a UB computer system. As a result he was able to
penetrate the computer and send offensive electronic mail (E-
mail) to other UB students. The source of this unauthorized E-
mail transmission appeared to be the Engineering Department’s

MORDRED computer; however, in reality it was initiated and sent
by | | |stated the students who received the

D ify om:

“SECRE®-
Investigation on 12/14/92 at Amherst, New York File # 65W-BF-28197 —{;
74
sa| |
by _SA| | Date dictated 12/15/92

-

This document contains neither recommendations nor conclusions of the FBIL. 1t is the property of the FBI and is loaned to your agency;
it and its contents are not to be distributed outside your agency.
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65W-BF-2
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8197

Continuation of FD-302 of I ,On 12 / 14 / 92 , Page

2

offensive E-mail complained to him and identified [;::;::::]as
the one sending the mail. As a result of this incident,
revoked |engineering+account and access to

UNIX.

On October 8, 1992,[:::::::::]appeared atl |
office requesting his engineering account be re-opened. He

explained he regist ass which required UNIX access.
tl‘mmj instructor, | T ana
explained account_was closed because of his misuse of

the system. | [advised that UNIX access was not
essential to the successful completion of the course.

While at the office, |spoke with|
about his actions. According to | showed no

remorse" and Iﬁ:hat he fd.a.s_n.o_t_a.ﬁ:acking the Engineering
Department. | stated s a nice, pleasant, well
mannired_studeTt who does not know right from wrong. He added
that does not know the kind of trouble he could get

into. | lthen characterized

As the result of this encounter, |called an
emergency meeting with computer personnel to decide how to
protect their computer systems from ynauthorized penetrations.

Shortly after the meeting concluded, was ‘notified by

at the Computing Center, that

| MORDRED computer was running a password cracking

program. | |had been monitoring the system for this program
because he heard from others that.[fE::::::E]initiated this
program on previous occasions.

stated he walked over to Ketter e
was known to utilize computer terminals. saw
mmediately

at the first computer work station, and i

contacted UB’s Public Safety Department. He explained the
situation equested the assistance of a public safety
officer. advised the officer they would have to

physically remove | hands from the computer kevboard to
prevent | from deleting data. Officer]| and

[approached and removed his hands from the

keyboard. | [admitted to he was utilizing
password "GVC" which was the engineering account of a graduate
student who was no longer at UB. [::::f:::]was subsequently
arrested by Amherst Town Police.
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FD-302a (Rev. 11-15-83)

65W-BF-28197

| ,on  12/14/92  puge 3

Continuation of FD-302 of

| | contacted | |and | | requesting o
their assistance in preserving all datal |was attempting be
to _access via the GVC account. advised is an bic

stated this data has been saved, and he has transferred it into

his personal account.

| |advised that sometime in October, 1992, he
was contacted by | | of UB’s Computing Center who stated

fgmggng_ﬁzgn the Yuma Proving Ground (YPG) called to advise
access computer systems at

MORDRED system was used t
YPG. immediately suspected because the

method of penetration was "stylistic of him."

| suspects[:::::::::]may not be acting alone in
his attempts to crack passwords and penetrate computer systems.

lne_s:.ar.gdl |

| [and directed by others at UB or at other research
centers.

stated | |(also spelled as
[:::::::] is unknown to him and does not have a computer account
at UB.
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Date 1/20/93
TO : DIRECTOR, FBI
(ATTN: INTD, cI-1c, IocC| ) b6
b7C
FROM : ADIC, NEW YORK (65W-BF-28197) (RUC) (I-25)
SUBJECT :
WEIZMANN INSTITUTE OF SCIENCE
ESPIONAGE - ISRAEL
00:BUFFALO
This document is classified “SEE€RB®! in its emtirebty.
I | b7E

I |
Reference Buffalo teletype to Bureau, dated

1/12/93.

ETlesed;far_the_BnreaL are two copies of: FD-302 b6
interview of dated 1/19/93; the original BIC
FD-302, two copies and nﬁerviéw\ﬂk%es are designated for -
Buffalo.
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65W~BF-28197

This investigation was predicated upon possible
unauthorized penetration of computer facilities at the YUMA

PROVING GROUND, Yuma, Arizona, during the pe
1992. Activities were traced to

io 1st 18-20,

at the

State University of New York at\ Buffalo (U.B.).
1952, [

on October 8,

was arrested by U.B. campus security
duat

On 1/19/93, | |was interviewed at
the NYO of the FBI and denied any knowledge of subject or of

his activities. Full text of interview is contained in

accompanying FD-302. {

Inasmuch as all investigation has been completed in
the NYO, this matter is being placed in an RUC status.

b7C
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LEVEL 1 - 218 OF 218 STORIES

Copuright 1972 The New York Times Company! Abstracts

The New York Times
SECTION! Fage 7¢ Column 1
DATE: Audust 9y 1972y Uednesday

ARSTRACT: Soviet press takes unusuzal step on Aug 8 of publicizing what it
describes as Israel’s nuclear-wezpons capabilitiesy article in newspaper
Moskovksi Komsomoluets repts that Israel’s mil leadership ‘dreams of dgetting the
“weapons of mass destruction’’s repts that aim of Weizmann Institute of Science
in Rehovots Isrzaely is to produce nuclear research? saus many specizlists are/
convineed that Isrzel can produce nuclear warheads? article deals primarilu with
heavy Isrzeli expenditures on armamentsry presumably to offset any misdivings
among Soviet citizens about USSR‘s zid to Edurtr which failed to forestall
ouster of mil personnel’s repts Israel has boudht weapons and mil materiel worth
$3.7-billion abroad since June ’‘67% saus Isrzeli Army totzls 300,000 soldiers
and officersy has 1,200 tanksy 850 warplanesy 350 motorized gunsy 26 roclet
units and 92 warships’i) notes Israel not only has Fhantom and Skuhawk Jets from
US but has now put its own supersonic Jjet into mass production and possess
warships equipped with ship-to-ship roclkets

SUBJECT! ARMAMENT: DEFENSE AND MILITARY FORCES; FOREIGN AID INTERNATIONAL
RELATIONS? ISRAELI-ARAR CONFLICT? MISSILESY UNITED STATES ARMAMENT AND DEFENSE

ORGANIZATION: MOSKOVKSI KOMSOMOLYETS (FUR)F SCIENCEs WEIZMANN INSTITUTE OF
(ISRAEL)

GEOFPRAFHIC: MIDDLE EAST? UNION OF SOVIET SOCIALIST REFUERLICS? UNITED STATES
(1972 FART 1)

LENGTH! 173 words
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Copuridght (c) 1979 Reuters Ltd.
August 19, 1979y Sundayr AM cuycle

LENGTH! 160 words p/\

DATELINE: TEL AVIV

KREYWORID: Cold

EBODY?
Isrgeli scientists wave invented a machine which theu sau clears z common

cold within a day.

But theu admit they are not sure why the devicer based on earlier theories of
heat treatmentr works.

Developed by Ir Arnon Yorushalmi of the Weizman Institute of Science at
Rehovoty the small machine is fed with distilled water and then delivers humi
air to the patient’s nostrils at a steady rater maintaining 3 constant
temperature of 110 dedrees Fahrenheit.

Ir Tov Opher of the state-run Kaplan Hospitzl told the army radio today he
had treated hundreds of patients with 3 prototype machine and has found that one
30-minute treatment usuzlly clears up a common cold within a day.

But he added that the cold virus was not Killedr, and the reasons for the
success of the treatment were not uet clear.

A medical equipment manufazcturer is now making 20 machines to enable doctors
to carry out widespread controlled testing.
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LEVEL 1 - 216 OF 218 STORIES

The Assaciated Press

The materigls in the AP file were compiled by The Associated Fress. These
materizls mau not be republished without the express written consent pf The
Associzated Fress.

LENGTH: 330 words

BYLINE!: By BARRY SCHUEIID.

DATELINE! UASHINGTON

KEYWORID
Kissinder

EODY:
In hig first public speech since stepping down as secretary of stater Henry
Kissinder cautions that pezace in the Middle Ezast must be pursued *"with

delicacu®,

A

gdministrationt

Associgted Press Writer

Z

The inventor of "shuttle diplomacu" told a3 dinner here Thursday night that
‘pezce is necessary and peace is inevitable.®

Howevery he added in what seemed an implicit messade to the Carter

It must be soudht with delicacy and understanding of the

fragility of & state Israel which has had to strugdle for every inch of its
territory.®

Kissinder painstakingluy arranded three limited settlements between Israel and

its Arab neidghbors.

Science.

The Carter administration is now lzboring to arrange
nedgotiagtions at Geneva by the end of the vear toward an over—-zll settlement.

Kl

Rissinder received an honorary dedree from Isrzel’s Ueizmamm Institute of

He was honored zs 3

of internztional conciliztion.®

Since leaving offices

"messender of pegce" znd *"the principzsl architect

KRissinder has concentrated on preparing his memoirse

and taken a lendthuy vacation in Mexico. At President Carter’s trequests he has
adreed to head z droup to press for enerdy conservation. On Saturday will meet
in New York with Prime Minister Itzhak Rabin of Israelr who is completing az

week-long visit to the United States.

IDescribing himself as

*very moved by this occagsiony® Kissinder said as the

first Jewish secretary of stater his relatigQ)sige-with Isrzel and the Jewish
community has "inevitably been complicated.® {

o)

*Yetr none of us conscious of the travail and suffering of the Jewish people
can ever fordget their future is inextricably linked with rezce and Justice and
freedom gnd securitu for zll peoplesy® he sazaid.

The Weizmann Insti
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INTERNATIONAL EDITIONS

e

A nonecgloric sweetener 2,000 times as sweet as sudar and six times sweeter

February Sy 1979,

SECTION: NEW FRODUCTS & PROCESSES? pdg. 3

LENGTH? 175 words
HEADLINE: How Sweet It Is

BYLINE: FRED' ABATEMARCO

than saccharin may soon be available from Jaforzaes of Rehovotls

one of Isrgel’s

mg.jor citrus—-fruit processors. The sweetener is Neo—-IHC (neohesperidin
dihudrochgalecone) and comes from narindins 3 bitter food additive extracted from.
grapefruit peels., Ordanic chemists at the UWeizmann Institute of Science in
Rehovot have designed 3 pilot chemical plant for commercial production of the

sweetening adents

which was discovered some years adgo by the U.S.

Iepartment of

Adriculture.

Jaforz and other develorers gre gwaiting clearance from the FIDA.

licorice, It is s3id to be effective in extremely low concentrations and breglks
down into innocuous substances quickKly and completely in the didestive sustem.
Besides its obvious potentizl use in foodss Neo-IHC may find its waw into soft
drinksy chewing dumy mouthwashess toothpastess and might also be used to make

: bitter medicines more pzlatable.

|
; The sudar substitute has a pleasant aftertaste similar to menthol or
\
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Copyridght 1992 McGraw—-Hill Inc.
NuclearfFuel

August 17, 1992 M
SECTION! WASTE MANAGEMENT; Vol. 17y No. 175 Pg. S £ ——

LENGTH! 217 words
HEAILINE?! Groundwater Research Sheds New Light On Sites

BRODOY ¢
Research beind conducted by the Weizmann Institute of Science 1in
Rehovotr Israel can help pinpoint possible sites for disposal of nuclear
waste., The techmique introduced by FProfessor Eammuel Mazor of the institute’s
Lepartment of Environmental Sciences & Enerdy Research enables experts to
determine with dgreater certainty whether 3 dgiven zquifer of dgroundwater is old
or relatively recent.

The researchers say that this distinction is eritical in evaluating the
safety of sites zs potentizl storade sites. The method is currently being
studied in Europe. The technique was first used to evaluate wells as potentizl
nuclear depositories in g3 study conducted in Switzerland by Mazor’s labr in
collaboration with scientists at the University of Geneva, The research was
suprorted by NAGRAy the waste disposzl branch of the Swiss nuclear enerdgy
guthorityr which has since commissioned other teams to carry out advanced
studies on six wells.

In Swedenr an international team is appluing the method to date wells at t
Strippa iron miness now being considered as 3 rossible nuclear disposzl site.
Mazor points out that the water in the underdround sites could be considered
safe nuclear storade sitesr as the water in them is unable to escape to the
surface or to any other water channels.

33
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The Associated Fress

The materiagls in the AP file were compiled by The Associated Fress. These
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Associated Fress.

July 27y 1992y Mondaur AM cucle
SECTION: Rusiness News
LENGTH?! 4629 words

HEADLINE: Researchers Fear Tough Weeds Threaten World Wheat Supplies

ot
DATELINE! AMES: Iowa Z/WW
EODY

Weeds resistant to herbicides are threatening wheat fields around the dglobe
and could become. 8 problem in this countrys researchers say.

BEYLINE: By STEVEN P. ROSENFELDs AP Business Writer

KEYWORD: Weed Warning

According to one Israeli scientistr weeds pose a bidder menace than AIDNS in
poor nations where wheat is an essential food source.

Jonathan Gressel» 3 professor of plant science at the Weizmann Institute of
Science in Rehovoty Israelr saus chemical-resistant weeds zlready infest
more than 1y000 wheat farms in Australiz and more than a dozen in Endland. Nort
American wheat is at risk zs wells he said.

"This is Jjust the bedinning. We have to worru about it nows* Gressel said in
an interview at Iowz State University during the recent First Internationzgl Crop
Science Condgress. "The problem isn‘t dgoing away — it is drowing exponentially." ,

Gressely 3 pioneer researcher of herbicide resistancer addressed the
congressy which attracted some 1y100 researchers from 8% countries.

Joe Antodninir nationzl prodgram director for weed science research at the
u.s, hepartment of Adriculture in Washindtonr said Monday that weed resistance
to herbicides is serious but no cause for 3larm.

*It’s not something we should idgnorer® Antodgnini said. "We have to understand
why some herbicides do thisy whuy others don’t do thatr, but 3s 3 practical
mattery it’s not something the farmer has to det frantic about.®

Crop and herbicide rotation generally preveit; yeed resistancers he said,

o = W

"There are hundreds of reports of reports that this weed is resistant to that
herbicide in Idaho or wherever:" Antognini szaid. "But when wou boil it down to
georegdgesy it’s relatively smzll,®

L S K - K} - . L. TP 1 o PN 1 LI T
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The Associzted FPress

The materials in the AP file were compiled by The Associated Fress. These
materizals may not be republished without the express written consent of The
Associated Press.

July 27, 1992, Mondays BC cycle
SECTION: Domestic News
LENGTH: 144 words
HEADLINE: Current Quotations
BYLINE: By The Associated Fress
KEYWORND ¢ éuotes

BRODY
"But my experience is such that I can’t take that for dgranted." - Rolf Ekeusy
| the U.N. point man in nedotiztions that ended the tense standoff over inspection
of Iraq’s Adgriculture Ministryr on the Iraai promise to refrain from further
. interference with efforts to catalog and destroy Raghdad’s weapons of mass
, destruction.

"We don‘t dgot nobody to help us out. He dgive us Jjobsy tell us» ‘lion’t dgang hang’
, and we don’‘t. We listen to him." - Los Andeles dgand member Little Sniper on
Jesuit priests Rev. Gredory J. Boule leaving his east side parish for 3 uyear
long retreagt.

"The problem isn’‘t doing away - it is drowing exponentizllu.™ — Jonathan

Gresselr 3 professor of plant science at the Weizmann Institute of Science in /
Rehovotr Israely on chemical-resistant weeds infesting more than 15000 wheat

farms in Australiz and more than z dozen in Endland.
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July 27y 1992y Mondzauy PM cucle

SECTION: Domestic News

LENGTH?! 629 words
HEADLINE: Researchers Fear Toudh Weeds Threaten World Wheat Supplies
BYLINE: By STEVEN F. ROSENFELIDs. AF Rusiness Writer

DATELINE: AMES, Iows

KEYWORI:! Weed Warning

EBODY?:
Weeds resistant to herbicides are threatening wheat fields around the dglobe
and could become 3 problem in this countryr researchers say.

According to one Israeli scientistr weeds pose g bidder menace than AINS in
roor nations where wheat is an essential food source.

Jonagthan Gresselr g professor of plant science at the Weizmann Institute of
Science in Rehovots Israely saus chemical-resistant weeds glready infest
more than 1,000 wheat farms in Australia and more than a3 dozen in England. North
American wheat is at risk as welly he sazaid.

*This is Jjust the bedimning. We have to worry about it nowr" Gressel said in
an interview at Iowa State University during the recent First International Crop
Science Condress, "The problem isn’t doing away — it is drowing exponentizlly.®

Gresselr z pioneer researcher of herbicide resistancer addressed the
congressr which attracted some 1100 researchers from 85 countries.

Joe Antodninis national prodram director for weed science research at the
U.8, Department of Adriculture in Washingtonr szid Monday that weed resistance
to herbicides is serious but no czause for zlarm.

*It’s not somethindg we should idnorer® Antodnini said. *We have to understand
why some herbicides do thisr why others don’t do thats but a5 3 practical
mattery it’s not something the farmer has to det frantic zbout.”

Cror and herbicide rotztion denerzllu preven [] sistancer he szid.

"There are hundreds of reports of reports that this weed is resistant to that
herbicide in Idaho or wherevers® Antodgnini said. *But when you boil it down to
aereagesy it’s relatively small.” B

»r. N P — s — . -y Y.
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not to say it won’t happens® he said. .

But the threat is real: Hartzler saidr "especizlly when you look at the new
herbicides that farmers are usindg. They 311 have the same mode of action - they
block a sindle enzyme.®

And the impagect on the averade American consumer?

"Frobably not muchs* Hartzler sazid. That’s if the problem is controlled by ]
rotating herbicides and other farm manzdement practices. k

"RBut in the worst-case scenarior if herbicides became ineffectiver® he saids
'we’d have to restructure the whole farming sustem and food costs would dgo up.’®

Last uvear» the world’s farmers produced zbout 609 million tons of whests
researchers estimate.

Weeds are public enemies to Gressel. Among the most damading to world food
suppliess he saidr -gre broomraper which decimates beans in North Africar and
witchweedy which attacks dgrains sub~Saharan Africa and in southeast Asia.

Gressel szid some weeds may reduce harvests by up to 50 percent in some of
the world’s poorest redions.

"As far as quality of life is concernedy that’s worse than AIDS ... when it
is expected to pealr" he said.

The resistance to herbicides is especiallu prevalent where farmers dgrow the
sgme crop - and use the same herbicide - uear after ueary Gressel said.

One defense is using smaller doses of chemiecglsy but such practices don’t

work in the lond run and seem to have caused the Australian weed problems: he
said.

The best defense for some farmers may be elimingting chemiczl weed-Killers
entirely. Gressel glso zdvises rotating crops and changing herbicides sach uear.
But the londg-term solution is gene manipulations he said. Anything else is a
stopdap.

"The only way to truly curb the problem is to develop new deneticzlly
engineered varieties of wheat that can tolerate 3 wider rande of herbicides:
especiglly the less common ones:® te said.

But he sauys it is hard to rally support for dgovernment help in fighting
weeds.,

"1t doesn’t have the political push that even malaria hasr much less AINSs*
he said. .
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A 33-uear—old Floridz researcher has set an endurance record by spending 69
daus and 20 minutes under water., Aside from detting into the Guinness Rook af
Recordsy Richard Fresley zalso manaded to quit smoking and to focus public
gttention on underwater resources.

Fresley’s missions funded by the Nationzl Aeronautiecs and Space
Administration (Nasz) and by private droupss sent him to 3 15-by-six-meter
research module at z depth of 10 meters in 3 Florida Keus ladoon.

*It was like living the dream of Jules Verner" he sgid after coming up. "I
migssed my familu and friendss not beindg out in the sun and not being 3ble to
shoot rool."

The previous world underuwater record of 59 dausy nine hours and 13 minutes
was set by 3 team of Nasa and dovernment researchers in 1969.

Iuring the first 30 daus of underwater livingy Presleuy and two fellow
gquanauts carried out experiments that helped Nasz understand the stress of
rrolonged space staus. His two colleadues emerded when the month was up but
Fresley stayedy z3iming to surpass the underwater record by 10 days.

He spent him time conducting experiments such as observing an underses herb
darden and drowing fresh vedetables using solutions instead of soil. His
staming under water was glso tested.

OZONE IN THE BATHROOM

A4 bathtub that circulztes ozone-enriched water and claims to reduce tensiony
improve breathingr blood circulation angd the metabolisme trezat rheumatic
conditions gnd heal scars is being manufactured and sold here. The RKReter
plastics company is selling the bathtubr which is cglled (what else? ) the
Alexis Million Ilollars.

# device on the wall sends hot zir under pressure throudgh 100 holes on the
bottom of the tub. Ewriched oxygen (ozoner with three gtoms instead of two) can
glso be introduced into the waters a variety of researchers maintain that o=zone
can improve g variety of conditionss from eczemz to bad nerves.

The massading bathtub is sold for NIS 1,200 and easily installed in the space
of g conventional tub.

YOUNG SCIENCE 1IN REHOVOT

| Hans Jacob Feder 3 teenader from Norwayr simulated zn earthquake in the lab
'and won g summer 2t the Weizmann Institute’s Dr. Bessie Lawrence International
Summer Science Institute. He and 70 other talented youths from 17 countries are
here for the month-long programs which i angu d in Endlish.
h T
Other participants include Mikhail Su skysy Russian Jewish immidrant to
New York who solved an equation that has long puzzled mathemzticiansy and Renee
Watermany of Toronto’s Rouzl Canadian Institute Youth Science Academyr who
directed and zeoted in 3 play to persuade children not to smoke.
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i Farticipants in the science institute conduct 1lab research in 3 selected
field under the duidance of Weizmann scientists. They also travel to Jeruszlen
ang stay at the Ein Gedi Field School for five daus of research on the wildlifer
geolodyr climate and ecologuy of the ares.

Meanwhiler the Rehovot institute is zlso host to 30 outstanding
underdgradugtes from 11 countries attending the Kupcinet International Science
School. These high-level students conduct research for 10 weeks to four months.
Most of them are from the US and z few are from Israely while others have
arrived from the CISy Bulgariar» Hundarys Romaniay Spains Germanyr Austrzlizs
France and Mexico.

AFTER THE EIG EANG

In divine termsy eternity passes like the blinKing of an eve. Now University
of Maruland astronomers say theu have manaded to reduce 15 billion uesars of the
history of the universe to 3 3é~second silent video.

The computer-denerated tape lacks a plot or charactersr but its producers
believe it is the most precise description so far of the motion of galaxies
after the Big Band. They say it could help rrovide better estimztes of relative
cosmic distancesr find new galactic clusters and predict the universe’s ultimate
f‘ate.

Edward Shauar who presented the video at a meeting of the American
Astronomicgl Societyr said the only scene shows 5492 blue bubbles representing an
estimated 2y300 droups of dalaxies within 100 million light years of Earth. A
sindle yellow bubble represents the dalaxuy droup that includes our Milky UWay.

The bubbles bedin when theu gre evenluy distributed., EBut zs5 the universe
expandsy the bubbles start to form swirls and voids as they feel the tudg of eaeh
other’s dravitu. Each dalaxy droup consists of two or more dgalsgxies’? each
galaxzy contains up to severzl hundred billion stars.

The tape is based on a3 new mathematiczl method developed by Shaua’s
colleadues to estimate where dalaxy clusters were when the universe was vound.
In calculating the imader the astronomers found that only z relatively small
amount of dravity was needed to push and pull the universe into its present
share. That suddestsy Shaua saidr the universe contazins only 20 percent of the
matter needed to eventuzllu halt its expansion. Scientists have long dehated
whether the universe will continue to expand in the wake of the Ridg EBandgr orr at
some pointr stop and bhedin to contract.

GRAPHIC? Illustration?! 2 photos’s Caption?! 1. Uri Gorochovsky with some of his
cultured pearls. 2+ A pair of pearl earrinds. Creditt: 2. Vladimir Radchenko..
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Februgry 11, 1981, UWednesdauyr Late Cituy Final Edition ﬁﬁﬂ/
SECTION! Section D7 Pade 4» Column 5§ Financizl Desk ?zy%A
LENGTH: 385 words
HEADLINE?! GENETIC UNIT SET GP BY HUTTON
BYLINE?! By KENNETH E. NOELE

ROonyY ¢

The E+F+ Hutton Group yesterday announced the formation of a companuy to
market advances in dene-splicing and other biotechnoldgy. The new companyr ONA
Science Inc.y based in New Yorky has entered into 3 research agreement with the
Yeds Research and Development Company of Rehovotr Isrzel. Under the adgreements
NA Science and Yedz have formed z Jointluy owned companyry Taglit Inc.s which
megns ‘‘discovery’’ in Hebrewr that will fund research prodects at the Weizmann
Institute of Science in  Rehovotl.

Taglit will be responsible Tor the potentizal development and marKeting of 19
continuing research projects at the Weizmain Institute and other selected
resegrch dgroupsy and the company is committing $25 million over fTive uears in
research fTunds and capital resources.

\
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{ According to Aharon Meutahlr manading director of Yeda! ‘’INA Science will

| have $50 million from E.F. Huttton and other financizl investors from the United
| States, When they have thats they will invest $25 million into Taglit.’’
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Robert Formon:s chazairman and chief executive officer of the E.F. Hutton Group
Ine.r szid he did not anticipate any return from E+.F. Hutton Group’s
involvement in INA Science for the foreseezgble future.

Other Projects

The Weizmanin Institute is one of only a dozen lzboratories around the world
involved in the development of interferonrsr an antiviral zdgent used in the Tight
ggainst cancer., Other projects planned include research into monoclonzl
antibodies - 3 new technique for dgetting larde amounts of sindle antibodies - 3
new antiviral vacciner new photochemiczl solar enerdy collectors and denetically
endineered adgriculturzl productss such as new strains of wheat.

l Chosen as president and chief executivelgﬁgggﬁQSCience was E. Russell

' Edders: 49 years oldy former president and et+executive of the Loctite
Corporationr 3 specizltu chemiczl companyr and a former president of Rendix

International.

‘*It’s a company that’s not truying to raise its moneuy publiclys’“ Mr. Edders
| sgid., ‘‘There will be 3 substantizl amount of money raisedr but with
sophisticated institutional investors. We feel you should build & company before
you take it public.’” )
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Copuright (c) 1980 Reuters Ltd,
December 23y 1980y Tuesdays EBC cycle
SECTION! Internationzl News 5
LENGTH? 480 words
RYLINE?: Ry Susan Pouas
DATELINE: JERUSALEM
REYWORD: Technology

EODY ¢
An Israeli team recently developed a3 sustem of drowing plants without soil

or water by directing 3 computer-controlled spray of water ang fertilizer on to
their roots.

Isrzeli-invented turbines that produce electricity at temperatures as low as
1920 dedrees Fahrenheit have been used experimentzlluy to denerate power from
water heated by the sun.

Isrzel makes its own Merkava (chariot) armuy tanks and describes them as the
world’s best and safest.

] All three projects are important in bolstering the exports of 3 countru with
nardly any raw materizls to exploit.

Goods based on innovative technolody accounted for nearly half of the 3.3
billion dollars earned this uear by the Jewish state’s military and civilian [
- exportsy according to a dovernment official. \

Non-military exports developed by Isrzeli researchr randging from medical
electronies to adricultural technologyr reached g record 900 million dollars
this uear. This was 8 400 per cent rise since 1973.

CTEXT OMITTED FROM SOURCE]

) The chief scientist’s office has a 30‘million dollar fund to suprort 600
immovative industrizl projects and londer-rande studies at universities.
The office provides 50 per cent grants for projects with export potentizl
while specizl projects considered of national importancer such 3s in solar
enerdyr receive 80 per cent backind.

Frofessor Lavie said foreidgn firms had a1r§ 3 vested 10 million dollars in
loecal research projects and another 10 million 4934 been promised.

Isrzael produces its ouwn Kfir (lion cub) Jet fidghtersr tankss tacticzl k
communications equipments radar suystemsy missilesy fast missile boats and \
sthmgehipg guns. -,




- — - —_—— - —_—

Nearly all of these itemsr except the Kfirs are exportedr mainlu to South
Americgs the Far East and South Africa. The United States has blocked Kfir

FAGE 45
(c) 1980 Reuters Ltd.s December 23y 1980

sales because it is powered by American endines.

One of the most successful industrizl export fields has been adgro-technology.
This includes new pesticides and fertilizers and computerized drip irridgation
systems under plastics which save 30 per cent water and help crops drow faster.

The Elscint Company of Haifa has captured one-fifth of the world market for
nuclear medicine damma-ray dizgnostic sustemsy and is increasing its szales of
tomographic three-dimensional x~ray scanming sustems.

Isrgel has become the world’s lardest supplier of surdical lasers which it
has sold to 40 countries» Frofessor Lavie said,

Israel has invested hesgvily in development of silicon semi-conductor chips
and expects to export some 100 million dollars worth of these within five uears.

A larde Swiss pharmeceutical company has invested in research by the famed
Weizman Institute of Science gt Rehovot to produce commercizal quantities of
interferons the human protein which could hold dgreat promise in fighting viruses
and possibly cancer.

L.




o DECLASSIFIED BY UC&03ZZLEF/PLI/CC
O 0l-10-2012

»
wTQ&AGE 446
LEVEL 1 - 210 OF 218 STORIES p%rﬂ”
Copyright 1980 McGraw-Hilly Inc., 3 ‘Jﬂﬂ

Chemical Ueek .

July 2, 1980 rﬂ\i‘y
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LENGTH?! 835 words
HEADLINE: He likes to tzlk about ‘building another IEM’

BODY :

The U.S5. Supreme Court’s decision earlier this month zallowing patents on
baeteris created throudh recombinant [NA once adain drew worldwide gttention to
g handful of dgenetic endineering firms. No company was more prominent in press
reports than Cetus Corp.r the BerKeleys Calif.r firm generzlly considered to be
the leader in the field of biotechnolody, And nNo man was more often quoted than
Cetus president FPeter J. Farleyr who helped found Cetus nine years ado and nows
a2t ade 40y has become the industruy’s unofficizl spokesman.

Meeting Farley can be 3 little disconcerting. Anvone with both 3 medical
dedree and an MJEB.4. might cause that reactiony especizlly if he heads one of
the most exciting companies in the U«S.r and tallks dliblu zbout revolutionizing
the pharmaceutical and chemiczl industries. But Pete Farley -~ 3s he introduces
fiimself -- could pass for the coach of a Little Leadgue team, Rigr affabler with
an easy Irish smiler Farley is "z weird and rare combingtion of denius and nice
guuy ' saus 3 collezgue.

Rut Farley doesn’t mince words. 'We intend to see Cetus emerde in the
mid-1980s as a major factor in several major industries:® he sausr chomping on
an expensive cidar and truying to idnore a small mountzain of pink czllback slips
near the phoner awaiting his attention. Farley is fond of talking about
*huilding another IBM®* in Cetusr z view he would clearly like to promote with
the pressy the public angd the investors who have poured millions of dollars into
what is obviously a3 lond-rande venture.

There is z reasonable chance that Farleu will make dgood on his bradg.
Alreadyr Cetus has developed a ueast strain that is currently being tested by
National Distillers & Chemiecgl Corp. and promises 3t legst 30% improved
efficiency over conventional methods for the conversion of biomass to ethyl
aglecohol used in "dasohol® blends. And in April the company anmounced that it
had developed gz *budg” that will zllow complete conversion of dglucose to
fructosery g feat that when commercizlized will radically alter the $7-billion
domestic sweetener market,

And "there are g lot of other proJjects under way that we can’t talk abouts® J
Farley saus. One of those is the company’s WOMEREMT interferons an antiviral
subpstance being tested in cancer treatment. Cetislidis working with Weizman
Institute of Science in Israel ( Rehovot) “on methods that may lead to
rroduction of the substance in quantities larde enoudgh to permit more thoroug
testind,. Farleuy takes his dreatest pride in his work on interferon.

’

These prOJects are Proof for Farley that he is on the ridght track -- az track
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The Associated Press

The materizls in the AP file were compiled by The Associated FPress. These
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June 18, 1980y Wednesdayrs AM cucle J
SECTION: Washington Dateline
LENGTH: 510 words
BYLINE: Bu WARREN E. LEARY, AF Science Writer
DATELINE: WASHINGTON

KEYWORI¢
Cancer Prizes

RODY:
Scientists who did pioneerindg research work on how cancer begins and what

sustgins it have won $100,000 prizes from the General Motors Cancer Research
Foundation.

Three researchers from the United States and one from Isrzel are recipients
of the lardest cash awards in cancer research in presentation ceremonies
Wednesday.

Winners of the tax—-free $100,000 prizes and dgold medals are Ir. Elwood V.
Jensenr 460y director of the Ben Mau Laboratoru for Cancer Research gt the
University of Chicado» and Ir. Iszzac EHerenblumr 76y professor emeritus at the
‘weizmann Institute of Science in Rehovotr Israzel.

The other $100y000 prize is shared by or. James A, Millers 65y and Ir.
Elizabeth C. Miller» 60y 3 husband-wife team from the University of UWisconsine

Jensen is honored for work on the hormone treatment of cancers EBerenblum for
discovering that cancer is 3 multi-stade processy and the Millers for finding
how many chemical cancer adents worl in the body.

This is the second uvear in which the internationzgl prizes have been awarded
by the foundation established in 1978 by the zutomzkery which paus the taxes on
the awards.

Winners of the prizes were selected from more than 300 entries from around
the world bu 3 panel of scientists chosen without company involvement.

I'r+ Joseph Fortner of Sloan—-Ketterindg Cancer Center in New Yorks president of
the foundationr told 3 news briefing that the work being honored "clearlu sidnzl
giant steps in the control of cancer.*

Jensen discovered estroden receptor proteins in breast cancer that led to
identifuing tumors that are likely to be sensitive to hormones. Tests for this
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The Associated Fress

The materiazls in the AP file were compiled bgvThe Associated FPress. These
materizls may not be republished without the express written consent of The
Associzgted Press.

Mau 28y 1980y UWednesdays EBC cuycle /VU%&O
SECTION: Domestic News

]
v
LENGTH?: 190 words
HEADLINE: GM Foundation Gives Cancer Frizes ékvt;;;pdﬁ

DATELINE: DETROIT

KEYWORIi?
Cancer Awards

EODY?
Scientists from Chicadgor Wisconsin and Israel have been chosen to receive
$100y000 prizes from the General Motors Cancer Research Foundationr the
foundation announced,

Elwood V. Jensens director of the Een May Lzbhoratory for Cancer Research at
the University of Chicador will receive the foundation’s Charles F. Kettering
Awgrd for work on the role of estroden receptors in tissue in choosing the best
treatment for breast cancer.

The husband and wife team of James A, and Elizabeth C. Miller of the McCardle
L.aboratory for Cancer Research at the University of Wisconsin in Madison will
receive the Charles S, Mott Award for their elucidation of how chemicals can
C3USEe C3NCEer.

Isaac Berenblum» retired professor in the department of experimentzal biolodgy
at the Weizmann Institute of Science in Rehovotr Israels will receive the
Alfred P+ Sloan Jr. Award for his worlk on chemicalluy—-caused tumors,

The prizes will be presented in g UWashington ceremony June 18, The recipients
were announced Tuesday. GM established the prizes with 3 $2 million grant to the
foundation in 1978 in honor of three of the sutomzker’s Key executives.
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Copuright 1979 MeGraw-Hills Inc.
Chemical Weelk

November 14, 1979
SECTION: TECHNOLOGY NEWSLETTER? Fg. 51
LENGTH? 73 words
HEADLINE! Polypeptide shows promise in treating multiple sclerosis

RODY

Tests to treat multiple sclerosis with a polupeptide show some promise.
Researchers at the Weizman Institute of Secience (Rehovotr Isrzgel) have used
the drudr called COPy to arrest and prevent z laborztoru-induced disease like MS
in primates. Early trigls on humans are inconclusive. Three of the four MS
patients treated showed no improvement: but their conditions did not worsen.
The fourth improved but later relapsed.
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OFFICE OF ORIGIN. TITLE PREVIOUSLY CaRRIED as { | e

[:::::::::} WEIZMANN INSTITUTE OF SCIENCE; ESPIONAGE-ISRAEL: -

00: PX (64W-PX-43110)."

RE PX AIRTEL DATED OCTOBER 19, 1992 (NO COPY TO MOBILE OR

b&

NEW YORK), AND: SECURE TELCAL TO SA L. YUMA RA ON e
JANUARY 4, 1993. '
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PAGE THREE DE FBIBF 0003 UNCLAS EF T O -

INVESTIGATION BY BUFFALO DETERMINED A SENIOR

IN THE CHEMICAL ENGINEERING -DEPARTMENT AT UE, FREVIOUSLY HELD
AN ENGINEERING COMRUTER ACCOUNT AND CURRENTLY‘MATNTA}NS A '
COMPUTING CENTER ACCOUNT. THE ENGINEERING ACCOUNT 1S A
PRIVILEGE GRANTED TO. THOSE 'STUDENTS, DEMONSTRATING A NEED TO
ACCESS SPECIALIZED COMPUTER OPERATING SYSTEMS. -THE ‘COMPUTING

ACCOUNT IS A RIGHT GRANTED TO ALL UB STUDENTS FOR GENERAL !

&

SYSTEMS USE: | ENGINEERING ACCOUNT WAS REVOKED AS A

RESULT OF HIS ABUSE AND MISUSE .OF UB“S COMPUTER SYSTEMS. 1

»

i

[1
[ ]| sTILL MAINTAINS HIS COMPUTING AGLOUNT. |
_ON OCTOBER 8, 1992,[ | WAS ARRESTED BY UB CAMPUS.
SECURITY WHEN HE WAS- OBSERVED® AT A COMPUTER TERMINAL ‘AT UB

ACCESSING A ‘COMPUTER SYSTEM FOR WHICH HE ‘NO LONGER "HAD. ! o
13

AUTHORIZATION. ADMITTED TO ARRESTING CAMPUS

SECURITY -OFFICERS THAT HE WAS USING THE ENGINEERING ACCOUNT OF

ANOTHER STUDENT. THE ENGINEERING ACCOUNT USED BY

BELONGS TO (XD , -DATE OF BIRTH '

. RESIDING AT , 1

Re

ferral/Consult

!

~1 O
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PAGE FOUR DE FBIBF 0008 UNCLAS E F T ) !

[

(x). WAS A GRADUATE STUDENT AT ‘UB BUT IS oo

NO LONGER AT THE UNIVERSITY. INVESTIGATION CONTINUING IN
‘ORDER TO DETERMINE WHAT INFORMATION/SYSTEMS[  |uwaAs
ACCESSING AT THIS TIME.

INVESTIGATION BY BUFFALO INDICATED|

i

Referral/Consult
LEADS: BIRMINGHAM DIVISION; ‘AT HUNTSVILLE, ALABAMA: '
' Referral/Consult
I
1
i
NEW YORK DIVISION; AT BROOKLYN, NEW YORK: : . |
( CONTACT B
; ,b [
| DETERMINE | , - P
'KNOWLEDGE OF[________ | AND HIS ACTIVITIES AND/OR POSSIBLE
COMFLICITY WITH SAME; EXTENT OF [ |coNTACT WITH .
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PAGE FIVE DE FBIBF 0008 UNCLAS E F T O

[ ]AND LAST KNOWN CONTACT WITH HIM. DETERMINE IF -
[ ]AuTHORIZED TO USE | | ENGINEERING
COMPUTER -ACCOUNT; IF S0, UNDER WHAT CIRCUMSTANCES? : |

OBTAIN APPROPRIATE BACKGROUND INFORMATION RE[ |70
INCLUDE: PRESENT EMPLOYMENT AND ACCESS TO COMPUTER SYSTEMS
AND POSSIBLE-CONTACT/ASSOCIATION WITH THE WEISMANN INSTITUTE
OF SCIENCE, REHOVOT, ISRAEL.

"PHOENIX DIVISION; AT YUMA. ARIZONA:

FOR_INFORMATION, FBIHG AND DERahTMENT'UP JUSTICE (¢DOM)

P

Referral/Consult
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-DISCUSSIONS CONTINUE RE CAPTIONED -MATTER, AND RECEIVING
OFFICES ARE REQUESTED TO COVER LEADS EXPEDITIOUSLY AND ADVISE
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FEDERAL BUREAU OF INVESTIGATION

1/20/93

Date of transcription

I | be
| ] telephone number | }] was interviewed at the b7C
FBI New York Field Office. After being advised of the[iffffiff:] .
of the interviewing Agent and nature of the interview,
provided the following information:

advised that he did not know nor have any
knowledge whangggg:_;ggg;gigg1State University of Buffalo b6
undergraduate He stated he was never i p7C
in any unauthorized computer access and had no idea_
gained access to his engineering computer account.

explained that he physically left the campus at completion of his
thesis defense on June 30,1992.

Acting under the advise of the University at Buffalo, b6
Mechanical Englneerlng Department | l b7cC
(phonetic), he provided a copy of his thesis and access code to a
fellow graduate student (name unknown - Indian descent) to test
the principles and appllcablllty of his thesis.

| advised that in any case, his access account h7cC
should have been officially closed on September 1, 1992 with the
start of a new semester and that his access code should not have
been accepted -under any circumstances after that date, as he was
no longer a registered- student.

B S
. N
| |
s I P ]
Investigationon _1/19/93 . at NEW YORK File #. ‘»6~FilW-BF;281_97‘
\ g IO .
. be
by __SA | Vapc . Date dictated 1/20/93 B7C

This document contains neither recommendations nor conclusions of the FBI. It is the property of the FBI and is loaned to your agency;
it and its contents are not to be distributed outside your ageacy. ‘
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65W~BF-28197

Continuation of FD-302 of I I , On 1/ 19/ 93 , Page 2

D

The Administrative section of the University of Buffalo
was the only other source with knowledge of his access account,
as was required by school regulations and with the capability to
reactivate his access code.

claimed he had no knowledge, contact or
association with the WEIZMANN INSTITUTE OF SCIENCE and in fact
had never heard of the institution.

The following descriptive data was obtained from
interview:

NAME:

ADDRESS:

HOME TELEPHONE:
SEX:
RACE:
DOB:
POB:
SSN:
HEIGHT:
WEIGHT:
BUILD:
HAIR:
EYES:

TATTOOS :

~1 O

[}
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FD-302a (Rev. 11-15-83)

1 ]

‘65W-BF-28197

- -

Py

Continuation of ED-302 of _

,on, 1/19/93

, Page

New: York.

P

e

TOEy el R = o e -

FACIAL HAIR:

EMPLOYMENT: N

POSITION:
MARITAL STATUS:

PREVIOUS ARREST:

MILITARY SERVICE:

Investigation on January 19, 1993 at New York,

3%
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[J Facsimile [ Priority [J SECRET
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[0 UNCLASEFTO
[J UNCLAS
M Date_12/17/92
TO ¢ DIRECTOR, FBI
(ATTN: _Ssal |INTD, CI-1C;
10C | D
FROM : SAC, BUFFALO (65W-BF-28197) (P)

SUBJECT : Y“CHANGED"

i of origin.

|
WELZMANN INSTITUTE OF SCIENCE;
ESPIONAGE-
(00: BUFFALO)

ISRAEL;

This entire communication is classified "SEGSRET."

Title marked "Changed" to reflect correct spelling
of subject’s first name and to reflect designation Ke)

Title previously

WEIZMANN INSTITUTE OF SCIENCE; ESPIONAGE-ISRAEL;
00: PHOENIX (65W-PX-48110)."

carried as !

Buffalo.

4 - Bureau (Encs. 12)
%2%- Buffalo

(6

Reference_EX_airIell
telcall between SSA

Re PX airtel advised of an unauthorized penetration
of a computer system at the Yuma Proving Ground (YPG),

Arizona, which was traced to subject’s computer account at the
State University of New York at Buffalo (UB).

Index2A

dated 10/19/92, and 12/8/92
FBIHQ and SSA| |

Searched .. SR I

A

ROR: o=

L Ti1-2

@ Approved: ‘I/M l/W Transmitted |

{Number)

(Time)
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rjmclnsed_fnr_the_BJreau are three copies of an IHM
captioned and dated as above.

Also

enclosed are three copies each of FD-302s detailing interviews

of
UB;

UB and
UB.

REQUEST OF THE BUREAU:

The Bureau is requested
regarding captioned s éct, a Unite ates

Person (USPer), for the reasons set forth in enclosed LHM.

The Buyreau is also

lto obtain a11i i

et
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~] 5
O

b7E




o -

DEC 161882

AD

— BUFE




g DECLASSIFIED BY UCEO3IZZLP/PLISCC Q
L~ 4 0 0l-10-2012 w
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-1-
FEDERAL BUREAU OF INVESTIGATION

12/17/92

Date of transcription

On December 16, 1992, | ] date of birth
| | state University of

New York at Buffalo (UB) was interviewed at UB, Amherst, New
York. was advised of the identities of the interviewing
Agents and the nature of the interview. He thereafter
voluntarily provided the following information:

| |advised he knows]| |as a student
at UB and as al lat the Computinag Center,

| | stated he spoke to | | on tworgggaﬁignﬁT once in May

of 1992 and again in August of 1992, after broke into
[fffffffj accounts. The August p:ngtra;ign_th______r_J was of
account and resulted in

on one occasionl |broke into machines in the

Computer Center. According to a weakness existed in an
earlier version of UNIX software which allowed users to get into
other systems. learned about this older model’s

vulnerability which allowed him system privileges without a
password. He entered the computer and corrupted information on

the machine.

On October 8, 1992, someone at.Effijffnputing Center

noticed a problem with a computer, which described as

"characteristic of | i" | traced the problem back to
whose engineering account had been revoked by
of the Engineering Department because of misuse of a

computeﬁ_sxstem_in that department. The engineering account had
allowed access to the UNIX system. He still had one

computer account on the VAX cluster.

Classifd s 86

sify on:
saonet

C
Investigation on 12/16/92 3 Amherst, New York File# 65W-BF-28197 — q
7
SA
by SA [ Date dictated 12/17/92
This document contains neither recommendations nor conclusions of the FBI. It is the property of the FBI and is loaned to your agency;

it and its contents are not to be distributed outside your agency.

-1 Oy




AL

Q

FD-302a (Rev. 11-15-83)

65W-BF-28197

Continuation of FD-302 of | | , On 12 / 16 / 92 , Page

When[::::::]determlned a connection between

| |account and a graduate j;gggn;_s_agggumt he sent an

ﬁtmail_ieleftronlc mail) message to advising of
unauthorized use of the UNIX system, | _ater

learned that upon receiving the E-mail message, located

and observed him at a work station computer which is
specifically used to access the UNIX system. It was learned that

the account used to log on to this compute ed to a
graduyate student who was no longer at UB. also learned
that admitted to accessing the system without

authorization, and as a result, was arrested by UB Public Safety

Officers at the request of | } After
arrest, was called by to assist in determining
what data obtained and in preserving it.

[ statead | |advised him he was contacted
by people at the Yuma Proving Ground (YPG)Imhg_;xaggg_f
penetration of their system to UB. It was VAX
cluster account which was used to penetrate the YPG systen.

| |described| |

| ] He added that |

| T

o b

1s of the opinion
astray. He knows

has bad associates who lead him
to have associations with others

involved with these activiti

the University of Hawaili.

identities of these associates.

Les at the University of Kentucky and
could not provide the
He added he was aware of these

people through computer networks.

[ Istatea]

| (also spelled ) is

unknown to him.

~1
9]
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To :+ SAC, BUFFALO (65W-BF-28197) (P) Date 7_1/11/93
] DECLAZSIFIED EY UCE0322LPAPLIJCC
From : gp 0N 01-10-201Z2
b6
L7C
Subject : |;

WEIZMANN INSTITUTE OF SCIENCE;

FCl - ESPIONAGE-ISRAEL;
00: BUFFALO

| | :
w1 [ - ¥8 ' i :

Buffalo assumed office of origin on 12/14/92;
additional time required to conduct investigation
by Buffalo and auxiliary offices.

L7E
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¥
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F{ DIRECTOR FBI (A5SW-BF-28197)

TO FBI BUFFALO/ROUTINE/

b7E
BT
TECR-E-T_ NOFORN WNINTEL ORCON |
CITE: //0515// “ ’
PASS: BUFFALD FOR SA| | .
!

SUBJECT: | | WETZMANN INSTITUTE OF SCIENCE;

ESPIONAGE - ISRAEL; 00: BUFFALO.

v

THIS COMMUNICATION IS CLASSIFIED ™SEEREI-NOFORN-WNINTEL-
ORCON" IN ITS ENTIRETY.

REFERENCE DECEMBER 20, 1992 SECURE TELCALL FROM SA]

[ 1 #e1 surFaLe, To IRs FBl, INTD, QI-3

SECTION, B UNIT (CI-3B), AND TELETYPE FROM FBT BUFFALD TO FBIHG!,

1

CAPTIONED AS ABOVE, DATED DECEMBER 21, 1992.

IN ABOVE REFERENCED TELCALL AND TELETYPE, SA

Al
Goh

~BF -2 /77"

b6
b7C

[P————

oy
) SMMW

H 141993

p .

A

M’ . FBl — BUFFALO )
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PAGE. TWQ DE RUCNFB 0195 -8—EGSRE—F—

RERQUESTED CI-3B TO PROVIDE BUFFALD BACKGROUND INFORMATION ON
NEIZMAN& INSTITUTE OF SCIENCE, REHOVOT, ISRAEL. CI-3B OFFERS THE
FOLLOWING: |

L)

A SEARCH OF FBIHG INDICES WAS NEGATIVE REGARDING THE .
WEIZMANN INSTITUTE.

- ACCORDING TO OPEN SOURCE LITERATURE, THE WEIZMANN INSTITUTE .
WAS OPENED AT THE END OF WORLD WAR II BY A GROUP OF ISRAELL
SCIENTISTS, NOTABLY ONE DR. ERNST DAVID BERGMANN WHO IS GENERALLY  f
CONSIDERED A PIONEER IN ISRAELI NUCLEAR RESEARCH. DR. BERGMANN
IS ALLEGED TO HAVE WORKED FERIODICALLY ON: BEHALF OF THE ISRAELI /,
GDVERNMENT.V THE INSTITUTE. IS NAMED AFTER A WELL-KNOWN ISRAELI
SCIENTIST AND ZIONIST, ONE DR. CHAIM WEIZMANN. DR. WELZMANN, A
RUSSIAN-BORN JEW NOW DECEASED, IS BELIEVED TO HAQE BEEN' AN
ACCOMPLISHED BIO-CHEMIST IN THE 1940S. OPEN SOURCES ALLgéE THAT ,

DR. WEIZMANN TAUGHT AND CONDUCTED RESEARCH IN MANCHESTER ‘ "
UNIVERSITY IN ENGLAND. THE ABOVE IS PROVIDED- FOR GENERAL ,
INFORMATION ONLY. THERE IS NO FEI REPORTING WHICH CDRRUBDRATEQ
THIS INFORMATION. CAUTION SHOULD BE EXERGISED IN THE USE OF THIS
‘INFDRMATJDN:AS THE SDURCE iS5 UNVERIFIABLE., ‘

RECENTLY, MAJOR NEWSPAPERS HAVE IDENTIFIED THE WEIZMANN

INSTITUTE, LOCATED IN SOUTH TEL-AVIV, ISRAEL, AS A RESEARCH
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PAGE THREE DE RUCNFB 0195 § E T R—E—T

b

‘CENTER FOR ROBOTICS, BIQ-TECHNOLOGY, MEDICINE,. ENERGY'DEVéLDPMENT

AND OTHER HIGH-TECHNOLOGY ISSUES,. THE INSTITUTE HAS AN "AMERIC

. COMMITTEE FOR THE WEIZMANN INSTITUTE." WHICH OPERATES IN THE

UNITED STATES :FROM NEW YORK CITY, CHICAGO AND POSSIBLY. OTHER
| MAJER METROPOLITAN CITIES. THE COMMITTEE éNGAsEs IN
FUND-RAISING, HOSTS LECTURES ON TOPICS OF INTEREST AND ENGAGES. IN
l PUBLIC RELATIONS ON BEHALF OF THE WEIZMANN INSTITUTE.

IN 1972, THE WASHINGTON POST NEWSPAPER PUBLISHED AN ARTICLE
IN WHICH IT ALLEGED THAT THE SOVIET NEWSPARER "MOSKOVSKI
KOMSOMOLYTES" REPORTED THAT THE GOAL OF THE WEIZMANN INSTITUTE OF
SCIENCE WAS TO ENGAGE IN NUCLEAR RESEARCH. THE SOVIET NEWSPAPER
ALSQ ALLEGED THAT ISRAEL COULD PRODUCE NUCLEAR WARHEADS AT THAT
TIME. ‘

IN 1990, THE WASHINGTON POST PRINTED AN ARTICLE INDICATING

THAT. THE WEIZMANN INSTITUTE HAD APPLIED,TDWFURCHASE»U.S.

SUPERCOMPUTERS WHICH COULD BE USED TO DESIGN SMALLER, LIGHTER
NUCLEAR WARHEADS. HOWEVER, IT IS POSSIBLE THAT THESE COMPUTERS

COULD SERVE OTHER PURPOSES. BEYOND NUCLEAR NEAPDN‘DEVELDPMENT.

IN 1992, THE BOSTON GLORE NEWSPAPER INTERVIEWED ONE. DR.

SHALHEVETH FREIER, A PHYSICIST. AT THE WEIZMANN INSTITUTE. HE IS

| L

»




PAGE FOUR DE RUCNFE 0195

PRIVATE INSTITUTION.

=
A

ALLEGED TO HAVE BEEN THE CHIEF OF ISRAEL‘S NUCLEAR POLICY IN THE
19705, DR. FREIER WAS QUOTED AS ADVISING THAT, "OUR (ISRAELI)
POLICY (NUCLEAR POLICY) ALLOWS EVERYONE WHO WANTS TO READ HOPE
INTO IT (NUCLEAR WEAPONS) TOD READ HOPE, EVERYONE WHO WANTS TO
READ FEAR TO READ FEAR AND EVERYONE WHO WANTS NOT TO THINK ABOUT
IT TO NOT THINK ABOUT IT." CI-2B CONSIDERS THIS SIGNIFICANT DUE
TO DR. FREIER’S POUSSIBLE TIES TO BOTH THE WEIZMANN_ INSTITUTE AND
THE ISRAELI GOVERNMENT.

CI-3B BELIEVES THAT THE WEIZMANN INSTITUTE IS AN ACADEMIC
ORGANIZATION WHICH CONDUCTS RESEARCH IN HIGH-TECHNOLOGY ISSUE
AREAS, INCLUDING THEORETICAL ASPECTS OF NUCLEAR AND' GONVENTIONAL
WEAPONS DEVELOPMENT. THE WEIZMANN INSTITUTE, IS BELIEVED TO BE A
HOWEVER, A REVIEW OF NUMEROUS NEWSPAPER
ARTICLES SUGGESTS THAT THE WEIZMANN INSTITUTE EMPLOYS FORMER
ISRAELI GOVERNMENT OFFICIALS, IS CONSULTED BY THE ISRAELI
GOVERNMENT REGARDING. SPECIALIZED RESEARCH AREAS AND OFTEN SERVES
AS A "REVOLVING~DOOR" FOR ISRAELI NATIONALS TO MOVE BETWEEN THE
PRIVATE SECTOR AND: GOVERNMENT POSITIONS.

CI-3E AGAIN EMPHASIZES THAT INFORMATION CONTAINED FROM OPEN-

SOURCES IS SUBMITTED FOR GENERAL CONSIDERATION ONLY AND SHOULD

NOT NECESSARILY BE USED FOR INVESTIGATIVE JUSTIFICATION NITHGU%
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CONFIRMATION BY MORE RELIABLE SOURLCES.
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TITLE MARKED "CHANGED" TO REFLECT CORRECT SPELLING OF

SUBJECT’S FIRST NAME AND TO REFLECT DESIGNATION OF BUFFALO AS

b6
OFFICE OF ORIGIN. TITLE PREVIOUSLY CARRIED AS ! b7C
swpE-28197- 1%
K@g’%m Covealeds A ‘

. <)
Sasrched ‘Serialize
\ - - \ Sy
( 'Q&— / Indexed Fileq E. h‘)
Approved: 43 (-/ &/ Original filename: (NLDCS LI . OV, - ()&JL:&)(OJ blc)
Time Received: — Telprep filename: BL,DDOSS@.O)’L "ﬁisk_ial@, blel 7

MRI/JULIAN DATE: /a’ooét /_(7/2, ISN: 5875
FOX DATE & TIME OF ACCEPTANCE: /2> >24/352 @7




~"PAGE 2

be
| WEIZMANN INSTITUTE OF SCIENCE; ESPIONAGE-ISRAEL;

b7C
*
00: PX (64W-PX-48110)."

RE PX AIRTEL DATED OCTOBER 19, 1992 (NO COPY TO MOBILE OR

NEW YORK), AND SECURE TELCAL TO SA | | YyuMA RA ON e

JANUARY 4, 1993.

b7E

Referral/Consult




~“PAGE 3

Referral/Consult

INVESTIGATION BY BUFFALO DETERMINED[ | A SENIOR
IN THE CHEMICAL ENGINEERING DEPARTMENT AT UB, PREVIOUSLY HELD

AN ENGINEERING COMPUTER ACCOUNT AND CURRENTLY MAINTAINS A

[oage
1 Oy
@]

COMPUTING CENTER ACCOUNT. THE ENGINEERING ACCOUNT IS A
PRIVILEGE GRANTED TO THOSE STUDENTS, DEMONSTRATING A NEED TO
ACCESS SPECIALIZED COMPUTER OPERATING SYSTEMS. THE COMPUTING

ACCOUNT IS A RIGHT GRANTED TO ALL UB STUDENTS FOR GENERAL

SYSTEMS USE. | ENGINEERING ACCOUNT WAS REVOKED AS A

RESULT OF HIS ABUSE AND MISUSE OF UB'S COMPUTER SYSTEMS.

ISTILL MAINTAINS HIS COMPUTING ACCOUNT.

ON OCTOBER 8, 1992,[  |WAS ARRESTED BY UB CAMPUS
SECURITY WHEN HE WAS OBSERVED AT A COMPUTER TERMINAL AT UB

ACCESSING A COMPUTER SYSTEM FOR WHICH HE NO LONGER HAD

AUTHORIZATION. ADMITTED TO ARRESTING CAMPUS

SECURITY OFFICERS THAT HE WAS USING THE ENGINEERING ACCOUNT OF

ANOTHER STUDENT. THE ENGINEERING ACCOUNT USED BY

BELONGS TO (X) | | DATE OF BIRTH

RESIDING AT




APAGE 4
[ Jx. [ ]was a GRADUATE STUDENT AT UB BUT IS
be
NO LONGER AT THE UNIVERSITY. INVESTIGATION CONTINUING IN b7C
ORDER TO DETERMINE WHAT INFORMATION/SYSTEMS[  |was
ACCESSING AT THIS TIME. Referral/Consult
INVESTIGATION BY BUFFALO INDICATED |
Referral/Consult
LEADS: BIRMINGHAM DIVISION; AT HUNTSVILLE, ALABAMA:
NEW YORK DIVISION; AT BROOKLYN, NEW YORK:
CONTACT | |
:b6
DETERMINE | | brc

KNOWLEDGE OF[ ___ |AND HIS ACTIVITIES AND/OR POSSIBLE




APAGE 5
COMPLICITY WITH SAME; EXTENT OF| | coNTACT WITH
[ ]AND LAST KNOWN CONTACT WITH HIM. DETERMINE IF brc
AUTHORIZED[ | To USE ENGINEERING
COMPUTER ACCOUNT; IF SO, UNDER WHAT CIRCUMSTANCES?
OBTAIN APPROPRIATE BACKGROUND INFORMATION RE[ | To b6

INCLUDE:, PRESENT EMPLOYMENT AND ACCESS TO COMPUTER SYSTEMS
pambU‘.,éd«

ANDA CONTACT/ASSOCIATION WITH THE WEISMANN INSTITUTE OF

SCIENCE, REHOVOT, ISRAEL.

PHOENIX DIVISION; AT YUMA ARIZONA: Referral/Consult




~“PAGE 6
FOR INFORMATION, FBIHQ AND DEPARTMENT OF JUSTICE (DOJ)

DISCUSSIONS CONTINUE RE CAPTIONED MATTER, AND RECEIVING

OFFICES ARE REQUESTED TO COVER LEADS EXPEDITIOUSLY AND ADVISE

BUFFALO. RESULTS ARE TO BE INCLUDED IN A REQUEST TO

L = s

BT




£ =
—-
—

b7E




DECLAZSIFIED BY TCe03ZZLP/PLJI/CC

§ A @ ) é ON 01-10-201%2
I .02 (Rev. 3-10-82) QEQ{ET

FEDERAL BUREAU OF INVESTIGATION

Date of transcription 1/20/93

I
[ | telephone number| | was interviewed at the

bé
FBI New York Field Office. After being advised of the i ti o
of the interviewing Agent and nature of the interview,[ffff:fff:]
provided the following information:
b6
b7C
advised that he did not know nor have any
knowledge wha i State University of Buffalo bé
undergraduate He stated he was never d Lic
in any unauthorized computer access and had no idea how
gained access to his engineering computer account. |
explained that he physically left the campus at completion of his
thesis defense on June 30,1992.

Acting under the advise[gf_1hg_uniyexsitx_a:_ﬁnffalg4_1 P
Mechanical Engineering Department E;C
(phonetic), he provided a copy of his thesis and access code to a -
fellow graduate student (name unknown - Indian descent) to test
the principles and applicability of his thesis. ,

[advised that in any case, his access account e
should have been officially closed on September 1, 1992 with the BIC

start of a new semester and that his access code should not have
been accepted under any circumstances after that date, as he was
no longer a registered student.

Investigationon  1/19/93 at NEW YORK File # _65W-BF-28197

o

“by SA kapg . %ﬁfﬁ i Date dictated 1/20/93 E—6C

This document contains neither recommendations nor conclusions of the FBI. It is the property of the FBI and is loaned to your agency;
it and its contents are not to be distributed outside your agency.
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FD-302a (Rev. 11-15-83)

65W-BF-28197 sg;ﬁéi

O
O

2 ey

CmﬁwuhndFDéwofl | , On 1/19/93 .Pue~~2

The Administrative section of the University of Buffalo
was the only other source with knowledge of his access account,
as was required by school regulations and with the capability to
reactivate his access code.

[:::;;;::]claimed he had no knowledge, contact or
association wi the WEIZMANN INSTITUTE OF SCIENCE and in fact
had never heard of the institution.

The following descriptive data was obtained from
interview:

NAME:

ADDRESS:

HOME TELEPHONE:
SEX:

RACE

oo

DOB:
POB:
SSN:
HEIGHT:
WEIGHT:
BUILD:
HAIR:
EYES:

TATTOOS :

~1 O

oo




~ .

FD-302a (Rev. 11-15-83)

65W-BF-28197

Continuation of FD-302 of J

, On

1/19/93

, Page 3

New York.

FACIAL HAIR:

EMPLOYMENT:

POSITION:
MARITAL STATUS:
PREVIOUS ARREST:

MILITARY SERVICE:

Investigation on January 19, 1993 at New York,

-1

@]

~1 Oy




RAPAY N X % % ON 01-10-2012
FD-36 (Rev, 11-17-88)
FBI
TRANSMIT VIA: PRECEDENCE: CLASSIFICATION:
] Teletype (0 Immediate [0 TOP SECRET
Facsimile O Priority (8 SECRET
AIRTEL O Routine [L] CONFIDENTIAL
[0 UNCLASEFTO
J UNCLAS
Date 1/20/93
TO : DIRECTOR, FBI .
(ATTN: INTD, CI-1C, IOC D
P
FROM : ADIC, NEW YORK (65W-BF-28197) TRUCTF (I-25)
yd

WEIZMANN INSTITUTE OF SCIENCE
ESPIONAGE - ISRAEL

00:BUFFALO

SUBJECT

This document is classified “SEERE®' in its entixety.

| 1
-

Reference Buffalo teletype to Bureau, dated

3 - Bureau (Encls. 2) (RM)
1 - CI-1C

(» - Buffalo (65W-BF-28197) (Encls. 4)

1 - New York

BO:apc
(7)

1/12/93.

Enclosed for the Bureau are two copies of FD-302
interview of dated 1/19/93; the original
FD-302, two coples and interview notes are desi for
Buffalo.

Approved: . Transmitted 7 Per

bé
b7cC

(Number) (Time)

DECLASSIFIED BY UCE0O3ZZLP/PLI/CC




572 ,
65W~BF-28197 '}:‘1 & s % T

This investigation was predicated upon possible

unauthorized penetration of computer facilities at the YUMA
PROVING GROUND, Yuma, Arizona, dy

4":c:|..n11_:l:he_r::P_J:_'Lm:l_AJ.u:ullst 18-20,
1992. Act1v1t1es were traced to at the
State

b6
‘ Unive of New York af Buffalo (U.B. ). On October 8, b7C
1992, was arrestegfﬁy U.B. campus security
officers using the accounsf of former U.B. -,
DOB

On 1/19/93, ) | was interviewed at
the NYO of the FBI and denied any knowledge of subject or of
his activities. Full text of interview is contained in
accompanying FD-302.

Inasmuch as all 1nvest1gatlon has been completed in
the NYO, this matter is being placed in an RUC status.




% DECLASSIFIED BY UCe032ZLPsPLJIJCC
o ol-lo-2012
r’//ﬁﬁﬁRev. 8-29-85) 4
FBI
TRANSMIT VIA: PRECEDENCE: CLASSIFICATION:
X Teletype 0 Immediate ] TOP SECRET
] Facsimile X] Priority
] AIRTEL 0 Routine [OJ CONFIDENTIAL
[J UNCLASEFTO
0 UNCLAS
) -
Date_ 2/3/93

FM FBI BUFFAIO (65W-BF-28197), (P)

TO DIRECTOR FBI INE/INFO/
b7E
FBI ALBUQUERQUE/PRIORITY/
FBI PHOENIX/PRIORITY/INFO/
BT EEE
4 Elv
—S—FeRE2— % )
ri 3>
CITE: //3110//
PASS: IO | INTD, ci-ic; sa| | PHOENIX
DIVISION, YUMA RA.
A b6
SUBJECT: | } WEIZMANN INSTITUTE OF SCIENCE; b7

ESPIONAGE - ISRAEL; 00: BUFFALO.

THIS ENTIRE COMMUNICATION IS CLASSIFIED TSECREF—U—

RE PHOENIX AIRTEL DATED OCT. 19, 1992 CAPTIONED '

| b WEIZMANN INSTITUTE OF SCIENCE; ESPIONAGE -

ISRAEL; 00: PHOENIX," PHOENIX FILE 65W-PX-48110, AND BUFFALO

s - 8e-2879)— [
%(1&7(’& J A‘/\ Soarshed _Inlemed

«} }C' Sertalirst_ (gl Eilad
l ‘ — 933

Approved: “TC . Original filename: WOO/@’-@:&&‘ ,W
SN

Time Received: ! ] Telprep filename: 5;(?7200/_90 . 033

MRI/JULIAN DATE: / O3> __IsN:_©Q0 |

[
FOX DATE & TIME OF ACCEPTANCE: %[L/é,;u (342 VY




APAGE 2
TEL DATED JAN. 12, 1993 (NO COPY TO ALBUQUERQUE), CAPTIONED AS
ABOVE.

RE PHOENIX AIRTEL SET LEAD FOR ALBUQUERQUE DIVISION TO

INTERVIEW| |anD | |AT NEW MEXICO STATE

UNIVERSITY CONCERNING THEIR KNOWLEDGE OF THE ACTIVITIES OF

| | | WEIZMANN INSTITUTE OF SCIENCE,

REHOVOT, ISRAEL, OR USER IDENTIFICATION UUCP. IN ADDITION,
OBTAIN COPIES OF ALL RECORDS AND COMPUTER COMMUNICATION LOGS
CONCERNING ABOVE NAMES. DETERMINE THE NATURE OF ANY
INFORMATION STORED IN OR TRANSMITTED BY THE COMPUTERS UNDER
ANY OF THE ABOVE NAMES. OBTAIN COPIES OF ALL RECORDS OF ALL
CONNECTIONS MADE WITH MILITARY COMPUTER NETWORKS OR GOVERNMENT
AGENCIES.

RE BUFFALO TELETYPE ADVISED OF CORRECT SPELLING OF
SUBJECT'S FIRST NAME AS[ | DESIGNATION OF BUFFALO AS
OFFICE OF ORIGIN IN CAPTIONED MATTER, AND SET LEADS FOR OTHER
DIVISIONS.

LEAD; ALBUQUERQUE AT NEW MEXICO STATE UNIVERSITY: COVER
LEAD AS SET FORTH IN RE PHOENIX AIRTEL AND SUMMARIZED ABOVE,

AND REPORT RESULTS TO BUFFALO. FOR INFORMATION, FBIHQ AND

b

~1 oY
@]




~PAGE 3
DEPARTMENT OF JUSTICE (DOJ) DISCUSSIONS CONTINUE RE CAPTIONED
MATTER. ALBUQUERQUE IS REQUESTED TO COVER LEAD EXPEDITIOUSLY

AND -ADVISE BUFFALO. RESULTS ARE TO BE INCLUDED IN A REQUEST

TO |

—e—B¥-3786; D ON OADR.

BT

b7E




0011 MRI 01108
PP RUCNFE FBIBF FBIPX
DE FBIAG #0001 0401819
INY S5855

P 0917387 FEB 93 //’ P

FM FEI ALBURUERGUE (85W-BF-28197) (RUC)
TO DIRECTOR FBI/PRIORITY/

FBI BUFFALD (65W-BF-23197)/PRIORITY/

FRI PHOENIX (A&Za~7x-432110)/PRIORITY/

BT
— oS e i SN
T ECRET— I S I
":zf‘ig‘»‘a Ha
X SR & ",
CITE: //3020// B Eﬁu&ﬁw‘:
PASS: 10| ] InNTD, CI-iC.
SUBJECT: WEIZMANN INSTITUTE

ESPIONAGE ~ ISRAEL; QO0: BUFFALO. |

ALL INFORMATION CONTAINED HEREIN IS CLASSIF

¢

RE BUFFALO TELETYFE, DATED FEBRUARY Z, 1993 AND PHOENIX

AIRTEL, DATED OCTOBER 19, 199¥2 (PH FILE &SW-PX-4

FOR INFORMATION OF BUFFALO, ALBURUERGUE COVERED THE LEAD ’ ’ I

SET FORTH IN RELPHDENiX AIRTEL AND FORWARDED ALL

DECLASSIFIED BY UCe03ZZLP/PLJIJCC
O 0l-10-20l1z2

S

b7E

oiliod

Q

OF - SCIENTE:-
IED "SEQRET.® o

2110). :

CRIGINAL !

it T |
gSEme\UZﬂ) TED_ §
FEB 91993 \

Fol — Luirang

R
7

i

—



PAGE TWI DE FRIAG 0001 &t

DOCUMENTATION TO THE PHOENIX DIVISION BY AIRTEL, DATED

DECEMBER 21, 1992. RE BUFFALO TELETYFE IS THE FIRST, '

NOTIFICATION RECEIVED BY ALBUQUERGUE THAT THE OFFICE OF ORIGIN- -
AT

HAS CHANGED IN THIS MATTER. ALL ORIGINAL DOCUMENTATION ETC. .,

SHOULD HAVE BEE& FORWARDED BY PHOENIX WHEN THE OFFICE 0OF
ORIGIN WAS CHANGED.

PHOENIX DIVISION AT PHOENIX, ARIZONA: FﬁRWARD%ALL
APPROPRIATE COMMUNIZATIONS ETC.; REGARDING ALEURUERRUEZS LEAD
TO THE BUFFALO DIVISION IF NOT PREVIOUSLY HANDLED.

gy vl - [l

i}
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#0001

NNINN )




| — b5wW-BF=29197-19
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[ %@/;@» .

ALL INFORMATION CONTAINED
HEFEIN I3 UNCLASSIFIED , N
DATE 0l-10-20lz2 BT TCe03ZZLP/PLI/CC

A
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b7E
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4 . DECLAZSIFIED B’;’ TCE0322LPAPLI/CC
O 0l-10-2Z012

!
e :L\\"\g t

0004 MRI 01&74

RR FBIBF

DE RUCNFB #0109 0840157 -
INY S5558§

R 0421177 MAR 93

FM DIRECTOR FBI

TO FBI BUFFALO (4SW-BF-28197 (/ROUTINE/

BT : | S ﬁ“’gi,
5 EeRET | A ﬁfl e
CITE: //0514/7/ | ‘
FAsS: Al | ) »
b6&
) : b7C
SUBJECT: | | WEIZMANN'INSTITUTE OF SCIENCE; |

ESPIONAGE ~ ISRAEL (COMPUTER HACKING).

THIS COMMUNICATION IS CLASSIFIED SEERET—

bé
RE TELCAL FROM BUFFALD TO FRIM®; CI-IS, I0S b7C
BASED UPON REVIEW OF ;NFURMAT:GN CONCERNING CAPTIONED
SUBJECTS, | | .
" ' b7E

1 | !
| 1S AUTHORIZED IN ACCORDANCE WITH THE

N

L]

LEW - BF-29/97-39

SEARCHCD moExeD__ * !
SERIALIZED_ u____:l——-w
. b7E
At <%

L
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Y VRIN I—

LB il

PABE TWO DE RUCNFB 0109 § EB-RE T : |

ATTORNEY GENERAL GUIDELINES (AGG) FOR FBI FOREIGN INTELLIGENCE

COLLECTION AND FOREIGN CDUNTERE%TELLiGENQE INVESTIGATIUNS,

SECTION III €. BUFFALO SHOULD ENSURE THAT THE 90-DAY LHM FOLLOWS

IMMEDIATELY UPON RECEIPT OF THIS TELETYPE, AND THAT THE REGUIRED
ANNUAL LHM IS SUBMITTED TO FBIH® IN A TIMELY MANNER IN ACCORDANCE
WITH SECTION IX C OF THE AGG ’ '
P

BT
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* DECLASSIFY OH:

-

FD- 448"{9.‘3' 'Z’?-‘Z% ‘04:10PM O
fDATE: 01-10-2012 N

‘CLASSIFIED BY

UCe0Z22LP/PLI/CC

FELZ0N: 1.4 (c)

~

01-10-2037

%

SECRET A ¥ RT —=
= « PO%-
S’ -

ALL IWNFORMATION CONTAINED

HEFEIN I5 UNCLAISIFIED EXCEFT
WHERE SHOWHN OTHERWISE

FBI FACSIMILE
COVERSHEET

CLASSIFICATION . &
PRECEDENCE ' Top Secret Time Transmitted: —
X Immediate X Seert Sender's Initlals: .
Z Priority —  Confidentlal Number of Pages: __3
: Routine — Sensitive
. Unclassifled
TO: ' 1 > K )
fNamg‘a'ofigb o) Date; _3-H-93
Facsimile number; T~ 43~ €32 Y
Attn: SB|
{ Room Telaphone Ne.) 1; § o
From: FRT_H@' QI~1¢. ITNID -
“Name of Officg)
SUbjECf.’ ]é }3: 2R AN —‘h >é\£_ub;
of Sc,kmce‘ Eso~ Isﬂysd
(Q,L,mggpae qukwﬂ\ aYo ¥ %F
Special Handling Ihstructions: Po) A‘C._Q“c Qontacd is .
Sh
Originator's Name: O3 | L. Telephone:
be
Yeuie

Origirator's Facsimile Number:

£ ~roved: C/’ﬂ/d AE v

""" T ‘ 05 W= BE=Z 8197~

o)

S 2D, W
R o

- S A

noJ
el S 1993

FBl - BUFFALO
|
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be
b7C
_ RE: j WEIZMANN INSTITUTE OF SCIENCE;
L7E
b6
b7C
SEeRE] — -
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Memorandum

DECLASSIFIED BY TUCe0322ZLPsELISCC

Oon 0l-10-zZ01Z2
To : SAC, BUFFALO (65W-BF-28197) (P) Date 3/10/93
From : SA | |

Subject: I l
WEIZMANN INSTITUTE OF SCIENCE;
FCI-ESPIONAGE-ISRAEL;
(00: BUFFALO)

This entire communication is classified "%%Qé%T."
I |

On 3/8/93, | | Assistant District Attorney
(ADA), Erie County, Amherst, New York, advised the original
charge of "misuse of a computer" lodged against tTﬁ:ﬁEﬁEfCt was
reduced to a charge of "disorderly conduct." ADA
explained subject was allowed to plead guilty to the reduced
charge for the following reasons: this is his first offense;
officials at the State University of New York at Buffalo (UB),
where the subject attends college, were not "overly anxious" to
have the matter pursued; and the matter is of investigative
interest of the FBI. According to ADA] |, the subject is now
guilty of a violation and not of a crime.

Oon this same date, | | appeared in Amherst Town
Court before Town Justicel | and pled guilty to the
reduced charge. Justice | imposed the following sentence on
the subject: $100.00 fine plus $45.00 mandatory surcharge and 40
hours of community service at UB. [ |was also ordered to

stay away from unauthorized computers. During the proceedings
| advised Justice[:::fi]his parents were financing his
college education. For court records the subject provided his
local address as| |and his
home address as| }

was represented by Attorney| |

Classifi :
i1fy on:
—SEEREP-

[o))

= md—er -

b7E

bé
b7C

Ak 65 W - BF - 1?/97«%&1
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TO:

FROM:

ALL INFORMATION CONTAINED
HEREIN IS UNCLASIIFIED
DATE 01-10-2012 BY UCe03ZZLP/PLJ/CC

AUSA| |

A8 |

SUBJECT: |

SUBPOENA REOQUEST

3/11/93 _
be
b7C

b3 FRCP, Rule &(e)
b6
b7C

Grand Jury subpoenas are requested for the following:

- - N

b7E

i
" H
- —u—n—————-;,‘_.’,_,;
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g DECLASZIFIED EY UCe03ZZLFs "PLJ#’CE}
L —4 O 0l-10-2Z012

Memorandum g ‘7,'**;’ ﬁ:} /?\n @%ﬁ?

d
To : SAC, BUFFAID@W-BF-28197 (P) _ Date 3/18/93°
(ATTN: SA |

o : [ | | “Seersr

Subject: I |
WEIZMANN INSTITUTE OF SCIENCE;
ESP-ISRAEL
(00: BUFFALO)

This entire communication is classified "SEESRET."

Oon 3/15/93, writer contacted L a source of
known reliability who has furnished reliable information in the
past concerning anv information asset would have on captjoned
subject

Asset advised that he did not have any information
concerning captioned subject but furnished the followin
[iffTrmation concerning |

Asset stated that thel |

Asset did not have any additional information regarding
the above.

Oon 3/15/93, writer contacted | | a source of
Xnown rellablllty, who has furnished reliable 1nformatlon in the

past co tion asset would have o ned
subject

Asset advised that he did not have any information
regarding captioned subject but furnished the following
information regarding|

1 -
1 -
DPS;:ssh |
(4) *\j; Spemet |
s sl s HAR 18 1993

F2l — BUSFALO |

<

‘\ N




65W-BF-28197 M

Asset stated that the |l

Asset did not have 'any additional information regarding
the above.

[oeney
~1 Oy ~]
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ALL THFORMATION CONTAINED
HEREIN I3 UNCLASSIFIED
DATE 0L-10-201g BEY UCe03Z2ZLFAFLJ/CC
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., ALL THFORMATION CONTAINED

I-IEREIM 15 UNCLASSIFIED 5 -
FD-302 (Rev. 3-10-82) DATE 01-10-2012 BY UCEQIZZLF/PLISCC
-1-

FEDERAL BUREAU OF INVESTIGATION

Date of transcription 3/ 22/ 93
b3 FRCP, Rule é(e)
b6
b7C
On March 19, 1993, United States District Court,
Western District of as

bersonallv served on
[ at his place of employment by SA]| |

| and SA|
[ | stated that he would notifv| |

l— K3 3
. | to also provide information set forth in the subpoena.

Investigation on 3/19/93 at .Amherst, New York File# 65W—-BF-28197 ’a%)q b
SA | 4l | p7C
by SA| %}L Date dictated 3 /22/93
- - - “ R a

This document contains neither recommendations nor conclusions of the FBI. It is the property of the FBI and is loaned to yourééx{cy,
it and its contents are not to be distributed outside your agency. \

\
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ALL INFOFMATION CONTAINED
HEREIN IS5 UNCLASSIFIED
DATE 0l-10-2012 BY TCe03ZZLFAFLISCC




b

O |
AO 110 (Rev. 12/83) Subpoena 0 Testify Before Grand Jury _ \
UHnited States Bistrict Court
M WESTERN DISTRICT OF NEW YORK

T .
SUBPOENA TOQ TESTIT _ '
BEFORE GRAND JUR:3 FRCP, Rule 6e

SUBPOENA FOR:

the place, date, and time specified below.

YOU ARE HEREBY COMMANDED to appear and testify before the Grand Jury of the !

PLACE

. COURTROOM
68 Court Street, Room 502 Federal Grand Jury
Buffalo, New York 14202 — -

YOU ARE ALSO COMMANDED to bring with you the following document(s) or object{s):* bé
biC

b3 FRCP, Rule 6{e)

REN
3 FRCP, Rule &(e}
O Please see additional information on reverse

This subpoena shall remain in effect until you are granted leave to depart by the court or by an ofﬁcer;acting on
behalf of the court. '
e
CLERK / / DATE
/:“.9',//»-’/:,{/ n Ca j
TN Tl N 4‘;\/ c{_/,/..,
{BY) DEPUTY CLERK :

PPN 3/16/93
NAME, AD| ATTORNEY ,
This subpoena is issued on application o b6
of the United States of America AYSH] | bic
502 U. §. Courthouse
DENNIS C. VACCO Buffalo, NY 14202 -
‘ United States Attorney | N,
| *If not appicable, enter “oone™ } )




3 FRCP, Rule 6(e)

S w- b F- .;,5797.39’9

AOQ 119 (Rev, 12/89) Subpoena to 'i'esﬁfy Before Grand Jury iC LOEINEE o ,/ )
Ieen e AL S oot
RETURN OF SERVICE !
i1l 9y JUUS
RECEIVED Ap ’
BY SERVER F2 — BUSERLO
— i 7
Wz v/
SERVED 7=
9\ Yan “\5\
SERVED ON (PRINT NAME) L
w@&\\
SERVED BY (PRINT NAME) TITLE 5/“,/'&/ /]jeﬂ a ‘
Federaf Bureaw of Zavestisabm |-
STATEMENT OF SERVICE FEES .
TRAVEL ) SERVICES . TCTAL
. b6
DECLARATION OF SERVER(2) Lc

I declare under penalty of perjury under the laws of the United States of America that the foregoing
information contained in the Return of Service and Statement af Service Fees is true and correct,

Executed on_3//7,/ 73

Date S

W L/est Huron & 307%/&/ Ny

Address of Server

AODDITIONAL INFORMATION

(1) As to who may serve a subposna and the manner of Its service see Rule 17(d), Federal Rules of Criminal Procedure, or Ruls 45(¢c), Federal Rules of CIvll
Procedurs.

(2) "' Fees and mileage need not be tendered ‘to the witness upon service of a subpoena lssued on behalf of the United States or an officer or agency thereof
(Rule 45(c), Federal Rulss of Civll Procedure; Rule 17(d), Federal Rules of Criminal Procedure) or on behalf of certain Indigent partles and criminal
defendants who are unable to pay such costs (28 USC 1825, Rule 17(b) Federal Rules of Criminal Procedure)’.
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AO 110 (Rev. 12/89) Subpoena o Testify Before Grand Jury

Hnited Btates Bistrict Court

WESTERN . 5iSTRICT OF NEW YORK

-4,
*

TO:

SUBPOENA TO TESTIFY
BEFORE GRAND JURY

YOU ARE HEREBY COMMANDED to appear and testify before the Grand Jury of the United States District Court at
the place, date, and time specified below. b3 FRCP, Rule & (e}

PLACE COURTROOM

68 Court Street, Room 502 Federal Grand Jury
Buffalo, New York 14202

DATE AAMDXIMC

YOU ARE ALSO COMMANDED to bring with you the following document(s) or object(s):* b3 FRCP, Rule 6(e)

bé
b7cC

______See attachedl I

O Please see additional information on reverse

This subpoena shall remain in effect until you are granted leave to depart by the court or by an officer acting on
behalf of the court.

7 Wi

CLERK DATE

v PR ( ’ 7

‘T ,/} 7 C’{c J’
Fietnec (J Clak .
jeee ,../% . ’
{BY) DEPUTY CLERK U o _ 3/16/93

. .l Y NAME, AQ YTORNEY bIC
This subpoenais issued on application ‘

of the United States of America /A SK |
502 U./S. Courthouse L

DENNIS C. VACCO Buffalo., NY 14202
United States Attorney

0ot 3opicable, entee “none™ . /




MATTER/CASE # 92R1172° o Tt ] -
- WITNESS IDENTIFICATION FORM - v T ‘s
AND ACRNOWLEDGEMENT OF RECEIPT OF SUBPOENA
B NAME:
e (Print) e e = =
DATE OF BIRTH: _| -
SOCIAL ‘SECURITY NO: " ] R
Mhant St ol ol Easd —. A —i‘
, _ !
HOME ADDRESS:
, ‘ ‘|
~~~~~ . ~PELEPHONE NUMBER: - sma b3 FRCP, Rule 6(e} -=|
“be -0
. . . b7¢C !
‘PLACE OF EMPLOYMENT? i e el
_ - {Name) = :
R t
(Address) 7 !
TELEPHONE NUMBER:
TITLE/POSITION AT EMPLOYMENT:
DATE: _()> l K2t ].0(5
- f \
NOTE _WELL: YOU MUST PROVIDE .ALL THE INFORMATION ON THIS FORM. 1‘3{/

%

b5 U= BE- 2.5/97-

F7% 291093

___FBJ — BUFFALO

|SEARGHED_
SERALIZED, gbfuk_’_\‘___'mxg?

——

4

LR

<

-
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ALL IIIIFDPI‘T:&TIDIII CONTATNED
HEREIN I3 UNCLASSIFIED
DATE 01-10-2012 BY UCGU3IZZLFAPLISCC
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ALL INFORMATION CONTAINED %
WHERETH IS5 UNCLASSIFIED
FD-302 (Rev. 3-10-82) DATE 01-10-2012 BY UCS032ZLE/PLI/CC

-1-
FEDERAL BUREAU OF INVESTIGATION

4/7/93

—b3 FRCP, Rule &(e}
bé
b7C

Date of transcription

Oon April 7, 1993, | I

prov1ded information listed in United states District Court,
Western District of New York, subpoena number | Iwhlch was

served onl |
» [ by Special Agent (SAs)
| and | lon March 19, 1993.
Investigation on 4/7/93 a Amherst, New YO]_?k = File# 65W-BF-28197 — qu\
by _ SA | ZI . Datedictated  4/7/93 . bé

This document contains neither recommendations nor conclusions of the FBI. Tt is the property of the FBI and is loaned to your agency;
it and its contents are not to be dlstnbuted outside your agency. - o




DECLASZIFIED BY TUCal3ZZLFAFLJ/CC

=\ 0N 01-10-2012 =
FD-36 (Rev. 11-17-88) - <
: FBI
|
TRANSMIT VIA: PRECEDENCE: CLASSIFICATION:
[0 Teletype [0 Immediate ] TOP SECRET
[0 Facsimile [J Priority [J SECRET .
& AIRTEL [ Routine [0 CONFIDENTIAL .
O UNCLASEFTO
O UNcLAS
—SEeRpp——— Date  4/16/93

TO : DIRECTOR, FBI (ATTN: IocC| |
INTD, CI-1C) e
b7C
FROM : SAC, BUFFALO (65W-BF-28197) (P) -
SUBJECT : | 4
WEIZMANN INTITUTE OF SCIENCE:;
ESPIONAGE-ISRAEL (COMPUTER HACKING) ;
(00: BUFFALO)
This entire communication is classified '"'SEERET* x
I | / Z:E
— Reference Buffalo telcall on 4/13/93 to Ioc[ | bé
o b7C
Enclosed for the Bureau are the original and five b7E
I_Gmms_a.f_th.e b6
|dated and captioned as b7C
above.

bTE
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s RR RUCNFB FBIBEF

. DECLASSIFIED BY UCEO03ZZLP/PLJISCC
0N 0l-10-201=2

DE FRIBH %0003 1541929 oo
p,ZNY 53958 | .
. R
R 0319232 JUN 98, | y/(/. ’ B | ,
FM FBI BIRMINGHAM (6SW-BF-2S197).(P) » A
TO DIRECTOR FéE/RD TINE/ Co s
FBI BUFFALO/ROUTINE/ ‘ ‘
ET |
, —SEeRET g
CITEs © //3070:0154// .
pAss:  foc| }.. o, -c1-1c. x
) : b6
c//,/ . : ; ﬁb7Q
SUBJECT: | | WEYZMANN INSTITUTE OF SCIENGE; . |
" ESPIONAGE - ISRAEL; GO: weE, '
' . THIS COMMUNICATION IS CLASSIFIED “SEPR=T“—iN itTs

RE BUFFALD TELETYPE TO BIRMINGHAM, JANUARY 12, 1993, AND .
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0N 01-10-2012
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1
TRANSMIT VIA: _ AIRTEL bE
CLASSIFICATION: __ BFRERET / DATE: _5/26/93 b7cC
FROM: Director, FBI / R
TO: vac, Buffal%;sw—BF-zlssn e
I + b b7¢C
WEIZMANN INSTITUTE OF SCIENCE;
ESPIONAGE-ISRAEL (COMPUTER HACKING)
00:BUFFALO
This communication is classified “SEERETY in its
entirety.
b7E
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ALL INFORMATION CONTAINELD )
HEREIN I3 UNCLASSIFIED '

FD-302 (Rev. 3-10-82) DATE 01l-10-201z BY UCe03ZZLP/PLJI/CC

-1-

FEDERAL BUREAU OF INVESTIGATION

Date of transcription 4/27/93
FRCP, Rule &(e)"~

b3
b6
B7C
On April 26, 1993, United States District Court,

Western District of New York, subpoena number was
personally served on

| at his place of

employment by SA | | This subboena redguested

anv or all informationl

1 I

]
Investigation on 4/26/93 at Amherst, New York File # 65W-BF-28197‘€39X'
L ' b6

by _SA | Z

‘Date dictated 4/27/93 h7C

This document contains neither recommendations nor conclusions of the FBI. It is the property of the FBI and is loaned to your agency;
it and its contents are not to be distributed outside your agency.
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AO 110 (Rev. 12/89) Subpoena to Testify Before Grand Jury

7T ca,;&
o
<

gﬂntteh States Bistrict Court

WESTERN

TO:

N

the place, date, and time specified below.

L2

DISTRICT OF

"OU ARE HEREBY COMIVIANDED to appear and testity before the Grand Jury of the United States District Court at

NEW YORK

SUBPOENA TO TESTIFY
BEFORE GRAND JURY

SURPOENA EOR-

b3 FRCP, Rule cle)

PLACE

68 Court Street, Room 502
Buffalo, New York 14202

COURTROOM bo
- | b7C

Federal Grand Jury
DATE AND TIME

YOU ARE ALSO COMMANDED to bring with you the following document(s) or object(s):*

. O Please see additional information on reverse

This subpoena shall remain’in effect until you are granted leave to depart by the court or by an officer acting on

behalf of the court

§

/m@,% CEady

DATE

(BY) DEPUTY CLERK

This subpoena is issued on application
of the United States of America

v

DENNIS C. VACCO
.United States Attorney

© I NAME, Aoona ATTORNEY

502 . S. Courthouse
202FB) — BUFFALO

*231 350823k, enter "none™




AOQ 110 (Rev. 12/89) Subpoena to Testify Before Grand Jury

RETURN OF SERVICE ™)

DAT
RECEIVED A
BY SERVER
’ DAT ) ;
SERVED b3 FRCP, Rule 6(e)
! be Y
b7C
SERVED
[
SERYVED BY (PRINT NAME) TITLE ~f/oc//a,/ As en?
bé
 Federat ZU/M a 7 Za V&fﬁ;l/f’% b7cC
STATEMENT, OF SERVICE FEES
TRAVEL SERVICES TCTAL

: )
DECLARATION OF SERVER(2

| declare under penalty of perjury under the laws of the United States of America that the foregoing
information contained in the Return of Service and Statement of Service Fees is true and correct. -

Executed on 4#/73

Date

Lo

*

4 _Glest Hurdn  Obred ‘Zw%/a AV

Address of Server

ADDITIONAL INFORMATION

(1) As to who may serve a subposna and the manner of its service see Rule 17(d), Federal Rules of Criminal Procedure, or F‘(‘ule 45(c), Federal Rules of Clvll
Procedure, :

(2)''Fees and mileage need not be tendered to the witness upon service of a subposna Issued on behalf of the United States or an officer or agency thereot
(Rule 45(c), Federat Rules of Civil Procedure; Rule 17(d), Federal Rules of Criminal Procedurs) or on behalf of certaln Indlgent parties ang criminal
defendants who are unable to pay such costs (28 USC 1825, Rule 17(b) Federa! Rulss of Criminal Procedure)”.

O O
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ALL INFORMATION LU]-ITAIIJED
HEFEIN I35 UNCLASSIFIED
DATE 0l-10-20lz BY TCe03ZZLPSPLJ/CC -

- o
i <

FD-302 (Rev. 3-10-82)

-1-

FEDERAL-BUREAU OF INVESTIGATION

Date of transcription _%B{ZE.?R{“%? Rule &{e
be
on April 27, 1993, | |
was interviewed by Special Agent | lwas
advised the purpose of the interview was to obtain from him )
information listed in United '‘States District Court, Western \
District of New York,| Iwhlch was served on
him by sa[ [
At this timel |
The information provided byl |
_ _ iyas inltialed and. :
|with the date the information was provided to SA
Investigation on 4/27/93: _at _Amherst, New York File # 65W—BF-28197'ﬁ37hCZ;
=L - == —
by SA‘l hL . Datedictated 4/27/93 }ggﬁ
— . PO A

This document contains neither recommendations nor conclusions of the FBI. It is the pnopeny of the FBI and is loaned to your agency;
it and its contents are not to be distributed outside your agency.
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HEREIN IS THCLASIIFIED
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FEDERAL BEUREATL OF INVESTIGATIORN
FOIPA
LELETED PAGE INFORMATION SHEET

Mo Duplication Fees are charged for Deleted Page Information Sheets)

Total Deleted Pages) — 364
Page 3 ~ Referral/Consult
Page 5 — ReferraliConsult
Page 19 — ReferralfiConsult
Page 20 — EeferraliConsult
Page 21 ~ ReferraliConsult
Page 22 ~ ReferraliConsult
Page 23 ~ REeferraliConsult
Page 24 — ReferraliConsult
Page 29 — ReferraliConsult
Page 30 — ReferraliConsult
Page 31 — ReferraliConsult
Page 32 — ReferraliConsult
Page 33 ~ ReferraliDirect
Page 34 ~ ReferraliDirect
Page 35 —~ ReferraliDirect
Page 36 — ReferraliDirect
Page 37 ~ ReferraliDirect
Page 38 — ReferraliDirect
Page 39 — ReferraliTirect
Page 40 —~ ReferraliTirect
Page 41 —~ ReferraliDirect
Page 42 — ReferraliConsult
Page 43 — ReferraliConsult
Page 44 — ReferraliConsult
Page 45 — ReferraliConsult
Page 46 ~ ReferraliConsult
Page 47 — ReferraliConsult
Page 43 — ReferraliConsult
Page 49 — ReferraliConsult
Page 50 — ReferraliConsult
Page 51 — ReferraliTirect
Page 52 —~ ReferraliTrirect
Page 53 — Referral/Direct
Page 54 — Referral/Direct
Page 55 — ReferraliTrirect
Page 56 — Referral/Drirect
Page 57 — Referral/Direct
Page 538 — ReferraliDirect
Page 59 — ReferraliDirect
Page 60 ~ REeferraliTirect
Page i1 — Referral/Drirect
Page 62 — ReferraliDirect
Page 63 ~ ReferraliTirect
Page 64 — Referral/Direct



Page 65 — ReferraliTirect
Page 66 — ReferraliDirect

Page 67 — ReferraliDirect

Page 68 — ReferraliDirect
Page 69 — Referral/Direct

Page 70 — ReferraliTrirect

Page 71 — ReferraliDirect
Page 72 —~ ReferraliDirect

Page 75 ~ b3 FRCPF, Rule 6(e), b6, b7C

Page 7% ~ b3 FRCP, Rule 6(e), ba, b7
Page 81 —~ b3 FRCP, Rule ale)

Page 89 — ReferraliConsult

Page 90 — REeferraliConsult
Page 91 — ReferraliConsult

Page 92 — ReferraliConsult

Page 93 — ReferraliConsult
Page 94 — ReferralfiConsult

Page 95 — Referralf/Consult

Page 96 — ReferraliConsult
Page 97 — ReferraliConsult

Page 98 — ReferralfiConsult

Page 99 — ReferralfConsult
Page 102 — ReferraliConsult

Page 103 ~ EeferralfConsult

Page 104 — EeferralifConsult
Page 105 — Referralf/Consult

Page 108 — ReferraliConsult

Page 107 ~ REeferraliConsult
Page 108 — EeferralfConsult

Page 107 — Referralf/Consult

Page 110 ~ ReferraliConsult
Page 111 — REeferraliConsult

Page 112 ~ EeferraliConsult

Page 113 — EeferralfConsult
Page 126 — ReferraliConsult

Page 127 ~ ReferraliConsult

Page 144 — EeferralfConsult
Page 145 — Referral/Consult

Page 148 — ReferralfConsult

Page 147 — ReferraliConsult
Page 145 — EeferralfConsult

Page 149 — EeferralfConsult

Page 150 — ha, b7C, WTE
Fage 151 ~ha, b7C, b7E

Fage 172 ~ha, b7, b7E

Page 173 —ha, b7C, bTE
Page 203 ~ ReferraliConsult

Page 204 — ReferraliConsult

Page 205 — REeferralfConsult
Page 224 — EeferralfConsult

Page 225 — Referralf/Consult



FPage
Page
FPage
FPage
FPage
FPage
Fage
FPage
FPage
FPage
FPage
FPage
FPage
FPage
Fage
FPage
FPage
FPage
Page
FPage
FPage
FPage
Fage
FPage
FPage
FPage
Page
FPage
FPage
FPage
FPage
FPage
FPage
FPage
Page
FPage
FPage
FPage
FPage
Fage
FPage
FPage
FPage
FPage
FPage
FPage
FPage
Fage
FPage
FPage
FPage

230 — Feferral'Consult
231 — Referral'Consult

232 ~ Referral/Consult

233 ~ Feferral/Consult
234 ~ Referral/Consult

235 — Referral'Tirect

2368 — Referral’Direct
239 — Feferral'Consult

240 — Feferral/Consult

241 — Referral'Consult
242 — Referral'Consult

247 ~ FeferralConsult
257 ~ b3 FECP, Fule ale), bha, b7C
258 ~ b3 FRCP, Rule éie)
259 ~ b3 FRCP, Rule 6{e)
260 ~ b3 FRCOP, Rule 6ie)
261 — b3 FECF, Fule ale)
262 ~ b3 FRCP, Rule 6(e)
263 —~ b3 FRCP, Rule 6{e)
264 — b3 FRCP, Rule 6ie)
265 —~ b3 FECPF, Fule ale)
266 — b3 FRCP, Rule 6(e)
267 ~ b3 FRCP, Rule 6ie)
268 ~ b3 FRCOP, Rule 6ie)
269 ~ b3 FECF, Fule ale)
270 ~ b3 FRCP, Rule 6(e)
271 ~ b3 FRCP, Rule 6{e)
272 ~ b3 FRCP, Rule 6ie)
273 ~ b3 FECF, Fule ale)
274 — b3 FRCP, Rule 6(e)
275 —~ b3 FRCP, Rule 6(e)
276 ~ b3 FROP, Rule 6ie)
277 ~h3 FECF, Fule ale)
278 ~ b3 FECF, Fule ale)
279 — b3 FRCP, Rule 6ie)
280 ~ b3 FRCOP, Rule 6{e)
281 ~ b3 FRCP, Rule 6ie)
282 — b3 FRCP, Rule 6(e)
283 ~ b3 FRCP, Rule 6{e)
288 — b3 FRECP, Rule ale), ba, brFC
288 ~ ReferraliConsult

289 — Feferral/Consult

290 — Referral’Consult
294 — Referral/Consult

29% — Feferral/Consult

298 — FeferralfTharect
299 — Referral'Consult

300 ~— Referral'Consult

301 ~ Referral/Consult
308 — Feferral/Consult

309 — Referral’Consult
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318 ~ Feferral/Consult

317 ~ Referral'Tirect
318 —~ Referral'Tirect

327 ~ b3
328 ~ b3
329 ~ b3
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334 — b3
335 ~ b3
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