
United States Department of State 
and the Broadcasting Board of Governors 

Inspector General 

AUG f ~ 2009 

Re: OIG FOIA Case No. 09-00032-FOI 

Mr. Grant F. Smith
 
Director of Research
 
IRmep
 
Calverton Station
 
P.O. Box 32041
 
Washington, DC 20007
 

Dear Mr. Smith: 

This is in response to your Freedom of Information Act (FOIA), 5 U.S.C. § 552,
 
request dated February 17, 2009, submitted to the Office of Information
 
Programs and Services (IPS), U.S. Department of State. Your request was
 
forwarded to the Office of Inspector General (OIG) for action on May 26, 2009.
 

You requested "a copy of the completed classified 1992 report prepared by the
 
State Department inspector general Sherman Funk titled "Report of Audit:
 
Department of State Defense Trade Controls."
 

The requested document is being denied in full pursuant to FOIA exemption
 
(b)(l). We have also enclosed a separate sheet explaining the exemption.
 

You may appeal this decision within 60 days to the Chairman of the Appeals
 
Panel of the U.S. Department of State as explained in the enclosed regulation.
 
Appeals should be adclressed to: Chairman, Appeals Review Panel, Attention:
 
Appeals Officer, AjISSjIPSjPPjLC, Room 8100, State Annex 2 (SA-2), U.S.
 
Department of State, Washington, D.C. 20522-8100.
 

Sincerely, 

Harold W. Geisel
 
Acting Inspector General
 

Enclosures: As stated 

\ 

Address correspondence to: U.S. Department of State, Office of Inspector General, Washington, D.C. 20522-0308 



EXPLANATION OF EXEMPTIONS
 

The Freedom of Information Act (5 U.S.C. § 552) 

•	 EXeITlption 1 (5 U.S.C. § 552(b)(1)) - protects from disclosure information 
which is specifically authorized under criteria established by Executive 
Order to be kept classified in the interest of national defense or foreign 
policy. 

•	 Exemption 2 (5 U.S.C. § 552(b)(2)) - records related solely to internal 
personnel rules and practices, which, if released, would allow 
circumvention of an agency function. These are two profiles, LOW and 
HIGH. 

LOW - Records qualifying under the LOW (b)(2) profile are those 
that are trivial and housekeeping in nature for which there is no 
legitimate public interest or benefit to be gained by release, and it 
would constitute an administrative burden to process the request in 
order to disclose the records; 

HIGH	 - Records qualifying under HIGH (b)(2) are those containing 
or constituting statutes, rules, regulations, orders, manuals, 
dired:ives, instructions, and security classification gUides, the 
release of which would allow circumvention of these records 
thereby substantially hindering the effective performance of a 
significant function of the Department; 

•	 Exemption 3 (5 U.S.C. § 552(b)(3)) - protects information specifically 
exempted from disclosure by other federal statutes. 

•	 Exemption 4 (5 U.S.C. § 552(b)(4)) - protects from disclosure trade 
secrets and commercial or financial information obtained from a person 
which is privileged or confidential. 

•	 Exemption 5 (5 U.S.C. § 552(b)(5)) - protects from disclosure inter
agency or intra-agency memoranda or letters consisting of predecisional 
adVice, opinion or recoITlmendations. 

•	 ExeITlption 6 (5 U.S.C. § 552(b)(6)) - exempts from disclosure records or 
information whiCh if disclosed would constitute a clearly unwarranted 
invasion of personal privacy. 

•	 Exemption 7 (5 U.S.C. § 552(b)(7)) - protects from disclosure records or 
information compiled for law enforcement purposes to the extent that the 
production of such records or information: 

(A)	 could reasonably be expected to interfere with enforcement
 
proceedings;
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Subpart F - Appeal Procedures 

§171.52 Appeal ofdenial of access to, declassification of, amendment of, 
accounting of disclosures of, or challenge to classification of records. 

(a)	 Right of administrative appeal. Except for records that have been reviewed and 
withheld within the past two years or are the subject of litigation, any requester 
whose request for access to records, declassification of records, amendment of 
records, accounting of disclosure of records, or any authorized holder of classified 
information whose classification challenge has been denied, has a right to appeal 
the denial to the Department's Appeals Review Panel. This appeal right includes 
the right to appeal the detennination by the Department. that no records responsive 
to an access request exist in Department files. Privacy Act appeals may be made 
only by the individual to whom the records pertain. 

(b)	 Form ofappeal.·· There is no required form for an appeal. However, it is essential 
that the appeal contain a clear statement of the decision or determination by the 
Department being appealed. When possible, the appeal should include 
argumentation and documentation to support the appeal and to contest the bases for 
denial cited by the Department. The appeal should be sent to: Chairman, Appeals 
Review Panel, c/o Appeals Officer, AllSSIIPSIPPILC, U.S. Department of State, 
SA-2, Room 8100, Washington, DC 20522-8100. 

(c)	 Time limits. The appeal should be received within 60 days of the date of receipt by 
the requester of the Department's denial. The time limit for response to an appeal 
begins to run on the day that the appeal is received. The time limit (excluding 
Saturdays, Sundays, and legal public holidays) for agency decision on an 
administrative appeal is 20 days under the FOIA (which may be extended for up to 
an additional 10 days in unusual circumstances) and 30 days under the Privacy Act 
(wbich.th~·Panel... ill~~;~~t~ngi?n··additional10 d~ys .... fi}1~g0odcause.shQ~/n), .•. The 
Panel shall decide mandatory declassification review appeals as promptly as 
possible. 

(d)	 Notification to appellant. The Chairman of the Appeals Review Panel shall notify 
the appellant in writing of the Panel's decision on the appeal. When the decision is 
to uphold the denial~ the Chairman shall include in his notification the reasons 
therefore. The appellant shall be advised that the decision of the Panel represents 
the final decision of the Department and of the right to seek judicial review of the 
Panel ~s decision, when applicable. In mandatory declassification review appeals) 
the Panel shall advise the requester of the right to appeal the decision to the 
Interagency Security Classification Appeals Panel under §3.5(d) ofE.O~ 12958. 

£S:TT 9002-p2-lnf 
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provit;i$ ,raqHagtad information. SUbpsrt o-Ptlvacy Act Provlslona 
:circun\stances that warrant exceptions 171.30 Purl'0$l) end scope. 
to tim£llimit~ on responding to requests, 171.31 Definitions. 
situations in whith expedited 171.34 Requo:st for access to recorda. 
processing of requa~ts is warran.ted, and 171.33 Requesllo amend or correct records. 

171.34 Request for an accounting of recordcti)rta.ln reporting requirements. In the 
di~clo6ures.case of thA rElq l~e~ta by'the public for 171.35 Dnnials QfrequBsts, appeals.

declassification of national security 171.36 ];:xemptions.
information. several a)(acutiVf;1 orders 

Subpart E-Ethlcs In Govemmenthave been promulgated since the 
ProvisionsDepartment regulations were last
 

amended, Executive Order 12958, 171.40 Purpose and sGope.
 
171,41 Covered employees.issued in 1995 and mOst recently and 
171.42 Requests EUld id~ntifyingmost ~ub~tantially amended by 

information.
Executive Order 13292 of March 28, 171.43 Timelimita Bnd fees. 
2003) effected changes in the provisions 171.44 Improper US!! ofteports.
governing mandatory declassification 

SUbpart F-Appeals PrClcadufasreview as well as access to agency 
records by historical researchers and 171.50 Appoa.ls of denials of expedited 

processing.certain formor govemm8nt peraonnel. 
171.51 Appeal~ of donials of feo waivers orThe final regulations take account of 

rOductions.
these changes and other changBs in the 171.52 App~al/\ of deniah of access to,
law, princi pally by way of court dcclUSiJiHca.lion of, amendment of. Ol' 
decisions, a~ wijll (IS changes in the accounting of di8cl~sureB of records. 
Departmont's procedur9s designed to Authority: 22 U.S.C. 552, 552a; Ethics in
implement them. Government Act of 1976, Pub. L. 95~521, 92 
Li~t of S...bject5 in 22 CFR Part 171 Stat. 1624, as amended; E.O. 129SB. B!I 

amended. 60 fR 198~5,:3 GFR, 1995 Comp.,
Admini8trative practice and p. 333; E.O. 12600.52 r,'R 237B1, 3 ern, 1967 

procedural Confidential business Comp., p. 2~5. 
informlltion, Freedom of information, 
Privacy.	 SUbpart A-General Policy and 

Procedures• Chapter 1 ofTitla 22 of the Code of 
Federal Regulations is amended by § 171.1 Availability of Information. 
revising part 171 to read as follows: Records of the Department of State 

shall be mada a.vailable to tha publicPART 171.......AVAILABILITY OF
 
upon request made in compliance withINFORMATION AND RECORDS TO the access procedures established in thi$THE PUBLIC 
part, except for any records exempt by 

SUbpart A~eneral Policy ~md ProcodumA law from disclosure. Any request for 
Sec. records must describe the information 
171.1 Availability of information. sought in such a way (see § 171.5(c}) 
171,2 Types CJf rucords maintained. that an amployee of the Department of 
171.3 Public relJ,diU8 room.	 State who is ftUnilIar with the Bubject
171.4 Elect)'onk rCJuing room.	 ill'E1H of the request can locate the records 
171.5 Reyum;ts for information-typea and with a reasonable amount of effort. The

how made. sections that follow govern the response11).6 Archival records. 
of the Department to requesta fol." 

SUbpart B-Freedom of Information Act information undar the Freedom of 
Provisions InfQ[mA.:timt,A~tJ4~fr~NacYAGt, . 
tfLiOPilipbSU~hd~~bpr ·:·':ExecuHve"Ord.eii29S'S;and tha Ethics 
171.11 Definitions.	 in Government Act. Regulations ~t 22 
171.12 PI'oces6ing requ86tl'i. CFR 172,1-9 govern the ff1sponse of the 
111.1;:1 Bmioess information. Department to suppoenas~ court orders,
171.14 Poes to be charged-gener~L 

and certain other requosts for testimony171.1 ~ Fr.cs to be chargcd~alcgorieB of 
requosters.	 of Department officials Dr disclosure of 

1. 71.,'1 /j MJsccl!ancoUl; fco provisioll6.	 Department records in litigation to 
171.17 Waiver or reduction of fe~/l.	 which the Department is not a party. 

SUbpart C-Executlve Order 129Sa	 § 171.2 Types ot records maJntalnt)cl.
Provisions Most of the records maintained by the 
171.20 Definitions. Department pertain to the formulation 
171.21 Dada!lliilkfltion review. and execution of u.s. foreign policy. 
171.22 Appeals. Certain recorda tha.t pertain to 1'1.23 Dada,aificlItion in the public individuals are also maintained such asintorcst. 
1 '71.24. Access by historical researchers Q.b.d applications for U.S. passports, 

certain fonner SOV~I11f;!nt perSQnnel. applications for ViSM to 'enter the u.s., 
171.25 Applicability of other laws.	 racol'ds on consular Msista.nce given 

abroad by U.S. Foreign Service posts to 
U.S citizens, and records on Oepartment
 
employees. Further information on the
 
types of records maintained by the
 
Dep.al1ment may be obtained by
 
reviewing the records dispoaition
 
schedules which are available through
 
the DepartmElPt,'$ Web site: hHp:/I
 
www.state.govor directly at the FOIA
 
home page: http://foia.stafe.gov.
 

§171.3 Public madlng room.
 
A reading room providing public
 

access to cet'tain Department of State
 
material is located in tha Department of
 
State, SA-2~ 515 22nd Street, NW.,
 
Washington, DC. The reading room
 
contains material pertaining to access to
 
information under U1e FI'eadom of
 
Information Act, Privacy Act. E.O.
 
12958 and includ(lS those statutes,
 
regulations~ guidelinBs~ and other it'ams
 
required to be made available to the
 
public under 5 U.S.C. 552(a)(2). Also
 
available in th9 rea.ding rOom are
 
microfiches of records released by the
 
Department pursuant to requests under
 
the Freedom of Information Act and
 
compilations of documents reviewed
 
and released in certain special projects.
 
Tha reading rOom is open during normal
 
Department weakda.y working hours,
 
8:15 a.m. to 5 p.rn. There are no fees for 
access by the public to this room. or the 
matarial contained therein, but fees 
shall be aasessed for the duplication of 
materials maIntained in the reading 
room at the rat£! of 15 cent$ per page and 
$2.00 per microfiche card. Fees for 
copies made by other methods of 
reproduction or duplication. such as 
tapaS I pl;'intoutll, or eD-ROM. shall be 
tht;l actual cost of producing the copies. 
includ~ng opera.tor time. Persons 
Wishing to use thair own copying 
equipment must request approval in 
advance from the Department's 
Information and Privacy Coordinator. 
U.S. Department of Stale, SA-2, 515 
~2nd Street. NW.. Washington, DC 

... 2Q522~Oq~ ..~Ib,~·HJ;Iil.9f;~llqJ:1,~!{ll,!itlm~nt 
mu~tbe consistentwiili~e~urity " 
reFPIlations of the Department and is 
subject to the availability of personnel 
to monitor such copying. 

§ 171.4 t:l(lctronlc readIng room. 
The Department has establillhed a site 

on the Internet 'With most of t}le sarne 
records and reference materials that ar~ 
available in the public reading room. 
This sita also contains information on 
accessing records under the ForA and 
the Privacy Act. The site is a valuable 
source that is easily aCCElssed by the 
public by clicking on "FOIA" at the 
Department's Web site at http:// 
www.state.gov or directly at the FOlA 
home page at http://foia.state.gov, ·\ 6l 

~S:~~ 900G-~G-lnr 
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to which the record has been integrated 
into the DepartmBnt's record keeping 
system or nIe6. 

(g) Direct costs moans those CO$ts the 
Deparbnellt incurs in searching for, 
duplicating, and. in the case of 
com.mercial reque.sts, reviewing 
documents in response to a FOIA 
request. The term does not include 
overhead e~enses. 

(h) Search costs means thO$El costs the 
Department incurs in looking for, 
Identifying. and retrieving mata~lal. in 
paper or electronic form, that is 
responsivo to a request, including page
by-page or linc-by.line identification of 
material within documents. The 
Department shall attempt to ensure that 
searching for m;;\teria\ is done in the 
most efficient and l~i'I$t e;ll;pensive 
manner so as to minimize costs for both 
the Department and the requester. 

(i) Dup]jcmiOrt costs means those 
costs the Departmont incurs in copying 
a requested record in a form appropriate 
for release in response to a FOIA 
request. Such copies may taka the form 
of paper copy, microfiche, Qudio-viaual 
materials, or machine-readable 
alectronic documentation (e.g., disk or 
CDMROMJ, (lnlong others. 

(j) Review co£ts means costa the 
Department incurs in examining a 
r9(mrd to determine whether and to 
what ~xtent the record is responsive to 
the FOIA requa$t ~md thl;l extent to 
which it may be disclosed to ~he 
raquaster. It does not include costs of 
rosolving senerallegal or policy issues 
that may be raised by a requsst. 

(k) UmJ8uaJ cirCumstances. As used 
herein. but only to the extent reasonably 
necossary to the proper processing of 
the particular request, the term 
"unusual circumstances" means: 

(1) The need to search for and collect 
the req\\eated records from Foreign 
Service posts or other separate and 
distinct Department offices; 

(2) The nl;led to 6€lRrch for, collect. and 
app~~pri~t~!y~xamine.~.yoIMW~HPl1S 
iimGunt.6lseparate ahd O.i$th)c{ records" 
tba.t are demanded in a single request; 
Ot:' 

(3) The need for consultation with 
Another agency having a substantJal 
interest in the determination of the 
request or among two or mOre 
components of the Department that have 
a ~llb!it~ntial subject matter interest 
therein. Such consultation shall be 
conducted with all practicable speed. 

(l) Commercial use request means a 
request from or on behalf of one who 
requests information for a USB or 
pllrpose that furthers tJle commercial, 
trade, or profit interest of the requester 
or the person on whose behalf the 
.request is made. In determining whether 

a reque9t~H' belongs within this category, 
the Departrl'l$l)t will look at the use to 
which the requester will put the 
information. teq1,J.ested. 

(m) Educational institution rneans a 
preschool. a public or private 
elementQrY OJ,' secondary school, an 
institution of undergraduate or graduate 
higher education, an institution of 
professional education, or an institution 
of vocational education. that operates a. 
program or programs of SCholarly 
research. 

(n) Non-commercial scientific 
institution means an ifi9titution that is 
not operated on a "commercial" basis, 
as that term is used in paragraph (1) of 
this section and that is operated solely 
for the purpose of conducting scientific 
research. the results of which are not 
~ntendad to promote any p:il'Ucular 
product or industry. 

(0) Representative of the news media 
means any person actively gathering 
naWB for an entity tha.t is organized and 
opera.ted to publ ish or broadcast news to 
the public. The term news maans 
information that is about current events 
or that would be of current interest to 
the public. News media include 
television or radio atation~ broadcasting 
to the public at large and publishers of 
periodicals (but only in those instanc6B 
when they can qualify as disseminators 
of "nawa") who make their products 
available for purchase by the genera.l 
public. Freelance journalists m9Y be 
regarded as working for a news 
organization if they can damonstrate, 
such a~ by past publication, a likelihood 
of publication through a representative 
of the nawa. media, even though not 
actually employed by it. 

(p) All other means an individ~aJ or 
orge,nization not covered by a definition 
in paragraph5 (1), (m), (n), or (0) of tllis 
section. 

§ 171.12 Processing requests. 

~e ~f9~r~~tio~ a~.d ~~iv~S¥ 
GGoldiriatofiFh~.capbh~lble for acting OTI 

all initial requasts except for requests 
for records coming under the 
jurisdiction of the Bureau of Consular 
Affairs. the Bureau of Diplomatic 
Sacurity, the Bureau of Human 
Resources, the Office of Medical 
Services, and the Offke of the Inspector 
General. 

(a) Third party requests. Except for 
requests und~r the Privacy Act by a 
parent of a minor Ot by a legal. guardian 
(§ 171.32(c)), reql,l(i}l1ts for records 
pertaining to another individual shall be 
processed under the FOIA and must be 
accompanied by a written authorization 
for access by the individual, notarized 
or made under penalty of perjury. Or by 

proof that the individual is deceased 
(e.G" death certificate 01' obituary). 

lb) Expedited proceSSing. Requests 
and $ppeals shall bo taken out of order 
and given expedited treatment 
whenever a requester h~s demonstrated 
that a "compelling noed" for the 
information exists. A request for 
expedited processing may be made at 
the time of the init.ial request for records 
or at any later time. Tha requaEit for 
expedited processing shall set forth 'With 
specificity the facts on which the 
request is basad. A notice of the 
detennination whether to grant 
expedited processing shall ba provided 
to the requester within 10 days of the 
date of the receipt of the request. A 
"cornpeHing need" is deemed to Ef>dst 
where the requastar can demonstrate 
one of the follOWing: 

(1) Failure to obtain reqUElsted 
informatioJ' On an expedited basis could 
reasonably be expected to: Pose an 
imminent threat to the lif~ or physical 
safety of an individual; impi;'lir 
substantia.l due process rights; or harm 
substantial humanitarian intere~ts. 

(2) The infonnation is urgently 
needed by an individual primarily 
engaged in disseminating information in 
ordor to inform the public concerning 
actual or alleged Federal Governmont 
activity. News media requesters would 
normally qualify; however, other 
parsons must demonstrate thAt their 
primary activity involves publishing or 
otherwise disseminating information to 
the public, not jUtlt a particular segment 
or ~oup. 

(i) Urgently needed. The informatiOI) 
has a particular value that will be lost 
if not disseminated ql,lickly. Ordinarily 
this means a breaking news slory of 
general public interest. Information of 
historical int~rBst only, or infonnation 
sought for litigation or commercial 
activities would not qualify, rior would 
a news media publication Or b~oadcast 
deadline unrelated to the braaking 
nat''"ll'ElgfthsstoI'',[;···.··",cc' . 

(ii) Actual or cilleged-Federal 
Government activity. The information 
concerns some actions taken, 
contemplated. or alleged by Or about the 
government of the United Shdes, or one 
of its components or agencies, including 
the Congress. 

(e) Appeal of denial of expedited 
processing. Any denial of a request for 
.expedited processing ma.y be appealed 
in accordance with the appeal 
procedure set forth in § 171.50. 

(d) Time limits. The sta,tl,:ltory time 
limit for responding to a FOIA request 
or to an appeal from a denial of a FOlA 
request is 20 days, In unusual 
circumstanc&s, as defined in § 171.11(k), 
the time limits mRy be extended by rha 
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will include the cost of operating thB 
central procQssing \mit (CPU) for that 
portion of operating time that is directly 
attrib\l.tabl~ to searching for records 
rB!lpon~ivp. to a ,ForA request and 
operator/programmer salary attributable 
tCI the search. 

(b) Review ofrecords. Only requesters 
who are'seeking documonts for 
commercial use ma.y be chaI:'ged for time 
spent reviewing record$ to dotarlnine 
whether t110Y are r~leasabJe- Charges 
may be assessed for the initial reviaw 
only; i.e., the review undertaken the first 
timl'l the Department analyzes the 
applicability of a specifjc exemption to 
a particular record or po:t:tion of « 
record. 

(c) Duplication ofrocords_ Records 
shall be duplicated at a rate of $.15 psr 
page. For copies prepared by computer, 
s\\ch a5 tape5 or printouts. the 
Department shall charge the actual cost, 
including operator time, of production 
of the tape or printout. For other 
methods of reproduction or dlJ,plication. 
tha Dep~rtment 5he,1l charge the actual 
direct costs of produc~ng tha document. 
If tile Department ostimatos that the 
duplication costs will exceed $25.00, 
the raqUE;l6tar shall be 50 informed. The 
request shall not btl procassea further 
unless the requestor agreos to pay the 
ostimated fefi}s. 

Cd) OthrN charges. The Department 
shall recover thA full costs of providing 
services such aA thOAi:l enumerated 
below: 

(1) Certifying that records are truo
 
copias (St'f.: part 22 of this chaJ?ter);
 

(2) S~md.irig n;lcord$ by speCIal 
methods such all express Iriail, overnight 
courier. etc. 

(f) Payment ahall be in the form either 
of a personal chGck or bank draft drawn 
on a bank in tho United States. or a 
postal money order. Remittances shall 
bt;l made payable to the order of the 
TreAsury of th8 United States and 
mailed tq th~ Infonrtatioll and Privacy 
-,(:qpx4~p,~lor· ',.,....., "..', "" .. ".."," '. .
gi~~~~~1~~)~~~~~~~5f~~~K~~ :i~~~: paid 
for servico~ actually randered will not
 
be made.
 

§ 171.15 Fees to be charged--categorlGs
 
of mquB8t9rA.
 

Under the FOTA, there are four 
categories (}f requesters: Commercial use 
requesters I educati(mal and non
cOllunercial scientific institutions, 
refresentatives of the news madia, and 
lit other requElsters. Thg fees for each of 
these categories are: 

(a) Comnl€/)'()iaJ use requesters. When 
the Department racaivE\S C\ request for 
doouments for commercial uea a8 
dafined in § 171.11(1), it will assess 

charges that recover the fuJI direot costs 
of searching for, reviewing for release. 
and duplica.ting the record 90ught. 
Commercial use requesters are not 
entitled to two hour~ of free search time 
or 100 free I?ages of reproduction of 
documents. The Depa.rtment may 
reCover the cost of sear(:hing for and 
:reviewing records even if there is 
ultimately no disclosure of records (see 
§ 171.16(b)). 

(b) Educotiona/ and non-commercia] 
scientific institution requesters. The 
Department shall provide documents to 
requ8'sters in this category for the cost 
ofreproduction alone! excluding 
charges for the first 100 pages. To be 
eligible for inclusion in this category, a 
requester must sh(')w that the request is 
being made as authorized by and under 
the auspices of a qualifying institution. 
aB defined in § 171.H(m) and (n), and 
that the records aro not sought for a 
commercial use, but are sought in 
furtherance of scholarly (if the request is 
from an educational institution) or 
scientific (if thij .,;equest is from a non
commercial scientifio institution) 
research. 

(c) Representatives of the news media. 
The Department shall provide 
documents to requ9sters in this category 
for the cost of rcprodue;tion alone, 
excluding chargee for the first 100 
pages. To be eligible for inclusion in 
this category I a requester must meet the 
criteria in § 171.11(0), and the request 
must not ba made for a conunercial uso. 
A request for records Bupporting the 
news dissemination function of the 
request.er sha.ll not be considered to be 
a commercial use request. 

(d) All ather requesters. The 
Department shall charge requesters who 
do not fit into any of tha categories 
above fees that recover th9 full 
reasonAble direct cost of searching for 
and repl'oducing records that are 
responsive to the request, except that 
the first ~ 00 pages of reproduction and 
th~. ftr~t·,tMT9P,9\!t~,,9f,~~~£P,",ijJ11~.~!:l8Jl 
be lUInhned "wHhouicliarge~-'" ... " 
§ 111.18 MIscellaneous tee prOVisions. 

(a) Charging interest. The Department 
shall begin assessing interest charges on 
an unpaJd bill starting on the 31st day 
folloWing the day on which the bill WQS 

sent. The fACt that the fee has been 
receivad by the Department within the 
thirty-day grace period, even if not 
processed, shall stay the a.ccrual of 
interest,. Interest will be at the rate 
prescribed h1 31 U.S.C. 3717 and shall 
accrue from the date of the billing. 

(b) Charges for unsucce$$jUJ search or 
ifrecol'd$ ate withheld. 1'he Department 
may assess charges for time spent 
searching. even if it fails to locate the 

records or if the records located are 
determined to be exempt from 
disclosure. 

(c) Advance payment. The 
OepanmGnt may not require 1;1 requester 
to mak~ an advance payment, i.e., 
payment before work i8 commenced or 
continued on a request, unless: 

(1) It estimates or determines that 
allowable charges that a raquester may 
be required to pay are likely to exceed 
$250. In, such a case. the D9partmant 
shllll notify the requester of the likely 
cost and obtain satisfactory assurance of 
full payment where the requester has a 
history of prompt payment of FOIA fees, 
or shall require an advance payment of 
an amount up to the full estimated 
charses in the case of requestBrs with no 
history of payment; or 

(2) A requf!star has previously failed 
to pay within 30 days of the date of the 
billing a foe charged. In such a case. the 
Department shall require the requester 
to pay the full amount preViously owed 
J?lus any applicable interest and to male 
an advance payment of the full amount 
of the estimated fce before thl;l 
Department begins to process a new or 
panding request from that requester. If 
a requester has failed to pay a fee 
charged by another U.S. Government 
agency in an informatiOI) aocess case, 
the Department may require proof that 
such fee has been paid before ptocessing 
a new or pending request from that 
raqUEl9ter. 

(3) When the Department acts ll.nder 
p~ragraph (c)(1) or (2) ofthis section, 
the adminiatrative time limits 
prescribed in the FOrA l 5 U.S.C. 
552(a)(6) (i.e., 20 working days from 
receipt of initial requ~sts and 20 
working days from r-ecElipt of appeals 
from initial denial. pll,ls permissible 
extensions of th9S9 time limits), will 
begin only after tile Department has 
received fee payments d~scribed in 
paragraphs (C)(l) and (2) ofthis section. 

(dJ Aggregating reque.qtl>. When the 
D~·P,~1_~.snt reft·.q,Q~:&;b.IM,:_b-21S~V~:lJhat a 
raq'Uester, or a group of requehters {Icting 
In concert, has submitted multiple 
requests involving related matters solely 
to avoid payment of fees. the 
Department may aggregatA tho/l13 
requests for purposes of assessing 
processing fees. 

(e) Effect afthe Debt Collection Act of 
1982 (Pub. L. 97-365). The Department 
shall comply with pravislons of the 
Debt Collection Act, including 
disclosure to consumer .reporting 
agencies and use of collection agencies, 
where appropriate, to effect repaymant. 

§ 171.17 WaIver or I'9ductJon of 'ee$. 
(8) Fees otherwise cha.~gea.ble in 

connection with a request for di5clo~nre 

\0 

LS:TT 900c-pc-lnr 
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fails to make such election. the request 
will be· w),d~t t.he process that would 
:refl\~It in the greatest disdosure unless 
the information requested is aubjectto 
only mandatory declassification review. 

(d) Description of information sought. 
In order to be pwces$ed, a request for 
declaMdfication review must describe 
the docum0nt or the material containing 
the infonnatioll sought with sufficient 
specificity to enable the Department to 
locate the document or material with Q 

reasonable amount of effort. Whenever a 
request does not sufficiently describe 
the material. the Department shall notify 
the requester that no further action will 
be taken unless additional description 
of the hlformation sought is provided. 

(e) Refusal to confirm or deny 
existence oj information. The 
Department may refuse to confirm or 
deny the exlslance or nonexistence of 
requested information whenever the fact 
of e:>tiatence or nonexistence is itself 
clnssifiod. 

(f) Prooe8sing. In responding to 
mandatory decl~~$H1(;ationreview 
requests. thet Department shall make a 
review detormination as p(omptly as 
possiblF,l ~nd notify the requester 
accordingly. When the requested 
information catlnot be declassified in its 
entirety, the DApl').rtment shall release all 
meaningful portions that can be 
declassifiod and that are not exempt 
from disclosure on othQr grout'lds (see 
§ 171.25). 

(g) Other agency information. When 
tho Dopartmant receives a request for 
information in its possession that was 
originally classified by anothar agency. 
it shall refer the request and the 
p~rtjnent information to the other 
agency for proce~sing unless that agenoy 
has agrocd that the Department may 
review such information for 
declassification on behalf of that agency. 
The Departm~n.t may, after consultation 
with the otller agency, inform the 
fe~;\~.§t~·&gf,~~Irf~rr~lPDle~$ ,.
··as:9b~clatibn ·'Olthe oiliet agency with lhe 
information is itself classified. 

(h) Foreign government information. 
III the ca.se of B. request for material 
containing foreign government 
inforJTl~tion,the Department, if it is also 
tlll:l agency thQt initially received the 
foreign governlll.;,nt infonnation. shall 
determine whether tha information may 
be declassifiod ~l1d may, if appropriate, 
conBult with the relevant foreign 
government on that issue. If thA 
Dopartment is not the agency that 
initially rcceivad the foreign 
government information, it shall refer 
the request to the original ....eceiving 
agency for direct response to the 
requester. 

(i) Crypto}ogic and intelligence 
information. Mandatory declassiflC$tion 
revi$w requests for cryptologic 
information shall be processed in 
accordance with special proc8dure~ 
established by the Secretary of Defense, 
and such requests for information 
concerning intelligence activities or 
intelligence 80UrCes and methods shall 
be processed in accordance with special 
procadures established by the Director 
of Central Intelligence. 

§ 171.22 Appeals.
 

Any denial of a mandatory
 
declassification review request may be
 
appealed to the Department's Appeals
 
Review Panel in aGcordance with
 
§ 171.52. A denial by the Appeals
 
Review Panel of a mandatory
 
declassification review appeal may be
 
further apPQaled to the Intera.gency
 
Sacurity Classification Appeals Panal

§ 171.23 Declassification In thl;\ pUblic 
Interest. 

It is presumed that information that 
continues to m.eet classification 
requirements requires continued 
protection. In e:>tcaptiona] cases. 
.however. the need to protect such 
information may Qe outweighed by the 
,public interest in disclosure of the 
informa.tion, a.nd in these caElGS the 
information shQuld be declassified. 
Whsn such qUE!etions arise, they shall be 
referred to th~ senior Department 
official with Top Secret authority 
having primary jurisdiction over the 
information in question. That official. 
after consultation with the Asaiatant 
Secretary for Public Affairs, will 
determine whether the public interest in 
disclosure outweighs the damage to 
national security that raaeonably could 
be expected from disclosure. If the 
determination is made that the 
information should be declassified and 
disclosed. that official will make such a 
recommendation to the Socreta.ry 0, the 
--~-eniQ,r:::a~~n¥~t-::_Qffigi~l\~lh~>~hall~,~~:~J!~ ,". ~. 

the decision~Dn daclM~ificationand 
disclosure. This provision does not 
amplify or modify the substantive 
criteria. or procedures for cI~ssification 
Or Create any substantive or procedural 
right subj(lct to judicial review. 

§ 171.24 Acces$ by historical researchers 
and certain lorm8r government personnel. 

(a) The restriction in E.O. 12958 and 
predecessor orders on limiting access to 
classified information to individuals 
who have a need~to-know the 
information may be waiv~d, under the 
conditions set forth balow, for persons 
who: 

(1) Are engaged in historical research 
projects: 

(2) Have served as Presidential or Vice 
Presidential appointees as defined in 
§ 171.20(j). or 

(3) Served as President or Vice 
President. 

(b) Requests by such persons mu.st be 
submitted in writing to the Information 
and Privacy Coordinator at tho address 
Bet forth in § 171.5 l:md must include a 
gan~ral description of the raco..ds 
sought, tha time period covered by the 
request. and an explanation why access 
is sought. Requests for access by such 
requesters may be gran~ed if; 

(1) The Secretary or the Senior 
Agency Official determines in writing 
that access is consistent with the 
intereBts of national security; 

(2) The requester agrees in writing to 
safeguard the information from 
unauthorized disclosure or compromise; 

(3) The requester submits a slatem~nt 

in writing authorizing the Department to 
review any notes and manuscripts 
creatad as a reBult of access; 

(4) The requ8Bter submits a statement 
in writing that any information obtained 
from review of the records will not ba 
disseminated wi,thout the express 
written permission of the Department; 

(e) If a requester uses a research 
assistant, the requester and the rase~rch 
assistant muat both submit a statement 
in writing acknowledging that tha 6ame 
access conditiot'ls aat forth in paragraph 
(b)[4] of this section apply to the 
research assista.nt. Such a research 
assistant must be working for the 
applicant {1,nd not gathering information 
for publication on hi~ or her own behalf. 

(d) Access granted under thif' section 
shall be limited to items the appointee 
originated. reviewed. signed, or received 
while serving as a Presidential or Vic£) 
Presidential appointee or as President or 
Vice President. 

(e) Such requesters may seek 
declassification and rel£lase of material 

t~~w~i~h.:h':,Y+~~v~ b:~~,lr~~~~~~:es$
'h.;;,:d~",.JH""/i:,,,c~!c:rkJ!'A-Y'~~'>;;:i~~~•.""...;;'-" 

FOIAor'th~ mand~iory daCla!lSiflcation 
review provisions of E.O. 12958. S1,1ch 
requests shall be processed in the order 
received, along with other FOIA and 
mandatory dec:lassification review 
requests, and shall be subject to the fees 
applicable to FOtA requests. 

§ 111.25 Applicability of other law5. 
Exemptions from disclosure set forth 

in the FrBedom of Information Act, the 
Privacy Act. and other statutes or 
pdvileges protecting informfttion from 
disclosure recognized in discovery or 
other such litigation-related procedures 
may be appliad to w.ithhold information 
declassified under the provisions of this 
subpart. 
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(c) All requests for amendments to 
racords will be acknowledged within 10 
days (e::.;cluding Saturday$, Sundays, 
and legal p1.\blic holidays). 

(d) In reviewing a record In I'Elspc;mae 
to !! request to amend, th.a Department 
shall reviaw the record to determine if 
it is accurate, relevant. timely. and 
complete. 

(0) If the Department agroes wi'th an 
individual's request to amend A .record. 
it shall: 

(1) Advise the individual in writing of 
its decision; 

(2) Amarl,d the record accordingly;
 
and
 

(3) If an accounting of disclosure ha~ 
been made. advise all previous 
recipients of the record of the 
(I.Tnendment and its substance. 

(f) If the Department denies, in wholB 
or in part. the individual's amendment 
request. it shall advise tha individual in 
writing of its decision, of the remmn 
therefore, Rod of the individual's right 
to appeal the deuial in accordance with 
§ 171.52. 

§ 111.34 Request for an accounting Of
 
f8COrd dlsclosuraa_
 

(a) How made. Except where 
accountings of disclosures are not 
required to be kept. as set forth i~ 
paragraph (b) of this section, an 
individual has a right to request an 
accounting of any di8c}osUIe that the 
Department has made to.e.nother person, 
organization, or agar1cy of any record 
about an individuaL This accounting 
shall contain the date, nature, and 
purpose of each disc1osuro as well as 
the name and address of the recipient of 
the disclosure. Any request for 
accounting should identify each 
particula.r rtlcord in question and may 
be made by writing directly to the 
Information and Privacy Coordinator at 
the ~ddl'e6S given in § 171.5. 

(b) Where accountings not required. 
The Department is not required to keap 

-··~n~,:·~c~~:ur~·ttt~g-·;·uf~ti;lgG1B'~lli~g-~·-· In- ·tl:~~~,cB·3a 

of: 
(1) Disclosures mado to em.ployees 

within the Departmont who have a need 
for the record in the performance of 
their duties: 

(2) Disclosures required under the
 
FOIA;
 

(3) Digc\osures made to another 
agency or to M instrumentality of any 
governm~nlal jurisdiction under the 
control of or within tJ)e United States 
for authorized civil or ctirninallaw 
enforcement \l<;:tivities pura~ant to a 
written request from such agency or 
instrumentality specifying the activities 
for which the disc10Btrr6a are sought and 
the portions of the records sought. 

§ 111.35 Denials of mquAGte: appeals. 
If the Department denies a faqu9tll for 

aCCeSS to Privacy Act records, for 
amendment of such records, or for an 
accounting of disclosurE! of such 
record.s, the requester sha.ll be informed 
of the reason for the denial and of the 
right to appea.l the denial to the Appeals 
Review Panel in accordanCE! with 
§ 171.52. 

§ 111.36 ExemptlonA. 
Systems of record$ m.aintained by tha 

Department are authorized to be 
exempted from certain provisions oftha 
Privacy Act under both general and 
specific exemptions set forth (n the Act. 
In utiliZing these exemptions, the 
Department is exempting only those 
portions of systems that are neceMary 
for the proper functioning of the 
Department and that ara consistent with 
tha Pdvacy Act. Where compliance 
would not appear to interfere wirll or 
adversely affect the law enforcement 
process, and/or where it may be 
appropriate to permit individuals to 
contest the accuracy of the information 
Gollected, e,g., public source materials, 
the applicable exemption may be 
waivad l eIther partially or totally, by the 
Department oX' the DIG. in the sole 
discretion of the Department Or the GIG, 
as appropriate. 

(a) General exemptions. (1) 
Individuds may not have access to
 
records maintained by the Department
 
that were provided by another agency
 
that has determined by regulation that
 
such informa.tion is subject to general
 
exemption under 5 U.S.c. 552aG)(1). If
 
such exempt recorda are the subject of
 
an access request, the Department will
 
advise the requesta·r of their existence
 
and of the name and address of the
 
source agency, unless that inforrn6.tion
 
is itself exempt from disclosure,
 

(2) The systems of racords maintained 
by the Bureau of Diplomatic Security 
(STATE-36J, the Office of the Inspector 

.~lf6it~flil~i~~~l;¥f~1~&~~~$far' . 
system (STATE-35) are subject to 
general exemption under 5 U.S.C. 
552aO)(2). All rQcords contained in 
record system STATEt-38, Security 
Records. are exempt from all provisions 
of the Privacy Act except sections (b), 
(c)(i) and (2), (e)(4){A) through (F), 
(e)(6), (7). (9). (10)1 and (11), and (i) to 
the extent to which they meet the 
criteria of section (j)(2). These 
exemptIons are necessary to enSUre the 
effectivenesB of the investigative, 
judicial, and protective proC9$S9S. All 
recorda contained in STATE~531 records 
of the Inspector General and Automated 
Individual Cross-Reference System, are 
exempt from All of the provisions of the 

Privacy Act except sections (b), (0)(1) 
~nd (2), (e)(4)(A) tht()u~h (F). (e)(6)1 (7), 
(9), (10). and (11). and mto the extent 
to which they meet the criteria of 
section (j)(2). These exemptions are 
necessary to ensure the proper functions 
of the law enforcfi\ment activity. to 
protect confidential source!) of 
information, to fulfill promises of 
confidentiality, to prevent interference 
with the enforcement of eriminallaws. 
to avoid the disclosure of investigative 
teclmiques, to avojd the endangering of 
the life and safety of any individual, to 
a.void premature disclosure of the 
knowledge of potential criminal activity 
and the evidentiary bases of possible 
enforcement actions, and to maintain 
the integrity of the law enforcement 
process. All records containod 1n the 
Information Access Program Records 
system (STATE-35) 8m eXQmpt from all 
of tho provisions of the Privacy Act 
except sections (b), (C)(I) and (2). 
(e)(4)(AJ through (F). (e)(5); (7), (9), (10), 
and (11)1 and (j) to the extant to which 
they meet the criti;tria of section (jJ(2). 
These exemptions are necessary to 
onsu,;-e the protection of law 
onforcement information retrieved from 
various sourCes in response to 
information access requests. 

(b) Specljic exemptions. Portions of 
the following systems of records aro 
exempted from 5 U.S.C. 552a (C)(3), (dJ. 
(e)(l), and (4), (G), (H), and (I). and (fj. 
The names of the systems correspond to 
tho~e published in· the Federal R.egister 
by tha Department. 

(1) E;'iempt unde1,' 5 V.S.c. 552a(k)(1). 
The reason for invoking this exemption 
it; to protect material requir~d to be kept 
secret in the interest of national defense 
and foreign policy. 

Board of Appellate Review R.ecords. 
STATE-{)2. 

COn8rlil$~\omd Correspondonc9. 
STATE-43. 

Congressional Travel Records. 
STATE-44. 

CoorqinatQ~JQ~l!1t;l.gQm~~tmgqf . 
Terf8·ft'~rniK~tBtH:s:··iSTt\TB~b6. . 

External Research RE)Cord~. 8TATE
10. 

Extradibon Records. STATE-1 L 
Fot"ejgn Assistance Inspection 

Records. STA'rE-48. 
Human Resources Records. 81A1E

3"l. 
Information Access Programs RaCClrds. 

STATE-35. 
Intelligence and Resel:u;ch Records. 

STATE-15, 
International Organizations Records. 

STATE-l7. 
Law of the Sea Records. STA TE-19. 
Legal Case Man~gement Records. 

STATE-21. 
Munitions Control Recordg. STATE

4Z: \~ 
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(b) Offit::ats or employees in any other

lJositions detol'min.ad by the Director of 
tho Off:1ce of Government Ethics to be of 
equal classification Lo GS-16; 

(e) employees in thEl excepted service 
in positions that arc of a. contidential or 
policy-making character~ unless by 
regula'lion their positions have been 
oxcludadby the Director of the OfficEr of 
Governm4Jlnt Ethics; 

(til The designated agency official
 
who acts as the Department's Ethics
 
Officer;
 

(a) Incumbent officials holding 
positiOnB referred to above if they have 
Aarved 61 days or more in the positIon 
during the preceding calendar year.

[0 Officials who have terminated 
ernployment from a position referred to 
above a.nd who have not accepted 
anothor such pO$itiol1 within 30 days of 
such termination. 

§171.42 RaqUe"ts and Ident/tylng
 
Information.
 

Requests for access to public financial 
diaclosure reports of covered employees 
should be made in writing to the 
Information and Privacy Coordinator at 
the arJdre88 given in § 171,5 setting 
forth: 

(a) The name and/or position title of 
the Depa.rt;ment of State official who is 
the subject of the r(lque~U:. 

(b) The time period covered by tha
 
report requested.
 

(c) A completed Office of Government 
ElhiO$ ti;lquest form. aGE Form 201. 
October, 1999. This fonn maybe 
obtained by writing to the Information 
and Privacy Coordinator or by visiting 
the Public ~eading Room described in 
§ 171.3 or http://www.u.9oge.gov. 

§ 171.43 Time tlmlts and f088. 

(a) Reports shall be made available 
within thirty (30) days fr.om receipt of 
a requost by the Dapartmant. The 
Depart;manl does not charge a fee for a 
single copy of a public financia.l report
li-g~~y,~~"tlt(}g~~,~B?9Ht,~n!AAia,I~~·

~'rot ~iIaftftffi~h:6pi~~-ot;;reporl at' <t~ate 
of 15 cents per page plus the a.ctual 
direct cost of mailing the reports. 
Howav~r, the Department will not 
charge for indi vidual requests if the 
total charge would be $10.00 or les5. 

{bJ A report shall be retained by the 
Department and made available to the 
public for a period of six (5) years after 
receipt of such report. After 9uch a six 
year pAriod, t1,,~ repo.rt sha.ll be 
destroyed, unless needeQ in an ongoing 
investigation. except tJ~at those reports 
filed by individuals who are nomin~Hed 
for office by the President to Ii position 
that requires the advice and consent of 
the SemIto, and who subsequen.tly are 
not confirmod by tho Senate, wnt be 

retained and made available for a one~ 
year period, ~nd then destr0YQd~ urtlesfl 
naaded in an ongoing InveiltigaHon. 

§ 171.44 Improper us. of raporta. 

(aJ The Attorney General may bring a 
civil action a.gainst any person who 
obtains or uses a tlnanciaI disclosure 
report: 

(1) For any unlawful purpose; 
[2) For any commercial purpose, othot 

than for news or community 
dissemination to the general public; 

(3) For determining or establishing the 
credit rating of any individual; 

(4) For use, directly or indirectly. in 
the solicitation of money fot any 
political charitable, or other purpose.. 

(b) The court in whIch such action is 
brought milY assess a civil penalty not 
t.o exceed $10,000 a.gainst any person 
who obtains or uses the reports for these 
prohibited purpose$, Such remedy shall 
be in addition to any other remedy 
available under statutory or cornman 
law. 

Subpart F-APPt:l<d Procedures 

§ 111.50 Appeal of denials of expedltod 
processing. 

(a) A denia.l of a request for expedited 
processing m~:y be appealed to the Chief 
of the Requester LiaiBo'n Division of the 
office of the Inform.ation and Privacy 
Coordinator at the addrAS$ given in 
§ 171,_5 within 30 days of receipt of thl\l 
denial. Appeals should contain as much 
information and documentation as 
possible to support the request for 
expedited processing in accordance 
with the critaria set forth in § 171.12(b) 

(b) The Requester Lia.ison Division 
Chief will issue a final dacillion in 
writing within ten (10) days from U19 

date on which the office of the 
Information and Privacy Coordinator 
u:lceives the appeaL 

~.17~.51 .AP~~lsC)fid?~!~I~~f~.~"~~!~~ro,
"~f ffirlue~;Yiia ,.,' -' - .. '. - ,- :.- _:'":-:-0<: :-; '".:,""';."-;' :;

(a) A denial of B. request for a waivl;)f 
or raductlona of fees may be appealed to 
the Chief of the Requester of Liaison 
Div ision of the Office of the Information 
and Privacy Coordinatot at the address 
given in § 171.5 within 30 days of 
receipt of the denial. Appeals should 
c::ontain as much information and 
documentation as possible to support 
the request for fee waiver or reduction 
ill accordance with the criteria set forth 
in§171.17. 

(b) The Requester Liaison Division 
Chief will issue a final decision in 
writing within 30 days from the date on 
which tha office of the Irlfol'matlon and 
Privacy Coordinator receives th~ appeal. 

§ 171.52 Appeal ()f denial of access to,
 
declassifIcation of. pmendmont of,
 

. aCCQUt'ltlhg of dltlelolJures of. or Challengf;l
 
to claaalfle$tloo of records.
 

(a) Right ofadmJ'ni,qtrative appeal. 
Except for records that have been 
reviewed and withheld within the past 
two years or are the subject of litigation, 
any requaBter whose request fot aCCess 
to records. decJaasiflcation of records, 
amendment of records. accounting of 
disclosures of records, or any authori.zed 
holder of classified information whose 
classification challenge has been 
denied, has a right to appeal the denial 
to the Department's Appeals Review 
Panel. This appeal right includes the 
right to appeal the determination by the 
Department that no records responsive 
to an aCcess request exist in Dapartment 
files. Privacy Act appeals may be made 
only by the individual to whom the 
records pertain. 

(b) Form ofappeal. There is no 
required form for an appeal. However. it 
is essential that the appeal contain a 
clear statement of the decision or 
determination by·the Department being 
appealed. When possible, the appeal 
Bhould include argumentation and 
documentation to support the appeal 
and to contest the bases for denial cited 
by the Department. 'the appeal should 
be sent to: Chairman, Appeals Review 
Panal, clo Jnformation and Privacy 
CoordinatorlAppeals Officer, at the 
address given in § 171.5. 

(c) Time limits. 'The app~al should be 
received within 60 days of the date of 
receipt by the requester of the 
Department's denial. The time limit fClf 

respon~e to an a.ppeal begins to run on 
the day that the appeal is rec:~ived. The 
time limit (excluding Saturdays, 
Sundays, and legal public holidays) for 
agency decision on an administrative 
appeal is 20 days under the FOtA 
(which may be extended for up to an 
additional 10 days in unusual 

. circumSMncaa) and 30 days under the 
£rJ.~·~;~'y::,·:f~~:t'-T'~jth··i:ch~th,fi::;F~el>,-llia-b:,~ 
extend an additional 30 days for good 
cause shown). The Panel shall decide 
mandatory declaasification review 
appeals as pwmptly as possible. 

(d) NotifIcation to appellant. ':me 
Chairman of the Appeals Review Panel 
shall notify the appellant in Writing of 
the Panel's decision on the appeal. 
When the decifdon i& to uphold the 
denial, the Chairman sha,ll include in 
his notification tha reasons therefore. 
The appellant shall be advised that the 
decision of the Panel r~presenrs the 
final decision of the Department and of 
the right to seek judicial review of the 
Panel's decision, when applicable. In 
mandatory dQclassific$tkm review 
appeals. the Panal shall advise the 
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r£lqualltl'tf of the right to appeal the 
decision to the Interagency Security 
Classification AppA~l~ Panel under 
§ 3.5(d) of E.O. ] 2958. 

(e) Procedures in Privacy Act 
omendment cases. (1) If tile Panel's 
decision b that a record shall be 
amendod ill eccordance with the 
appellant's roque5t. the Chairman shall 
direct the office responsible for the 
record to amend the record, advise all 
previous recipients of the rAcord of the 
amendment and its substance if an 
accounting of disclosure has bl;len made, 
and eo Rdvise the individual in writing. 

(2) If the Panel's decision is that the 
request uf the appell:mt to amond the 
record Ie denied, in addition to the 
notification required by paragraph (d) of 
this section. the Ch"irman shall advise 
the appellant: 

(i) Of the right to file a can.:ise 
statelnilnl of the reasons for disagreeing 
with the docision of the Department; 

(ii) Of the procedures for filing the 
st"tement of disagreement: 

(iIi) That €lOy statement of 
disagreement that is filed will be made 
aV<lilahle to anyone to whom the record 
is subsequently disclosed, together with, 
at tho discretion of the Department. a 
brief statement by I:he Department 
5ummarizing its reasons for rilfl1siog to 
nmond Uw record; 

[iv) That prior re£;ipient~ of the 
disputed record will bo providad a copy 
of ;my 8t~tement of disagreement. to the 
extent that an ar:r:ounting of disclosures 
was main\i1ined. 

(3) If thA appellant files a statement 
under paragraph (ej(2) of this section. 
tho Department will clearly annotate the 
record so that the fact that the record is 
disputed iii apparent to anyone who 
may liuh5equently have access to the 
racord. Wheni nfonnation that is the 
subject of a statemom of dispute filed by 
an individual is subsoquuntly disclosed, 
~ho Depa.rltn~nt :-vill note that the. 

£ f.i . ilion 1~ rh~p:.:.!c.j .... :: nrO'/l" oa 
copy of the individual's statement. The 
Department may also include a brief 
summary of reasons for not amonding 
tho record when disclosing disputed 
inform<lliOrl. Copies of the Department's 
statement ~hall be treated as part ofthe 
individual's record for granting access; 
however, it will not be subject to 
amendmf;\nt by an individual under 
lhldSll reBulaliotls. 

Dated. October 29,2004. 

loe R. Lohman. 
Daputy Assistant Secrclary fM Rec()rds and 
Publishing S()r1Iicc~. Bureau of 
IIdrninistrotion, Depanmcnc OfSlale. 
[FR Doc. 04-24581 Filud 11-2-04; 8:4!; am] 

IlILLlNQ CODE 4n 1h:l4-P 

POSTAL SERVICE 

39 CFFI Part 20 

Discontinuance of Volume Discount 
Availability tor IPA and ISAL Mailers
 

AGENCY: Postal Service.
 
ACTlON: Final rule.
 

SUMMARY: This final rule deletes 
International Mail ManuCtI (IMM) 
292.212,292.213, and 293.75, which 
authorized mailers who spent $2 
million or more combined on 
International Priority Airmail (IPA) and 
International Surface Air Lift (ISM) in 
the preceding Postal Service fiscal year 
to fllceivo discounted postage rates. 
EFFECTIVE DATE: November 3,2004 
FOR FURTHER INFORMATION CONTACT: Rick 
Klutts, 202-268-7268. 
SUPPLEMENTARY INFORMATlON: On July 
28,2004, the Postal Service published 
for comment in the Federal Register (69 
FR 45002-45003) a proposed rule to 
delete standards that authorize postage 
discounts for mailers who spend $2 
million or more combined on 
rlliernational Priority Airmail (!PA) and 
1nternati0J1fll Surface Air Lift (ISAL) in 
the preceding Posta] Service fiscal year. 
The Postal Service proposed to 
discontinue these discounts due to 
recent Postal Service reviews of costs for 
prOViding these services. TheBe cost 
reviews identified increases in 
transportation, terminal dues, and othel 
costs that have all risen while published 
rates for LPA and ISAL have remained 
static sinco 2001. Wben CO$ttl rise above 
the rate we are charging. we are obliged 
to adjust prices and discounts (in this 
case IFA and ISAL) so they are not 
subsidized by other domestic or 
international product offerings. These 
chilnges do not affect the standards for 
0xisting or protlpective customers who 
use IPA or ISAL mail and partfcipate or 
would like to participate in the 
Internaticm.BI C'. et m; cd I'll '1 (Ir.. ) 
service agreement program as defined in 
IMM 297. 

The Postal Service requested 
comments on the proposed rule by 
August 18, 2004. Comments were 
received from two parties. one who 
voiced opposition to the proposal, and 
one whose comment was outside the 
scope of the proposed rule. 

An industry organization respondent 
questioned the rationa.le for the proposal 
and requested a more datailed co~t 
analysis; this commentar also cited a 
1998 report to Congress that states there 
is adequate cost coverage for these 
products. In addition. the commenter 
suggested a correlation between the 
propofied discontinuance of volume 

discounts and International Customized 
Mail (reM) agreements. As pointed out 
in the supplementary information. tha 
Postal Service [s oblIgaled to offer its 
services at a rata that Govers both 
average attributabla cost and 
institutional cost. When costs rise above 
the rate we are charging, adjustments to 
prices and discounts (in this case II'A 
and rSAL) are required so they are not 
subsidized by other domestic or 
international product offerings. 
Moreover. since 1998, transportation 
costs, terminal dues coats, and other 
costs have risen while published rates 
for TPA and ISAL have remained ~tRtiC 
since 2001. 

The other comment was made by an 
international mailer who enters mail 
under an ICM agreemunt. The mailer 
stated thlit 11'A was a very good service 
and they did not want to lose their 
current discount. Sin"", this proposed 
rule does not address lCMs, this 
comment falls outside the scopo of this 
rulemakjng end therefore will not be 
addressed at this time Additionally, 
nothing in this change precludes this 
mailer from entering IF A and 1SAL 
mailings under their existing rGM 
agreement 

For the reasons discussed above, the 
Postal Service adopts the following 
amondroants to the International Mail 
Manual, which is incorporatlld hy 
referance in the Code of Federal 
Regulations. See 39 CPR Part 20.1. 

list of SubJec1.6 in 39 CFR Part 20 

International postal service. Foreign 
relfitiona. 

PART 2o-{AMENDED] 

.1. The authority citation for 39 CFR 
patt 20 continues to read as follows: 

Authority: 5 usc. 552(a): J9 U.S.C. 401, 
40.:1,407 and 408. 

.. . mend. the In ,nati()!Ll ~!!ail 

Manuol as 8st forth below: 

International MaiJ Manual (IMM) 

2 Conditions for Mailing 

290 Commercial Services 

29Z International Priority Airmoj] 
Service 

292.2 Postage 

2,92.21 Rates 

* * 

10:c1 900c-vc-lnr 
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Overseas Citizens Services Records. 

STATE-OS. 
Overseas Records. $TA.~25. 
Passport Records. STATE-26. 
Personality Cross-Reference Index to 

the Secralar!al A\ltomsted Data Index 
Records. STATE-28. 

Personality Index to the Central 
Foreign PolIcy Records. STATE-29. 

Personnel Payroll Records. STATE
3D.. 

Records of tho Inspector C~oeral and 
Automated Individual Cross-ReferenCf:l 
Sy&tem. STATE-53. 

R\lcorus of the Office of the Assistant 
Loga! Adviser for International Claims 
and Investment Disputes. STATE-54. 

Rover Records. SiAT£-41. 
Records of Domostic Accounts 

Receivable.5TATE-23. 
Records of the Office of \.vhite Houso 

Liaison. STATE-34. 
Board of Appellate Review Records. 

5TATE-02 
Refugg", Records. STATE-59. 
Refugoe Data Center Processing 

Records. STATE-60. 
Security Records. STA1£-36. 
ViSA Records. ST1\TE-39. 
(2) 8xempt under 5 U.s.c. 

552(aj(kJ(2}. The reasons for invoking 
this exemption are to prevent 
indivlduals that are the subject of 
investigation from fnwtrating the 
investigatory process. to ensure the 
propElI' functioning and integrity of law 
onforcemont activitias, to prevent 
disclosure of investig~tive tec:bniqueB, 
to maintain the confidence of foroign 
governments in the integrity of the 
proccdul1JS under which priVileged or 
confidential information may ba 
provided. and to fulfill commitrnonts 
mfldtl to sources to protect their 
identities and the confidentiality of 
information I'Uld to avoid endangering 
thtlsa h(\(lTc::es ~ nd law enforcement 
personneL 

Board of Appellate Review Records. 
STATE-OZ. 

Coordinator for the Combating of 
T"rr~rj~~n ~u->:-O~ •.~5. ST;;r\TE.~-:D~. 

Extradition Recorcls. STATE-11. 
F(lreign As~istflnce lnBpection 

Rocords. STATE-48. 
Garnishment of Wages Records. 

STATE-61. 
Information Access Program Records. 

STAT'E-35. 
Intelligence and Res(l(lrch Records. 

S'1'ATE-15 
Munitions Control Records. STATE

42. 
Overseas Citizens Sorvices Records. 

STATE-OS. 
Overseas Racordb. 5TATE-:~5. 
PllSSport Records. STATE-26. 
Personality Cross Referenca Index to 

the Secretariat Automatod Data lndax. 
STATE-Z8. 

Persona.lity Index to the Central 
Foreign Policy Records. STATE·29. 

Records of the Inspector General and 
Automated Individual Cross-Reference 
System. STATE-53. 

Security Records. STATE-:36. 
Visa Records. STATE-39. 
(3) Exempt under 5 U.S.c. 

552(a)(k)(J). The rellson for invoking 
this exemption iB to precludE! 
impairment of the Department's 
effective performance in carrying out its 
l~wful protective responsibilities under 
18 U,Se. 3056 and 22 U.S.C. 4802. 

Extradition Records. STATE-ll. 
Information Access Programs RacordB. 

STATE-35. 
Intelligence and Research Records. 

STATE-15. 
Overseas Citizens Services Records. 

STATE-05. 
Overseas Records. STATE--25. 
Passport Records. STATE-26. 
Personality Cross-Reference Index to 

the Secretariat Automated Data Il1dex. 
STATE--28 

Personallty Index to the Central 
Foreign Policy Records. STATE--29. 

Security Records. STATE-36. 
Visa Records. $TA'fE-.-39. 
(4) Exempt under 5 U.S.C. 552a(k)(4). 

The reason for invoking thiB exemption 
is to avoid needless review of records 
th<lt are used solely for statistical 
purposaB and from which no individual 
daterminations are made. 

Foreign Service Institute Rgcords. 
STATE-H. 

Human Resources Records. STATE-
31. 

Information Access Programs Records. 
STI\TE-35. 

Personnel Payroll Recorda. STATE
30. 

Security Records. STATE---36. 
(5) Exempt under 5 US-C. 552a(kJ(5). 

The reasons for invoking tills exemption 
are to ensure the proper functioning of 
the investigatory process, to ensure 
effective determination of suitability, 
91 igJbility. al1d qualification for 
mployrnent arh"..l..v protect tha 

confidentiality of sources of 
information. 

Equal Employment Opportunity 
Records. STATE-D9. 

Foreign Assistanca Inspection 
Records. STATE-4fl. 

Foreign Servlca Grievance Board 
Records. STATE-13. 

Human Resources Records. STATE
31

Information Access Programs Records. 
STATE-35. 

Legal Adviser Attorney Employment 
Application Records. STATE-20. 

Overseas Records. STATE-25. 
Personality Cross·Rllferenca Index to 

the Secratadflt Automated Data Index 
Records. STATE~28. 

Recordll of the Inspector Generfll and 
Automated Individua.l Cross-RitfBrBnce 
System. STATE-53. 

Records of the Office of Wh ite House 
Liaison. STATE-34. 

Rover Records. STATE-'H. 
Security Records. STATE-36. 
Senior Perllonnel Appointments 

Records. STATE--47. 
(6) Exempt under 5 U.s.C. 552(k)(6). 

The reasons for ir'lvokil1g this cxempl[OIl 
are to prevent the compromise of testing 
or evaluation material used solely to 
determine individual qualifications for 
employment or promotion and to avoid 
giving unfair advantage to individuals 
by virtue of their haVing access to such 
material. 

Foreign Service Institute R~cords. 
STATE-H. 

Human Resources Records. STATE
31. 

Information Access Progrema Records. 
STATE-35. 

Security Records. 5TATE-36. 
(7) Exempt under 5 U.s.c. 552a(k){7). 

The reason for invoking this exemption 
is tD prevent access to material 
maintained from time to time by the 
Department in connection with various 
military personnel exchange programs. 

Overseas Records. STATE-25. 
Human Resources Records. STATE

31. 
Information Access Programs Records. 

STATE-35. 
Personality Cross-Reference lndgx to 

tha $gcretarjat Automated Data Index 
Records. STATE-28. 

PersoDality lndex to the Central 
Foreign Policy Records. STAT£..29. 

Subpart E-Ethlcs In Government Act 
ProvisIons 

§ 171.40 PurpoSll and llCOpll. 

This subpart SElts forth the regulations 
under which persons may request 
access to the public financial disclosure 
reports of employees of Ihe Department 
as well as limits to such requests and 
t S f ueh b ..L ·at! .t!. Tr~: E: !c$ in 
Government Act 1978. as amended. and 
the Office of (;Qvernlllent Ethics 
implemantlllg regulations. 5 CFR part 
2634. rllquira that high-level Federal 
officials disclose publicly their persona! 
financial interests. 

§171.41 Covllrlld IlmpIQVOOIJ. 
(a) Officers and employees (including 

special Government employees as 
defined in 18 U.S.c. 202) whose 
positions aIe classified at grades GS-16 
and abovtl of the General Schedulg, or 
the rate of basic pay for which is fixod. 
other than under thl;! General Schedule. 
at a rate equal to or greater than the 
1.20% of the minimum rate Dfba9ic pRy 
for GS--15 of the General Schedula; 
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Subpart [}-Privacy Act Provisions 

§ 171.30 Purpose and scope. 
This mbpart contains the rules thRt 

the Department fOllowll under the 
Privacy A.ct of 1974,5 U.S.c. 5$2",. 
Thase rules should be read together 
with the Privacy Act, which provides 
ad.ditional information about records 
maintained on individuals. The rules in 
this subpart apply to all rac;ords in 
systems of records maintained by the 
Deptlrtment that are retrioved by an 
individual's name or peraonal identifier. 
They describe the procedurElS by which 
individuals may request access to 
r"corda about themselves, request 
amondment or correction of those 
records. and r~quEl~t I'In <lccounting of 
disclosures of those records by the 
Departmlml. H any records retrieved 
pursuant to an ;,ICCflSS rp,qnest under the 
})rivacy Act are found lo be exempt from 
disclosura under that Act, they will be 
process"cl for pos$ible di~closure under 
the Froedom of Informatlon Act (F01AJ. 
5 U.S.c. 552. No fees shall be charged 
for aCCA~$ to or amendment of Privacy 
Act rocords. 

§ 171.31 oetlnltlons_ 

As used in this subp(lrt, tbe following 
definitions shall apply: 

[a) Department moans the United 
States Department of State, includinB it~ 
field offices and Foreign Sorvicll posts 
abroad. 

(b) Individual mean5 <l dtizen of the 
I Inited Stt\te~ or an alien lawfully 
admitted for plumalJent rFi$idence. 

(e) Maitrlain includl:lS maintain, 
collect, use, or disseminata. 

(d) Record means any item, collection. 
or grouping of infonnalion aboul en 
individual that is maintaiIled by the 
Department. including, but not limited 
to ed\Jc~lion, financial transactions. 
medical history, i1nd criminal or 
employment hilitory, that cont(ijns the 
individual's nama or the identifying 
Dum ~r, ~ytnbQI. or 0 her j e t'fviD~ 
particular-assigned to the indfviclull!F> 
such as a finger or voice print or 
photograph. 

(e) sy.~tPJ)l of Rl!cord/l meens a. group 
of any rocords under th(l control of the 
Deportment from which information Is 
retrieved by the name of the individual 
or by some identifying number. symbol, 
or other identifyin~ particular assigned 
to an individu~1. 

(f) Control has the meaning set forth
 
in §171.11(f)
 

(g) InformotioT! and PrivQcy 
Coordinator has the meaning set forth in 
§ 171.11(d). 

(h) DS is the abbreviation for the
 
Bmai\u of Diplomatic Security of the
 
U.S. Dl;1partmeot of State, 

(i) OIG is the abbreviation for the 
office of the In~pector General of the 
U.S. Department of State. 

§ 171.32 Requellt tor lICCMI9 to teCOrdli. 
(a) Description ofrecords sought. All 

requo~ts for access to a record must 
raasonably describe the System of 
Records and the indiVidual's record 
within the system in sufficient detail to 
permit identification of the requested 
record. At a minimum, requests should 
include the individual's full name 
!including maiden nama, if appropriate) 
and !lny other names used, present 
mailing addr€l$s and ZIP Code, date and 
place of birth, and any oth(lr 
jnformetion that might help in 
identifying the record. Helpful data 
includes the approxImate time period of 
the record and the circumstances that 
give the individual reason to believe 
that the Department of State maintains 
tI record under the individual's name or 
personal identifier. In certain instances, 
it may be necessary for the Department 
to request additional information from 
the requester. either to r;lnsura a full 
search, or to ensure that a record 
retrieved does in fact pertain to the 
individuaL 

(b) Verification of personal identity. 
The DepBrtment will require reasonablH 
identification of individuals requesting 
records under the Privacy Act to ensure 
that records ara diaclosed only to the 
proper persons. Raqu(lstera must state 
their full nama, current address. date 
and place of birth, and. al the 
requester's option, social security 
number. The request must be signed. 
end the requester's signature must be 
oither notarized or submitted under 
pell1llty of perjury (28 U.S.C. 1745) as <I 

substitute for Ilotarization. If the 
requester seeks records under another 
name the requester ha~ u~ed, a 
~lat(lm~nt, under penalty of perjury, that 
the requestor has also u8ed the other 
name must be included. 

(rl 1: 1 . ('( V OCC£'6S. T tl 

Department shall allow thIrd party 
access to records und at cartJ;lj n 
conditions: 

(1) Parents. UpOil presentation of 
document~tion of the parental 
re1<ttionship. a parent of Ii minor (an 
unmarried person under the age of 18) 
may, on behslf of the minor, request 
records portaining to the minor and the 
Dopartment may, ill il8 discretion, 
disclose such records to the parent to 
the extent determined by the 
D(lpartmel1t 10 be appropriate in the 
circumstances of the case. In any case. 
millors may request such records on 
their own behalf. 

(2) Guardians. A guardian of a minor 
or of an individual who has been 

declared by II court to be inCOmpgtilnt 
may act for and on behalf ofthe minor 
or the incompetent individual upon 
presentation of appropriate 
documentation of the guardian 
relationship. 

(3) Authorized representatives or 
designees. When an individual wishes 
to Authorize another person or persons 
access to his or her records, the 
individual shall submit. in addition 10 
the identifying information dA9cribed in 
paragra,ph (bJ of this section, a signed 
statement, either notlidzed or made 
under penalty of perjury, auth(Jri:r.ing 
and consenting to access by a 
designated person or persons. Such 
requests shall be procB9sed under the 
ForA (see § 171.12). 

(rl) Records relating to civil ac/iOIl5. 
Nothing in this subpart entitles an 
individual to acce~s to any information 
compiled in taa~onable anticipation of a 
civjl action Or ~roceeding. 

(e) Time limits. The Department will 
acknowledge thl:l ftlquest promptly and 
furnish the requelited infotr'niltion as 
aoon as.,possible thereafter. 

(f) fnjormotiOfj on amending records. 
At the time the DepElttment grants 
access to a record, it will 81':0 furnish 
guidelines for requesting amendment of 
B record. These guidelines may also be 
obtained by writing to the Information 
and Privacy Coordinator at the address 
given in § 171.5. The guidelines are also 
available in the rgading room described 
in § 171.3 and in the electronic: reading 
room described in § 171.4. 

§ 171.33 Request to am(lnd or cotrOct 
I'9cords. 

(a) An individual has the right to 
request that the Department amend a 
rocord pertaining to the individual that 
the individual balieve5 i3 not accurate. 
relevant, timely, or complete. 

(b) Requests to amend records mUot be 
in writing and mailed or delivered to 
the Information and Privacy 
Coordinator. at the arldress given il'\ 
§ 171.5, who-will coordina.te the review 
of the request with the appropriate 
office;; of the DepArtment. The 
Department will reqUire verification of 
personal identity as proVided in 
~ 171.32(b) before it will initiate action 
to amend Ii record. Amendment requests 
should contain. as a minimum, 
identifying information needed to locate 
the record in question. a description of 
the specific correction requested, and an 
explanation of why the (lxisting record 
is not accurate, relevant. timely, or 
complete. The requester should submit 
as much pertinent documentation. other 
information. and explanation as 
possible to support the request for 
amendmenL 

t7T./tllL . r1 
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of a record shall be waived Qr reduced 
where it is detEllmin~d that disclosure is 
in tho public: interest because it is likely 
to contributB ~lgnifk8ntly to public 
\lDdcrstandh\g of the operations or 
activities (If the Governmont <l.nd is not 
primarily in the commercial interost of 
the requestGr. 

'(1) In ordet to determine whether 
disclosuro of thl'! information is in the 
public interest becau$e it is likely to 
contribute significanlly to public 
understanding of the ope.rations or 
activities of the government. the 
Department will consider the follOWing 
four factors: 

(i) The $ubject of the request, i.ll., 
whether the subject of the requested 
rQcordil concerns the operations or 
activities of the government; 

(ii) ThE! irlfc1ITnative value of the 
information to be disclosed. i.e., 
whether the disclosure is likely to 
contribute to an undertltftnding of 
government operations or activities; 

(iii) Tho contribution to an 
undmstanding of the subject by the 
genoral public Jikely to result from 
disclosure. i.e.. whether disclosure of 
the requosted informlition will 
contribute to publiC understanding, 
including wh"th~r the requester has 
expertise in the subject area as well as 
thelntantion and ability to disseminate 
the information to the public: and 

(iv) Th~ significance of tho 
contribution to public understanding, 
i.e., whether the disclosure is likely to 
contribute signific~ntJy to public 
understanding of government operations 
or activitiBs. 

(2) In order to determine whother 
di sclosure of the information is not 
primarily in the commen;ial interest of 
1he requester, the Department will 
consider the following two factors: 

(i) The oxist"ncCl and magnitude of Ii 
commercialmterest. i.e., whether the 
requester has J. commercial interest that 
would be furtherod by the requested 
diaclp8\Ue; an • i' 0, . 

(iil The primary interest in disclosure. 
i,e., whether the magnitude of the 
identified commBrQlll1 interest of the 
requester is sl.lfficHJnUy large, in 
comparison with the public interest in 
disclosure. thAt disclosure is primarily 
in the commflrcial interest of the 
requegter. 

(b) The DepaMment may rllfusll (0 

considGr W<ljv~r Or reduction of f"es for 
requestors (pIlTl;OIlS Or organizations) 
from whom unpaid fees remain owod to 
the Department for anothel' information 
acceS$ requeBt. 

(e) Where only some of the records to 
be released satisfy the requiremen1s for 
a waiver or reduction of fees, a waiver 

or reduction shall be granted for only 
tho$e records. 

(d) The Department's decision to 
refuse to waive or raduce fees may be 
appealed in accordance with § 171.51. 

Subpart C-Executlve Order 12958 
Provisions 

§ 171.20 Deflnilions, 
As uSlld in this subpart, the following 

definitions shall apply; 
(6) Agency means any executive 

bre.nchagency, as defined in 5 U.S,C. 
105, any military department, as defined 
by 5 U.S.C. 102, and any other entity 
within the executive branch that comes 
into possesslon of classified 
information. 

(b) C/a8lJified information matins 
information that hHS been determined 
pursuant to E.O. 1295$ or any 
predece6sor order on national security 
information to require protection against 
unauthorized disclosure and is marked 
to indicate its classified status whan in 
documentary form. 

(c) Declassification means the 
authorized change in the sta.tus of 
information from classified information 
to unclassified information. 

(d) Deportment means thtl U.S. 
Department of State, including its field 
offices and Foreign Service posta 
abroad. 

(e) FOIA means the F,eedom of 
Information Act,S U.S,C. 552. 

(t) Foreh,;n government information 
means: 

(1) Information prOVided to the 
United States Government by a. foreign 
govtlrnment or governments, an 
international organization of 
governments, or Any element theroof, 
with the expectation that the 
information. the source of the 
information, or both, \lre to be held in 
conl1dence: 

(2) InfOlllHltion produced by the 
United States pursuant to or as a result 
of a joint arrangement with a foreign 
government or governments, or an 
intem~tiQnal o~g;;;.nizatiGn DI 
governments, or <:lay element thereof) 
requiring that the information, the 
arrangememt, or botb, lll'e to be held in 
confidence; or 

(3) Information received and treattld 
as foreign government information 
under the terms of a predecessor 
executive order. 

(g) Informotion means any knowledge 
that can be comnl\rnicated or 
documontary materia!' regardless of its 
physical form or characteristics that J& 
owned by, produced by orfor, or is 
under the control of the United States 
Government. 

(h) Mandatory declaSSification review 
means the process by which specific 

classified information is reviewed for 
declaSSification pursuant to a request 
under § 171.21. 

[i) National Security means the 
national defense or foreign raletions of 
the United States. 

Ij) Certain former government 
ptl)'l;QnneJ includes former officials of 
the Departmeot of State or other U.S. 
Government agencies who preViously 
have occupied policy-meking position~ 
to which they were appointed by tho 
President under 3 U.$.C. l05(a)[2}(A) or 
by the Vice President under 3 U.S.C. 
l06(a)[1)(A). It doas not include former 
Foreign Service Officers as a class or 
persons who merely rBceived 
assignment commissions as Foreign 

. Service Offictlrs, Foreign Service 
Reserve Offic~rs, Foreign Service Staff 
Officers and employees 

(k) Senior Agency OffiCial means the 
Under Secretary of State for 
M!lTIagemBnt. 

§ 171.21 Oeclassllicalion mvlaw. 

(al SCOpIJ. All information classified 
under E.G. 12958 or predecossor orders 
shall be subject 10 declassification . 
review upon request by a member ofthe 
public or a U.S. government employee 
or Agency with the followinB exceptions: 

(1) Information originated by the 
incumbent President or, in the 
performance of executive duties, the 
incumbent Vice President; tho 
incumbent President's White House 
staff 01', in the performance of executive 
duties, the incumbent Vice President'~ 

staff: committel;ls, commissions. or 
b06Tds appointed by the incumbent 
President; other entities within the 
Executive Office of the President that 
solely advise and a~sist the incumbent 
President; 

(2) Information that is tho subject of
 
litigation:
 

(3) Information that hft3 been 
reviewed for decla8~ification within the 
past two ye(lrs; and 

[4) Information exempted from search 
und iU~ ~ev.; UnGfh \h~ Cerrtrff! 
Intelligence Agency Information Act 

(b) Requ~st6. Requests for mandatory 
declassification review should be 
addressed to the Information and 
Privacy Coordinator at the address given 
in Sec. 171.5, E-rrHl.i1 requests are not 
accerted at this time. 

(c Mandatory declassificotion review 
and the FOlA A mandatory 
declassification review request is 
separate and distinct from a request for 
records under the FOIA. When a 
requester submits a request under bolll 
mandatory declassification review and 
the FOIA, the Department shall reqUire 
the requester to elect review under one 
process or the other. If the requester 

/7V80 'd 
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Information and Privacy Coordinator for 
not more than 10 day$, f;lxce{lting 
SatlHd"ys, Sundays, or legal public 
holiday!!. 

(e) Multitrack proces.9ing_ The 
Department may usa two Or more 
processing tracks by distingUishing 
batween $impJe and more complex 
requests ba~1Eld On the amount of work 
and/or time needed lO process the 
request. The Departmont may provide 
requesters in a slower track an 
opportunity to limit tho scope of their 
reqltest in order to qualify for faster 
processing, 

(l) Form or format ofresponsR, The 
Department shall prOVide rQquested 
records in allY form or format sought by 
the requester if the record is tefldily 
reproducible in that form or fDrm;}t 
thr(1l1gh nmsonable efforts. 

§171.1S Buslnoss Information. 
(a) Business information obtained by 

tll", Department from a submitter will be 
di$c1osed under the FOLA only in 
comfliance with this section. 

(b Depnilions, For purposes of this 
saction: 

(1) Busifl/3SIi information means 
information obtailHld by the Department 
fTOm a aubmitter that arguably may bo 
oxempt fwm disclo8ure as privileged or 
confidential under Exemption 4 of the 
FOIA. 

(2) Submitter means any person or 
entity from which the D~partment 
obtains business information. The term 
includes corporations, partnerships, 
sale propri~torships;State, local. and 
tribal governments, <lnd foreign 
governments. 

(c) Designation of /)l.JSineS8 
information. A 5llbmitter of information 
will use good-faith efforts to designate, 
by appropriate markings, either at thl;l 
time of submission or at a reasonablo 
time thcrt.'lafter, any portion, of its 
submission that it considMs Ilxempt 
from disclosure under Exemption 4. 
These dasignations will expire ten years 
~ e .e at of h~ $ Itn 'sskm.' n e~" 
the submitter requests, and provides 
j\l,tification for, a longer dosignation 
pm'iod. 

(d) Notice to suomitters, The 
Department 6h~1l provide a submitter 
with prompt written notice of a FOlA 
request or administrative appeal of Ii 
denial of such a request that seeks its 
int'ormatiDn wheDevm roquired under 
partlgTtlph (e) of this section, except as 
provid(lJ in paragraph (f) of this section, 
in ord~t to give the submitter an 
opportunity to object to disclosure of 
any specified pan ion of that 
information, The notic", shall either 
de~cribe the information requeated Or 
include copies of the requested records 

or record portions containing the 
information. 

(e) When notice is required. Notice 
shall be givt'ln to II submitter wbenevln: 

(1) The information has been 
designated In sood faith by the 
submitter as inform~tion considered 
protected from disclosure under 
Exomption 4; or 

(2) The Department has reason to 
believe that the Information may not be 
protected from disclosure under 
Exemption 4, 

(f) When notice is nat required_ The 
notice requirements of paragraphs (d) 
and (e) of this section shall nDt apply if: 

(1) The Depmment determines that 
thl;l information should nDt bo disclosed; 

(z) The information lawfully has been 
pLJbli$hed or has been officially made 
available to the public; 

(3) DisclDsure of the information is 
required by stalute (other than the 
FOlA) or by a regulation issued in 
accordance with the requirements of 
Executive Order 12600; or 

(4) The designation made by the 
submitter under paragraph (c) of this 
sectiDn appears obViously frivolous
except that, in such il. CAse, the 
Department shall, within a reasDnable 
time prior to a specified disclosure date, 
give the submitter written notice of any 
ilnal decision to disclDse the 
information. 

(g) Opportunity to object to disclosure 
The Department will aJlow Ii. submitter 
a reasonable time to respond to the 
notice described in paragraph (d) of this 
section and will specify that time period 
in tho nDtice. If a submitter has any 
objection to disc!oDure, a detailed 
written £tatement in ~upport of the 
objection must be submitted, The 
statement must specify all grounds for 
withholding My portion of the 
informatiDn under any exemption of the 
FOIA and, in the case of Exemption 4, 
It must show why the information Is a 
trado secret 01' commercial or financiel 
ir~QI.L ~.tio. that isri -,~.l....fZe· or 
confidential. In t11e -event iliat a 
submitter fails to respond to the notice 
within the time specified in it, the 
submitter will be considered to have no 
objection to disclosure of the 
inforrnetion. Information prOVided by a 
submitter under this paragraph may 
itself be subject to disclosure under the 
FOIA. 

(h) Notice of intent to disclose. The 
Department shall consider a submitter's 
objections and specifiC grounds for 
nondisclosure in deciding whether to 
disclose business information, 
Whenever the Department docides to 
disclose business information over the 
objection of a submitter, it shall give the 

submithlr written notice, which shall 
include: 

(1) A statement of the reason why
 
each of the submitter's disclosure
 
obl'ections Wl1S not sUslil.ined;
 

Z) A desCIiption of the information to 
be disclosed; and 

(3) A specified disclosure date, which 
shall be a reasonable lime sub8equent to 
the notice. 

(i] Notice Df low5uit. Whenever a
 
requester files a lawsuit saeking to
 
compel the disclosum of information,
 
the Department shall promptly notify
 
the submitter
 

(j) Notice to requester. WhQnever the 
Department provides a submitter with 
notice and an opportunity to object to 
disclosure under paragraph (d) Df this 
section, tho Department shall also notify 
the requester, Whenever the Department 
notifies a submitter of its intent to 
disclose requested information under 
paragraph (h) of this section, the 
Department shall al$O notify the 
requester. Whenever a submitter files a 
lawsuit seeking to pwvent the 
disclosure of business information, the 
Department shall notify the requester, 

§ 171.14 FellS to bo chaYged-general. 
The Department shall saak to charge 

fees that recoup the full alloweble direct 
costs it incurs in processing a FOIA 
request. It shall use the most efficient 
and least costly methods to comply with 
requests for documents made under the 
FOL'\.. The Department will not charge 
fees to any requoster, including 
commercial usc reque$leTB, if the cost of 
collecting El fee would be equal to or 
greater than the fee itself, Witl1thll 
exceptiDn of requesters seeking 
documents for El commercial use, the 
Department will provide the first two 
hours of search time and the first 100 
pages of duplication without charge, By 
making a FOlA request, the fllquester 

. ahall be considered to have agreed to 
pay all applicable fees up to $25.00 
unless a foe WAiver has been grantad. 

fa) S~Q:c,,~e9 for n::J;';iJn.~i~""e p csrcJ.;;. If 
the Dapartment estimates that the t>el1rch 
costs will oxce",d $25,00, the requester 
shaH be so nDtified_ Such notice shall 
offer the requoster the opportunity to 
confer with Department personnel with 
the object of reformulating the request to 
meet the requBster's needs at a low(\r 
cost. The request shal! not be procE!Bsed 
further unless the requester agrees to 
pay the estim<lted fees. 

(1) Manua/searches. The Department 
will charge at the salary rate (i,a., b/;!$ic 
pay plus 16 parcent of basic pay) of thl) 
employee making the search. 

(2) Computer searches. The 
Department will charge at the actual 
direct cost of prOViding the service, This 
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Inclnded on the ForA home page are 
lJnk~ to other sites where Department 
information mllY be available. The 
Department's Priv<lcy Act sy$ternB of 
rocord,; <l.Ild the various records 
dispo6ition schedules may be found on 
lh~ Department's FOIA home page 
under "Referenco Mllterials." 

§ 171.5 Requeot:l for lnfonnatlon-types 
and how mllds. 

(a} Rtlquests for records in accordance 
with this chapter mf\Y be made by mail 
addressed to the Information ami 
Privacy Coordinator, U.S. Department of 
State, SA-2, 515 22nd Street, NW., 
Washington, DC Z05ZZ-f,001. Facsimile 
requests under the FOrA only may be 
sent to: (202) 261-8579. E-mai) requests 
cannot be accepted at this time. 
Requesters Me urgod to indicate clearly 
on their roquests the provif,ioU ofl<lw 
under which they Me requesting 
information. Thi~ will fftcilitate the 
processing of the request by the 
D!lpilrtrnHnt. In ony case, the 
Department will process the req\lest 
under the provision of law that provide6 
the greatest access to the requosted 
records. 

(b) Requests may also be mil.de by the 
public in person from 8:15 a.m. to 5 
p.m. at the Department of State, SA-Z, 
515 22nd Street, NW.. Washington, DC. 

(c) Although no PAtticular request 
format is r~ql.l.ired, it is essential that a 
reguest reasonably describe the 
Dflpartment t'flcorcts that are sought. The 
bUIden of adequately identifying the 
r~coId reqnested lies with tho rElquester. 
Raq\lo/lta Should be specific and include 
all pertinent details about the request. 
For FOrA req\I(l$tll, the request should 
include the subject. timeframe, any 
incH iduals involved. and reasons why 
the Department is believed to have 
records on the subject of the request. For 
Privacy Act requests, the request should 
state Iha type of records sought, the 
complete naml1 and dRte and place of 

"rth of the 3ubject of tho ii1tpJ.EiS\1 and 
the timeframe for the records. An 
orlgiIl(l1 siSIHItUfe is required. See 
§ 171.12(b) for guidance rega.rding third 
party requests. Individuals may seek 
assistance regarding any aspect of their 
requeete from the Chief. Requestm 
Liaison Division, (202l261~B484. 

(d) While every effort is made to 
gUBfIlntee the greatest pO$sible access to 
all requosters rllgardless of the specific 
statutll under which the information is 
roqullstad. the following guidance is 
provided for individullh in requesting 
records: 

(1) Frcedom of Information Act. 
Requests for documents concerning the 
general activitills of government fUld of 

the Depctrtment of State in particular 
(see subpart B of this part). 

(2) B.O. 12958. Requ8sts for 
mandatory review and declassification 
of specific Department records and 
requests for access to such recorda by 
historical researchers and certain former 
government officiala(see mbpart C of 
this part). 

(3) Privacy Act. Requests from U.S. 
citizens or legal permanent resident 
aliens for rllcords that pertain to them 
and that are maintained by the 
Department under the individual's 
name or personal identifier (sl)'e subp<U't 
D of this part). 

(4) Ethics in Government Act. 
Requests for the financial Disclosure 
Statements of Department Employees 
covored by this Act (SilO' subpart E of 
this part). 

(el First,inljirst.out processing. As a 
genem) metter, information access 
requests Me processed In the order in 
which they Me received. However. if thll 
request is specific and the BBarch can be 
narrowed, it may be procossed more 
quickly. 

(I) Cut·off date. In determining whic;h 
records are reeponsive to e request. tha 
Department ordinarlly will include only 
rscords in its possessIon as of the date 
the s!larch for responeive documents is 
initiatGd, unless the requester has 
specified an earlier time frame. 

(gl Records previously withheld or in 
litigation. Requests shall not be 
processed for records that have been 
reviewed and withheld within the past 
two yearn or whose withholding is the 
subject of lltlgation. 

§ 171.6 Archlvo1l record$. 
The Department ordinarily transfers 

records to the National Archives when 
they are 25 years old. Accordingly, 
requests for records 25 yoars old or 
older should be addressed to: Archives 
II, 8601 Adelphi Road, National 
Archives at College Park, MD 20470
60· 1. 

SUbpart B-Freedom of Information 
Act Provisions 

§171.10 Purposa and scope. 
This subpllrt containa the rules that 

the Department follows under the 
Freedom of Information Act (FOlA) , 5 
U.S.C. 552. The rules should be read 
together with the FOIA which provides 
addit ione.l information about access to 
records and contains the specific 
exemptions that are applicable to 
withholr.Hng information. Privacy Act 
records determined to be exempt from 
disclosure under the Privacy Act are 
processed as well under the FOlA and 
are subject to this subpart. 

§ 171.11 Definitions.
 

As used in this subpart, the following
 
definition$ shall ap£ly:
 

(a) Freedom of Information Act o~ 
ForA means tho statute codified at 5 
U.S,C. 552, as amended. 

(b) Deportment means the United 
States Department of Slate, including its 
field offices and Foreign Service posts 
abroad; 

(cl Agency means any executive 
department, military c1E1parlment, 
Government corporation, Government 
controlled corporation, or other 
establishment in the executive branch of 
the government (including the 
Executive Office of tha President), Of 

any indepflodent regulatory agency; 
[d) InformaHon ond Privacy 

Coordinator means the Director of thl:l 
Department's Office of Information 
Programs and Services (IPS) who is 
responsible for processing requosts for 
access to infOrIllEltion under the FOrA, 
the Privacy Act, E.O. 12958, and the 
Ethics in Government Act; 

(e) Record moans all inform<ltion 
under the control of the Deparhnent, 
including information created. stoflld, 
and retrievable by electronic means, 
regardless of physical form or 
characteristics. made in or received by 
tha Department and preserved as 
evidence of the organization, functions, 
policies, decisionl', procedmes, 
operations or other activities of the 
Department or because of thl! 
informational value of the data 
conteined therein. It includes records of 
other Government agencies that have 
been expressly placed under the control 
of the Department upon termination of 
those agencios. lt does not include 
p8~eonel records created primarily for 
the personal convenience of an 
individual and not used to conduct 
Department buslnElss and not integrated 
into the Department's record keeping 
system or files. It does not include 
records that are not already in existence 
ann t ::It wOlald "VB to e created 
specifically to meet arequest, However, 
information available in electronic form 
shall be searched and compiled in 
response to a request unless such search 
and compilation would significantly 
interfere with the operation of the 
Department'8 automated information 
systems. 

(f) Control meons the Department's 
legal a\lthority over a record, taking into 
account the ability of the DepartmAnt to 
Ui:e and dispose of the record as it sees 
fit, to legally determine tho disposition 
of a record, the intent of the record's 
creator to retain or relinquish control 
over the record, the extant to which 
Department personna) have read or 
relied upon the record, and the degree 

17T /17W rl SS:11 900c-pc-lnr 
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addltional information or 
documontation. 

(2) A consumer might provide a law 
ant"<)fcement report similar to the report 
in paragraph (c)(1l of this section but 
certain importllnt information such as 
the consumer's date of birth or Social 
Security number may be missing 
because t.be consumer chose not to 
provide it. The information furnisher or 
COtlSllnler reporting agency could accept 
Ihi~ report, but it would be reasonable 
to requiro that the consumer provide the 
missing information. 

(3) A consumer might provide a law 
enforcement report generated by an 
automatoJ ~y~tem with a simple 
allegation that an identity thr;ft occurred 
to support a request for a tn'ldeline block 
or cessation of information furnishing. 
In such a case, it would be reasonable 
for all infonnalion furnitiher or 
consumer reporting ilgency to a8k that 
the consumer fill out Rnd have notarized 
the Commission'~ ill Theft Affidavit or 
a similar form und proVide somo form 
of Ideotil1cstion documentation. 

(4) A consumer m[ght provide e taw 
enforcement report generated by an 
~lItom!\ted system with a simple 
allegation that fln identity theft occurred 
to support a request for en extended 
fraud alert. In this case, it would not be 
reaHonabJe fora consumer reporting 
~gency to require additional 
documentetion or information, :mch as 
fl notarized affidavit. 
.2. Add Part 613 to read as follows: 

PART 613-DURATION OF ACTIVE 
DUTY ALERTS 

Ser..
 
613.'1 Duralion of aclivs duty alerts.
 

Authority: Pun. L. 10tl-16Q, scc. 112(a); IS 
U.S.C.IGBle-l. 

§813.1 Duration of active dUty alerls. 

The duration of an activA duty alert 
shal be twelve months. 
• 3. Add Part n14 tD rQ~d ~< f"\1 \"S' 

PART 614-APPROPRIATE PROOF OF 
IDENTITY 

SL'C.
 

fi14.1 Appropriate proof of identity.
 

Authority: Pub. L. 106-159, 6ec.l1z(b). 

§ 614.1 Approprlllt9 proof of Identity. 
(il) CooAumer reporting agencies shall 

develop and implement reasonable 
requjrements for what information 
consumors shall prOVide to constitute 
proof of identity for purposes of sections 
B05A, (105B, lind 609{aJ(1} of the Fair 
Credit Reporting Act. In developing 
these requirements, the consumer 
reporting agencies must: 

(1) Ensure that the information is 
sufficient to eMble the consumer 
reporting agency to match consumers 
with their files; and 

(2) Adjust the information to be 
commensurate with an identifiable risk 
of harm arising from misidentifying the 
consumer. 

(b) Examples of Information that 
might constitute reasonable information 
requirements for proof of Identity are 
provided for illustrative purposes only, 
as follows: 

(1) Coutiumer file match: The 
identification [nformRtion of the 
consumer including his or hl;lr full name 
(flM, middle initiaL last. suffix), any 
other or previously used names, currBnt 
and/or recent full address (street 
number and neme, apt. no., city, state, 
and zip codel, full 9 digits of Social 
Security number, and/or date of birth. 

(2) Additional proof of identity: 
copies of govllrnment issued 
idgntification documents, utility bills, 
and/or oilier methods of authentication 
of a person's identity which may 
include, but would not be limited to, 
answering questions to which only the 
(;onmmer m.ight be exp8ctgd to know 
the answer. 

Ily dirE1Ction of the Commi6sioll. 
Donald S. Clark, 
Sgcrotary. 

IFR boc. 0'1-2"569 Filed 11-2-04; 6;45 ilIIll 
91LLINQ COcE 67SIHlH' 

DEPARTMENT OF STATE 

22 CFR Part 171 

[Public Notice 4641] 

RIN 140o-Aa65 

Availability or Information to the Public 

AGENCY: State Department. 
ACTION: Final rule. 

t: 

Department's proposed rule published 
on March 31, 2004-. The rule revises the 
Department's regulations governing 
access by the public to information that 
i6 under the control of the Department 
in ordl;lr to reflect changes in the 
provisiona of basic underlying laws and 
executive orders perta.ining to access to 
information (i.e .. the Freedom of 
Information Act, the Privacy Act, 
Executive Order 12058 on National 
Security Information, the Ethics in 
Government Act) and in the 
Department's procedures since the last 
revislon of the Department's regulations 
on this subject. The Department . 
received one non-substantive comment. 

and proposos no ChlH\gee to the 
proposed rule. The proposed rule is 
therefore issued as final. 
EFfECTIVE DATE: This rule ill effective on 
Nov"mber 3, 2004. 

ADDRESSES: Persons wishing to make 
requeBtB for information undl;lf theae 
regulat.ions should address such 
requests to: Margaret P, Grafeld. 
Director, Office of Information Programs 
and Services, U.S. Department of State, 
SA-2, 515 22nd St., NW., Washington, 
DC 20522-6001. Tel: 202-261-8300; 
FAX: 202-261-8590. 

Parsons with access to the Internet 
may also view thia notice by going to 
the regulations.gov Web site at http:// 
tvww.regulations.govlindex.cfm . 
FOR FURTHER INFORMATION CONTACT: 
Margaret P. Grafeld, Director, Offica of 
Information Programs and Service$, U.S. 
Department of State, SA~2, 515 22nd 
St., NW., Washing on, DC 20522-6001. 
Tel: 202-261-8300:FflX: 202-261
8590. 

SUPPLEMENTARY INFORMATION: The 
Department's propo~"d rule was 
published as J1ublic Notice 4(353 at 69 
FR 16841-16853 on March 31,2004, 
with a gO-day public comment period. 
The Department received one non· 
substantive comment rggarding Reading 
Room hours of operation, which Wag 

satisfied by the availability of the 
Department's FOJA Web site 24 hours a 
day. Additionally, while the Depertment 
does not accept ForA requests via e
mail, we are beginning to accept 
requests via our Wgb site. 

The Freedom of Information Act 
(ForA), the Privacy Act (PA). and 
certain portiOl\~ of the Ethics in 
Government Act and Executive Order 
12958, e.s amended, provide for aCCI;lSS 

by the public to records of executive 
branch e.gencies, subject to cilftain 
restrictions and exemptiona. 22 CPR 
part 171 sets forti' the Department's 
regulations implementing the access 
proviSions of tho~e statutes end the 

xecuiive Order. Smce the iast 
publication of the rogulationll in the 
1980's, there have boen sign.ificant 
changes in the law governing access to 
government information by the public, 
particularly with respect to the FOlA 
and the Executive Order. In addition. 
cartain court decisions have been 
rendered that affect such access 
prov isiono. 

A major revision of the Freedom of 
Information Act was enacted in 1996, 
the so·ca11 ad Electronic Freedom of 
Information Aet. The changes effected 
by the Electronic Freedom of 
Information Act amendments of 19!1B 
included provisions with respect to the 
form in which agencies are required 10 
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(B)	 would deprive a person of a right to a fair trial or an impartial 

adjudication; 

(C)	 could reasonably be expected to constitute an unwarranted 
invasion of personal privacy; 

(D)	 could reasonably be expected to disclose the identity of a 
confidential source; 

(E)	 would disclose techniques and procedures for law enforcement 
investigations or prosecutions, or would disclose guidelines for law 
enforcement investigations or prosecutions if such disclosure could 
reasonably be expected to risk circumvention of the law; and/or 

(F)	 could reasonably be expected to endanger the life or physical 
safety of any individual. 

The Privacy Act (5 U.S.c. § 552a) 

•	 Exemption § 552aU)(2), whereby records may be withheld from 
disclosure which are maintained by an agency or component 
thereof which performs as its principal function any activity 
pertaining to the enforcement of criminal laws and which consists 
of: 

(A)	 information compiled for the purpose of identifying individual 
criminal offenders and alleged offenders; 

(B)	 information compiled for the purpose of a criminal investigation; 
and/or 

(C)	 reports identifiable to an individual. 

•	 Exemption § 552a(k)(2), whereby information compiled for law 
enforcement purposes, other than for the purpose of a criminal 
investigation, including material which, if released, would reveal the 
identity of a source who furnished information to the government. 

Amendment rights 

In accordance with § 552a(d)(2) of the Privacy Act and § 171.35, Title 22 of the 
Code of Federal Regulations, an individual has the right to request that the 
Department amend a record pertaining to her or him which the individual 
believes is not accurate, relevant, timely, or complete. A copy of this regulation 
is enclosed, if applicable. 




