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MOTION FOR GRANT F. SMITH FOR LEAVE TO FILE

A BRIEF AS AMICUS CURIAE

Grant F. Smith respectfully moves this Court for leave to file the attached brief as amicus
curiae over issues raised by evidence he has gathered and distributed to the public through articles and
books, which has been submitted as evidence by the Plaintiff-Appellant, which is also serving as
evidence in other formal legal proceedings, but which has been materially misrepresented by the

Defendant-Appellee.

Jeff Stein of the Washington Post calls Smith “a Washington D.C. author who has made a
career out of writing critical books on Israeli spying and lobbying.”* James Petras, Bartle Professor
(Emeritus) of Sociology at Binghamton University, New York claims "Grant F. Smith is without peer

as an archival scholar." Author and journalist Philip Weiss claims that “the best investigative work is

! Stein, Jeff “Israeli intelligence, our constant companion” The Washington Post, March 24, 2010
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being done by Grant Smith...”* Nathan Guttman of The Jewish Daily Forward recognizes Smith as

leading a pubic effort to “call attention of the authorities to AIPAC’s activity and demands public

scrutiny of the group’s legal status.”®

John J. Mearsheimer, the R. Wendell Harrison Distinguished
Service Professor of Political Science at the University of Chicago claims “Grant Smith's new book” is
a major step forward in correcting that problem. He provides a fascinating--and disturbing--account of
how I.L. Kenen laid the groundwork for AIPAC, the most powerful organization in the lobby.” Smith

has written a half-dozen books about Israel lobbying and espionage in the United States, as well as

AIPAC’s history.

On July 25, 2011 the Defendant-Appellee filed its BRIEF OF APPELLEES claiming that the
Plaintiff’s defamation suit was properly dismissed in Superior Court. As evidence it responded to
declassified FBI files first obtained by the amicus curiae under the Freedom of Information Act. the
Defendant-Appellee has previously cited the amicus curiae's ongoing public interest correspondence
with the Office of the President and subsequently introduced by the Plaintiff-Appellant into evidence in
both Superior and Appeals court. The Defendant-Appellee fundamentally misrepresents the contents of

the declassified FBI files and their meaning through erroneous statements and selective extraction.

As a recognized expert and public interest advocate, the amicus curiae is an interested party in
guestions raised by this matter. The negative effects of AIPAC's possession of confidential US
business information contained in still-classified sections of the report Probable Economic Effect of
Providing Duty-Free Treatment for Imports from Israel are non-trivial and ongoing. The amicus curiae

has led two separate efforts filed under Section 301 of the Trade Act of 1974 seeking $6.64 billion in

? Weiss, Philip "Why there is no mainstream investigative journalism about the Israel Lobby" MondoWeiss,
March 30, 2010

* Guttman, Nathan "Rosen Remains Determined to Prove Trafficking in Secrets is Normal at AIPAC" December
2,2010

* America’s Defense Line, ISBN 978-0976443728



compensation for the US exporters that suffered the loss and misuse of their confidential business data
at the hands of AIPAC and the Israeli Ministry of Economics.” The amicus curiae is currently
readying a third and more extensive filing for submission to the Section 301 Committee of the Office of
the US Trade Ambassador presenting new information about ongoing losses and damage to US trade
relations caused by AIPAC's use of confidential business data even as private parties consider preparing

their own civil actions.

AIPAC's possession and use of the classified and business confidential information contained in
Probable Economic Effect of Providing Duty-Free Treatment for Imports from lIsrael in tight
coordination with the Israeli government is also a key component of a body of evidence submitted in an
effort led by the amicus curiae to compel the US Department of Justice to register AIPAC as a foreign
agent of the Israeli Ministry of Foreign Affairs under the 1938 Foreign Agents Registration Act. The
amicus curiae is currently in negotiations with the Department of Justice to brief Attorney General Eric
Holder about the large and growing body of evidence first presented to Foreign Agents Registration Act

Section Chief Heather Hunt in November of 2009.°

Finally, the amicus curia is engaged in ongoing communications with the Tax Exempt Division
of the Internal Revenue Service of the US Treasury Department over questions about AIPAC's tax-
exempt status. The evidence submitted in this effort supporting revocation includes documentation of
AIPAC's ongoing circulation of classified US government information which is incompatible with its

claimed charitable purpose. The amicus curiae's last interaction with the IRS on this matter took place

> See Amicus Curie’s Ex. A Filing to the USTR Section 301 Committee seeking $6.64 billion in compensation for
US Industry Organizations May 24, 2010

® See Amicus Curie’s Ex. B Heather H. Hunt, Chief, Registration Unit, Counterespionage Section, National
Security Division response to Amicus Curiae request to Brief AG Holder, December 29, 2011



December of 2011.” The amicus curiae continues to provide updates about the ongoing of damage
caused by AIPAC's theft and use of classified information and confidential business information in

1984.

The Defendant-Appellee misrepresents in its court filings some of the important primary
research documents and findings made publicly available through the amicus curiae's public interest
research. If the Appeals Court issues a decision based on misrepresentations of this evidence, the Court
could legitimate the Defendant-Appellee's false representations, negatively impacting the amicus
curiae's ongoing efforts to improve rule of law and governance in the United States through the
warranted oversight and proper regulation of AIPAC. A judgment issued on the basis of
misrepresentation may also negatively impact future civil actions and criminal prosecutions in an area
of increasing national concern: the private acquisition, circulation and illicit use of classified US
government and confidential business information submitted to the US government. For the foregoing
reasons, the amicus curiae respectfully requests that this Court GRANT this Motion and accept the

attached amicus curiae brief instanter.

Respectfully submitted
Grant F. Smith, pro se

’ See Amicus Curie’s Ex. C Nanette M. Downing, Director, Exempt Organization Examinations, confirmation of
receipt of information about AIPAC tax exempt status, December 8, 2011
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COURT OF APPEALS
STEVEN J. ROSEN, )
)
Plaintiff-Appellant )
V. )
) Appeal No. 11-cv-368
AMERICAN ISRAEL PUBLIC AFFAIRS )
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)

On July 25, 2011 the Defendant-Appellee filed its BRIEF OF APPELLEES claiming that the
Plaintiff’s defamation suit was properly dismissed in Superior Court. The Defendant-Appellee
responded to declassified FBI files first obtained on July 31, 2009 by the amicus curiae under the

Freedom of Information Act. '

The Defendant-Appellee fundamentally misrepresents the contents and
meaning of the declassified FBI files through erroneous statements and selective extraction. This could
prejudice the amicus curiae's public interest efforts to obtain the due regulation of AIPAC under the
Foreign Agents Registration Act, a review of its tax-exempt status, and future disgorgement of benefits
derived from illicit utilization of confidential business information. It could also negatively impact the

future efforts of private parties that directly suffered confidential business information loss to AIPAC

from seeking redress through individual civil actions.

! See Amicus Curie's Ex. D David M Hardy, Section Chief, Records Management Division, FBI, résponse cover
letter to Amicus Curiae releasing 82 pages under FOIA 1124826-000 dated July 31, 2009



A.  AIPAC WAS NOT CLEARED OF WRONGDOING OVER CIRCULATION OF 1984

CLASSIFIED US GOVERNMENT DOCUMENTS AS CLAIMED BY THE DEFENDANT-

APPELLEE.

Between 1984 and 1987 the American Israel Public Affairs Committee was investigated by the
FBI for theft of government property and espionage. The Defendant-Appellee argues in his July 25,
2011 BRIEF OF APPELLEES “what he [Rosen] does not go on to indicate is that following an FBI
investigation, that AIPAC was cleared of any wrongdoing and the document that formed the basis of

the investigation contained no classified national defense information. (App. 606-629)."

In fact, AIPAC was never "cleared of any wrongdoing.” The FBI investigation files
declassified and released to the amicus curiae in 2009 reveal that the investigation was terminated
because the Israeli Minister of Economics who passed the classified US International Trade
Commission report Probable Economic Effect of Providing Duty-Free Treatment for Imports from
Israel to AIPAC claimed diplomatic immunity from prosecution and refused to reveal how he obtained
it to FBI special agents. According to a final March 31, 1986 FBI report "In view of the above
information and due to the fact that [censored] has claimed diplomatic immunity in the matter, active
investigation into this matter will be discontinued at WFO." However, this was far from an exoneration
of AIPAC's receipt and use of the classified information. This is reflected in the FBI Washington Field
Office's readiness to reopen the case if any new leads were developed. The same March 31, 1986
summary report states "Washington Field will be contacted by the USTR or the ITC if pertinent

information is developed regarding this or similar incidents."?

? See Amicus Curie's Ex. E Declassified FBI investigation files "Theft of classified documents from the Office of
the United States Trade Representatives" released under FOIA 1124826-000 to the Amicus Curiae on July 31,
2009



B. AIPAC AND ITS EMPLOYEES WERE NOT CLEARED OF IMPROPRIETY OVER

CIRCULATION OF 1984 CLASSIFIED US GOVERNMENT DOCUMENTS AS CLAIMED

BY THE DEFENDANT-APPELLEE.

The Defendant-Appellee argues in his July 25, 2011 BRIEF OF APPELLEES that, "There was
no evidence of any kind presented in the record that the alleged 1984 involvement by AIPAC that was
investigated by the FBI, involved any impropriety by AIPAC or any AIPAC employee." This statement
is also false. AIPAC was advised that the classified report in its possession was stolen property and had

to be returned to the US Trade Representative. According to the FBI's February 13, 1986 interview
of AIPAC's Head of Congressional Relations and Lobbying, an AIPAC employee made an
illegal copy of the classified document before returning it to the government. "Prior to
returning the document, BLANK asked to have a duplicate copy of the document made so that
the staff of the AIPAC could further examine the report." Knowingly copying, retaining and
continuing to use this report after the return order was clearly an impropriety of AIPAC and its

employees. *

C. THE 1984 INVESTIGATION OF AIPAC CENTERED ON CLASSIFIED US GOVERNMENT

DOCUMENT THEFT.

The Defendant-Appellee further argues in his July 25, 2011 BRIEF OF APPELLEES that "The
matter clearly involved no classified documents.” This is false. The FBI investigation was pursued on
the basis of the US Trade Representative’s criminal complaint that AIPAC had in its possession the

stolen government classified document Probable Economic Effect of Providing Duty Free Treatment

* See Amicus Curie's Ex. E Declassified FBI investigation files "Theft of classified documents from the Office of
the United States Trade Representatives" released under FOIA 1124826-000 to the Amicus Curiae on July 31,
2009



for U.S. Imports from Israel, Investigation No. 332-180. * This document was a product of an advice
and consent process informing the US government whether or not to deliver valuable permanent trade
preferences to Israel in the mid-1980s. This process involved soliciting and compiling confidential

business data from over seventy US industry participants.

In the year 2011 the amicus curiae won partial declassification and release of Probable
Economic Effect of Providing Duty Free Treatment for U.S. Imports from Israel through a lengthy
appeals process to the Interagency Security Classification Appeals Panel. However a December 22,
2011 letter the Office of the US Trade Representative affirmed that only "some portions" of the report
had been declassified and released. Other portions of the report remain classified "because the data

discloses confidential business information which the ITC obtained from private sources."”

D. AIPAC'S DE FACTO POLICY ON CLASSIFIED INFORMATION HANDLING IS OF

PUBLIC INTEREST

The question of whether the Defendant-Appellee condones the receipt, circulation and tactical
use of classified information is of primordial importance in this defamation suit and to outside efforts to
properly regulate AIPAC. It is of vast public importance to outside stakeholders who believe that,
based on public interest research and news reports, AIPAC engages in classified information trafficking
with utter impunity. The Defendant-Appellee's efforts to minimize AIPAC's past activities is an

attempt to muddy a deep and well-documented pool of evidence relevant to this question. Moreover,

* See Amicus Curie's Ex. E Declassified FBI investigation files "Theft of classified documents from the Office of
the United States Trade Representatives" released under FOIA 1124826-000 to the Amicus Curiae on July 31,
2009

> See Amicus Curie’s Ex. F Jonathan R. Weinberger, Associate General Counsel, Executive Office of the
President, Office of the United States Trade Representative, decision to declassify and release some portions of
the report "Probable Economic Effect of Providing Duty-Free Treatment for Imports from Israel” sent to the
Amicus Curiae on December 22, 2011.



this question could be rather easily resolved if both parties were compelled by the Appeals Court to

engage in a bona fide process of discovery and cross-examination.

On November 15, 1985, just as news of the Jonathan Pollard Israeli espionage incident was
breaking, the FBI Director ordered the FBI Washington Field Office to “expeditiously conduct
investigation in accordance with the provisions of Section 52, manual of Investigative Operations and
Guidelines” into AIPAC’s possession of Probable Economic Effect of Providing Duty Free Treatment
for U.S. Imports from Israel, Investigation No. 332-180. On December 17, 1985 FBI Special Agent
John Hosinki reported on a meeting with AIPAC during which he demanded information about "1.
Who at AIPAC had knowledge of this report being in the possession of AIPAC, 2. Who received or
handled this report at AIPAC, 3. Who furnished this report to AIPAC," and the current residence for an

AIPAC employee with knowledge of the matter.

FBI agents interviewed an AIPAC employee on December 19, 1985 who admitted that she had
received the classified report. She stated to the FBI that “it was her responsibility to study any reports
or documents pertaining to American Israeli trade and considered the receipt of this report a very
ordinary event.” On December 19, 1985 FBI agents interviewed another AIPAC employee who
confirmed that “this document was marked ‘confidential’" and that she received the document “from an
Israeli Embassy official” whom she then identified by name. On February 13, 1985 the FBI interviewed
a third AIPAC employee who confirmed that after being ordered to return the classified document by
the USTR, he “asked to have a duplicate copy of the document made so that the staff of the AIPAC
could further examine the report.” The AIPAC employee also confirmed that an Israeli Embassy

official “had initially provided the report to a representative of AIPAC.”

The FBI Washington Field Office on March 7, 1986 interviewed this Israeli diplomat who had

provided the classified report to AIPAC. The diplomat “advised that he furnished the report to an



employee at the American Israel Public Affairs Committee (AIPAC) during the Spring or Summer of
1984.” The diplomat further advised that “it would be impossible within the professional ethics of a

diplomat to identify individuals who provide certain information to a diplomat.”

If this defamation proceeding wishes to understand AIPAC's de facto policy on classified US
government information, it should depose and cross-examine the following parties who have now been
identified through cross-referencing public information and newly released law-enforcement
documents. Dan Halpern was the former Israeli Minister of Economics who obtained and gave the
classified report to AIPAC. Douglas Bloomfield was the lobbying official who ordered that illegal
copies be made of the classified report after AIPAC was ordered to return it to the US Trade
Representative. Ester Kurz was the AIPAC employee who received the report at a meeting with
Halpern and later claimed to have destroyed the illicit duplicate by "throwing it down her garbage

chute" according to her FBI interview.

It is amicus curiae's view that the Plaintiff-Appellant has not deposed, nor would he ever call
Douglas Bloomfield to testify about his classified information handling, compensation, retention by and
employment incentives given by AIPAC. This is because Bloomfield has been publicly pressuring and
advocating that AIPAC provide a private financial settlement to Rosen. In a New Jersey Jewish News
article published days after the Plaintiff-Appellant filed his defamation suit, Bloomfield seemed to
subtly threatened to reveal AIPAC as an Israeli government agent, claiming "Trials can be dangerous
things. And not just for the accused. They can make or break prosecutors, defense lawyers, and judges.
And even a vaunted lobby. The American Israel Public Affairs Committee and its leaders could be the
biggest losers in a case that threatens to expose the group’s inner secrets. One of the topics AIPAC
won’t want discussed, say these sources, is how closely it coordinated with Benjamin Netanyahu in the

1990s, when he led the Israeli Likud opposition and later when he was prime minister, to impede the



Oslo peace process being pressed by President Bill Clinton and Israeli Prime Ministers Yitzhak Rabin
and Shimon Peres. That could not only validate AIPAC’s critics, who accuse it of being a branch of the

Likud, but also lead to an investigation of violations of the Foreign Agents Registration Act."®

Properly deposing AIPAC executives and Mr. Bloomfield about why he was allowed to
continue working at the organization even after improperly handling US government classified
information would serve the public's heavy interest in this proceeding. A proper deposition and
interview of AIPAC employee Ester Kurz and her superiors along the same lines would also be of great
value. This is because their past illicit activities continue to negatively impact thousands of US workers

and tens of industries.

E. AIPAC’S CIRCULATION OF CLASSIFIED GOVERNMENT DOCUMENTS HARMED US

INDUSTRIES AND WORKERS AND UNDERMINED THEIR CONFIDENCE IN

GOVERNMENT AND DUE PROCESS

The Defendant-Appellant has previously described in Superior Court AIPAC’s possession of
Probable Economic Effect of Providing Duty Free Treatment for U.S. Imports from Israel, Investigation
No. 332-180 and the FBI investigation as “ancient” and “irrelevant to this action.” Nothing could be
further from the truth. The negative consequences of AIPAC’s possession of this particular classified
document are ongoing and may even be measured on a yearly basis. This is because Probable
Economic Effect of Providing Duty Free Treatment for U.S. Imports from Israel, Investigation No. 332-
180 was no ordinary government document. Rather, it was a compilation of confidential US business

information broadly solicited by the International Trade Commission, on behalf of the US Trade

® See Amicus Curie’s Ex. F Bloomfield, Douglas "The 'AIPAC Two' aren't the only ones on trial" New Jersey
Jewish News, March 5, 2009



Representative, as originally announced through a February 15, 1984 Federal Register notice.” In that
notice, the US government specifically promised to protect confidential business information submitted
by industry organizations concerned about giving trade preferences to Israel. The US Bromine Alliance
complained bitterly to ITC Chairwoman Paula Stern on November 1, 1984 that "The US Bromine
Alliance provided very sensitive cost information to the Commission in response to the Commission's
requests for confidential business data in connection with its report on a free trade agreement with
Israel. The Alliance presumes that these data were quoted in the Commission's confidential report to
the USTR, a copy of which was obtained by representatives of the American-Israel Public Affairs
Committee..."® ITC Chairwoman Paula Stern confirmed in a November 29, 1984 letter that the US
Bromine Alliance had indeed lost a great deal of confidential business information when the report was
circulated by the Israeli Government and given to AIPAC. "You requested us to describe, characterize,
or specify what business confidential information submitted by the U.S. Bromine Alliance in your letter
of April 27, 1984 was included in the U.S. International Trade Commission's confidential report to the
U.S. Trade Representative on investigation No. 332-180, Probable Effect of Providing Duty-Free
Treatment for Imports from Israel...Specific business confidential numbers extracted from the Alliance's
letter and shown in the report included: (1) the production cost for bromine, (2) production cost, raw
material cost, depreciation or manufacturing cost, by-product cost, and shipping cost for the compound

n9

TBBPA and (3) the length of time that sales of domestic TBBPA could be supplied from inventory.

But the US Bromine Alliance, representing thousands of American jobs and vast sunk

investments for domestic production and opposed to facing a foreign government-owned and subsidized

’ See Amicus Curie’s Ex. H Federal Register / Vol. 49, No 32 / Probable Economic Effect of Providing Duty-Free
Treatment for Imports from Israel” February 15, 1984

® See Amicus Curie’s Ex. | US Bromine Alliance Letter to the International Trade Commission over Data loss”
ITC Public file November 1, 1984

° See Amicus Curie’s Ex. J International Trade Commission Chairwoman Paula Stern letter to the Bromine
Alliance on confidential business data loss, November 29, 1984



competitor, was far from the only US interest group negatively impacted by the circulation of the
classified report. Many others were concerned that information delivered in strict confidence to the
government could be so easily lost and turned against them. This undermined their faith in the US
government and belief in due process. Footwear Industry Association Executive Vice President Fawn
Evenson characterized AIPAC's action as "heavy handed".*® An analysis of all industry participants
that participated in hearings or the preparation of Probable Effect of Providing Duty-Free Treatment for
Imports from Israel reveals that 76 organizations such as Monsanto, the AFL-CIO, and Dow Chemical
lobbied against trade preferences by providing critical public and private input, 4 were neutral, and only
23 relatively minor entities providing information in favor of it."* By violating the due process of the
negotiations, AIPAC and Israel were able to leverage the sensitive information from the classified
document, unavailable from any legitimate market research or public domain source, and win zero-sum
economic advantages that have been quantitatively revealed over time. With the report in hand, AIPAC
and the Israeli Ministry of Economics were able to launch a broad public relations campaign aimed at
minimizing informed industry group concerns about impact of the trade preferences and while
publicizing inflated estimates of mutual benefits in order to win its ratification by Congress. In reality
the actual trade benefits have been almost entirely one-sided, an anomaly among all US bilateral trade

agreements.

Quantitatively the US-Israel bilateral agreement is America’s single worst performing bilateral
trade agreement as measured by its large contribution to the US trade deficit. Every other bilateral
agreement™ either delivers a trade surplus to the US, or generates imports and exports roughly at par

over time while increasing mutually beneficial overall trade volumes. Measured by the bilateral trade

'® Hosenball, Mark “Footwear Industry News” October 1, 1984

! See Amicus Curie’s Ex. A Filing to the USTR Section 301 Committee seeking $6.64 billion in compensation
for US Industry Organizations May 24, 2010 (does not include appendix of FBI documents).

'2 Australia, Bahrain, Chile, Jordan, Morocco, Singapore.



deficit, the 1985 US-Israel bilateral agreement turned a generally balanced trading relationship in place
through the mid-1980s into a chronic US deficit with Israel that steadily grew from zero to $9.2 billion
by 2009, reaching $9.6 billion in 2010. Under unfavorable conditions such as floating tarriffs and “at
risk” (no patent) launch of products such as generic pharmaceuticals or outright copycat drugs, the US
share of Israel’s total goods import market dropped from over 25% in 1985 to less than 15% in 2007
while the US is now the destination for up to 40% of Israel’s exports.”* There has been some redress
for subsequent intellectual property violations. Since the year 2000 Israel appeared on the USTR’s
official “watch list” no less than five times as an intellectual property violator. This problem was
foreseen in 1984 by Monsanto’s leadership’s concerns over Israeli patent protection.™ But Monsanto’s
right to petition government effectively was subverted along the due process rights of the 73 other

petitioner organizations when AIPAC obtained their closely held trade and market secrets.

E. AIPAC’S PAST CIRCULATION OF CLASSIFIED GOVERNMENT DOCUMENTS IS NON

TRIVIAL AND SUBJECT TO FUTURE REDRESS AND DISGORGEMENT

In an earlier December 23, 2010 Superior Court motion the Defendant-Appellee claimed that
“many of the documents are almost 30 years old when AIPAC was a different organization, with
different board members and a different executive director.” While AIPAC has undergone employee
turnover, its corporate culture has not changed. This is likely due to the fact that it rarely faces
penalties for illegal acts. However, when AIPEC was incorporated in the District of Columbia in 1963
it was granted perpetuity and responsibility for its actions. Moreover when AIPAC applied for in 1967,
and received in 1968, IRS tax exempt status as a social welfare organization, it became subject to even

higher standards of conduct in order to maintain the many considerable benefits granted to charities by

® US Census Bureau International Trade Statistics Division TradeStat Express Database
' See Amicus Curie’s Ex. K Monsanto Letter to Kenneth Mason of the International Trade Commission over
patent concerns” ITC public file, May 2, 1984
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the IRS. While the Defendant-Appellee may wish to be exempt from the long term consequences of
what it deems “ancient” incidents, a corporation cannot escape the legal, moral and reputational
consequences of its past actions through wishful thinking or court documents that attempt to rewrite and

trivialize history.

If the 1984 “incident” dismissed by AIPAC had occurred just a decade later, it likely could
have more easily been criminally prosecuted. The Economic Espionage Act 1996 Act protects US
industries from economic intelligence gathering, including theft of trade secrets, in order to prevent
international rivals from unfairly gaining long-term economic advantages. Because of the ongoing
nature of trade and trade regulations, AIPAC will still have to face consequences for its actions in 1984.
This is because now that Probable Effect of Providing Duty-Free Treatment for Imports from Israel is
finally partially declassified, organizations that suffered misappropriate of their data in 1984 can in
2012 finally begin to seek compensation from AIPAC and the Israeli Ministry of Economics over

ongoing losses.

D. CONCLUSION

The Defendant-Appellee clearly wishes to minimize the contents and implications of the full
FBI investigation file uncovered and first made public by the amicus curiae, introduced into public
interest complaints and partially introduced as evidence by the Plaintiff-Appellant. While the
Defendant-Appellee is entitled to its own opinions about the relevance of this evidence, the Defendant-
Appellee is not entitled to manufacture its own facts and seek dismissal through misrepresentations and
selective citations. From an interested outside perspective, the Defendant-Appellee's ongoing and
purposeful misrepresentations and omissions designed to minimize AIPAC’s past handling of classified
government documents are indistinguishable from the conduct for which it publicly chastised the

Plaintiff as being outside “the conduct that AIPAC expects from its employees.” The amicus curiae

11



would invite the Appeals Court to exercise its inherent powers to craft and issue the appropriate orders
against the Defendant-Appellee and its legal counsel as may be necessary in order to ensure that the
court is able to reach a resolution that will be just and based on a full airing of all relevant past AIPAC

activities.

The amicus curiae also notes that other courts, both criminal and civil, have started, or soon
will be initiating, actions relevant to instances of classified US government information that is privately
sought, obtained and circulated by persons not entitled to receive it. The consequence of the circulation
of classified information by nongovernmental entities and individuals is becoming a matter of much
broader public interest because the stakes are high and potential fallout enduring. If the Court thought it
would be helpful, the Amicus Curiae could participate in upcoming hearings and the informed

questioning of current and former AIPAC officials.

Finally, the amicus curiae notes the value of bona fide discovery and cross examination of
AIPAC employees and officials directly involved in the 1984 incident investigated by the FBI. From
the outside public interest standpoint, it is evident that AIPAC has been circulating classified US
government information for a long time with impunity, to the lasting detriment of Americans. The
Defendant-Appellee must not be allowed to use this or any other court proceeding to knit together dark

yarn of false statements into an opaque cloak of manufactured facts.

Respectfully submitted
Grant F. Smith, pro se
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Exhibit A

BEFORE THE OFFICE OF THE

UNITED STATES TRADE REPRESENTATIVE

) Petition for Relief Under
INSTITUTE FOR RESEARCH:

) Section 301(a) of the Trade
MIDDLE EASTERN POLICY, INC

) Actof 1974, as Amended,

) 19U.S.C. 88 2411 et seq.

PETITION

The Institute for Research: Middle Eastern Policy (IRmep) represents American citizens and industries
residing in 42 states concerned about trade, development and US Middle East policy formulation. IRmep
also represents some of the US industries and organizations originally opposed to passage of the 1985
US-Israel Free Trade Area. (See Appendix #1)

During the spring of 1984 American trade associations, companies and industry representatives provided
business confidential information solicited through the Federal Register by the International Trade
Commission and US Trade Representative for development of a classified 300+ page report on proposed
duty-free entry of Israeli products into the US market. In 1984 the Israeli Minister of Economy Dan
Halpern obtained the classified US government report Probable Economic Effect of Providing Duty Free
Treatment for U.S. Imports from Israel, Investigation No. 332-180. Halpern passed it to the American
Israel Public Affairs Committee (AIPAC) to lobby and engage in public relations in order to generate
conditions favorable for passage of the FTA in the US. By request of the USTR, the FBI launched an
investigation into how Israel and AIPAC obtained and circulated copies of the classified report during the
most critical negotiation period. AIPAC was ordered to return the classified business confidential
information, but instead made an unauthorized copy to continue leveraging the data against US industry.
After Halpern claimed diplomatic immunity, the Justice Department closed down the investigation. US
industries were never compensated. The FBI investigation file wasn't declassified until the summer of
2009. (See Appendix #2) The USTR continues to refuse declassification and release of the trade report
due to the extreme sensitivity of the data. (See Appendix #3)

Section 301 of the U.S. Trade Act of 1974, “authorizes the President to take all appropriate action,
including retaliation, to obtain the removal of any act, policy, or practice of a foreign government that
violates an international trade agreement or is unjustified, unreasonable, or discriminatory, and that
burdens or restricts U.S. commerce.”

An analysis of the performance of all other US-bilateral FTAs reveals that they do not deliver a systemic
advantage to any partner. Whether one country or another has a trade surplus in any given year is a
"random walk" responding to market forces. In 2010, the US had a $31.43 billion surplus with its
bilateral FTA partners, though in 2006 and 2007 these same agreements produced a narrow US deficit.
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US-other Bilat FTA Trade in Goods
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Figure 1 US-Bilateral FTA Performance

Because Israel unfairly leveraged business confidential information stolen from US corporations and
industry groups to create new export oriented industries to penetrate the American market, it gained an
unwarranted systemic advantage. The US-Israel FTA is an anomaly among FTAs in that it principally
benefits the foreign party, providing a destination for 40% of Israel's exports. It resembles a private
industry funded foreign aid program more than a bilateral FTA. In 2010 the US Israel FTA produced an
$11.2 billion US deficit in goods trade. Over the past 10 years, the US deficit has averaged $7.09 billion
per year. Since 1985 the cumulative US-Israel deficit in current dollars is $80.9 billion.
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US-Israel Trade in Goods
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It is probable that if the US-Israel free trade negotiations and subsequent exchange had taken place
without the misappropriation of classified US trade data, it would more resemble other US-bilateral trade
agreement performance. Absent the Israeli advantage achieved through data misappropriation, it is highly
likely US-Israel trade would have been in parity, producing no systemic deficit for the US. Under
normal conditions, the US would have likely enjoyed a 50% share of bilateral flows, or $33.2 billion in
additional exports to Israel.

Assuming average wholesale margins of 20%, over the last ten years US exporters lost $6.64 billion due
to this Israeli violation of the U.S. Trade Act of 1974. The 76 organizations opposed to the FTA (or their
successors) have never been fairly compensated for Israel's theft and ongoing use of their confidential
business information.

This petition seeks | sraeli government compensation for the trade data theft equal to a total $6.64
billion settlement divided between the 76 US industry groupsin proportion to their 10 year trailing
gross revenue. If the Isradli government refuses to pay, an import duty to generate $6.64 billion
compensation over the next five years should immediately applied to Israeli exportsto the US.
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Appendix #1 - US Industries Opposed to the 1985 US-Israel FTA
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Abex Corporation
AFL-CIO

AG West, Inc.

American Butter Institute

American Dehydrated Onion and Garlic
Association

American Farm Bureau

American Fiber Textile Apparel Coalition
American Hoechst Corporation
American Mushroom Institute
American Protective Services
Applewood Orchards

Apricot Producers of California
Arkansas Industrial Development
Axette Farms, Inc.

Belger Cartage Service

Bob Miller Ranch

Byrd Foods, Inc.

California Avocado Commission
California Dried Fig Advisory

California League Food Processors
California Tomato Growers Association
California Tomato Research
California-Arizona Citrus

Casa Lupe, Inc.

Davis Canning Company

Dow Chemical, U.S.A.

Ethyl Corporation

Florida Citrus Mutual

Furman Canning Company

Gangi Bros Packing Co.

Garden Valley Foods

George B. Lagorio Farms

Great Lakes Chemical Corporation
Greater Chicago Food Brokers
Harter Packing Co.

Hastings Island Land Company
Heidrick Farms, Inc.

Hunt-Wesson Foods

King Bearings, Inc.

Langon Associates

Leather Products Coalition

Letica Corporation

California Farm Bureau Federation
Liquid Sugar

Mallet and Sons Trucking Company
McGladdery & Gilton

Monsanto

Monticello Canning Company, Inc.
National Cheese Institute

National Milk Producers Federation
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New Jersey Food Processors
Ohio Farm Bureau Federation
Otto Brothers Farms

Pacific Coast Producers
Perrys Olive Warehouse
Radial Warehouse Company
Rominger & Sons, Inc.

Roses, Inc.

Rubber Manufacturers Association
Footwear Division

San Jose Chamber of Commerce
South Georgia Plant Growers

Sporting Arms and Ammunition
Manufacturers Institute, Inc.

Stephen Investments, Inc.

Sun Garden Packing Company
Sunkist Growers, Inc.
Transport Associates, Inc.
Tri/Valley Growers

U.S. Bromine Alliance

United Midwest Manufacturing Company
University of California

Victor A. Morris Farms
Warren Hicks & Sons, Inc.
Western Growers Association
Westpoint Pepperell, Inc.
Woolf Farming Co.

Zonner, Inc.
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Appendix #2 -Declassified FBI Investigation into Israeli/AIPAC Theft of
Classified Trade Data
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o U.S. Department of Justice

National Security Division

Washington, DC 20530

DEC 29 2011

Mr. Grant F. Smith

Director of Research

Institute for Research Middle Eastern Policy
Calvert Stagion

P.O. Box 32041

Washington, DC 20007

Dear Mr. Smith:

This is in response to your letter of August 23, 2011, to the Attorney General expressing
your view that the American Israel Public Affairs Committee (AIPAC) should be required to
register under the Foreign Agents Registration Act of 1938, as amended, 22 U.S.C. § 611 ef seq.
(FARA).

You will recall that representatives of the Department’s Foreign Agents Registration
Unit, including myself, met with you in November 2009. At that meeting you presented your
position, both orally and in writing, as reflected in your recent letter, that AIPAC should register
under FARA. On April 19, 2011, you requested a meeting with the Attorney General to discuss
these same matters. We responded by letter dated May 18, 2011, requesting any additional
information you may have regarding AIPAC. We have reviewed your August 23, 2011 letter
and note that this letter contains the information previously presented in your prior letters and in
our meeting. If you wish to share additional information with us please feel free to do so.

Sincerely,

< ‘,_,%/ — 7
Heather H. Hunt, Chief
Registration Unit

Counterespionage Section
National Security Division
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A

DEPARTMENT OF THE TREASURY

o INTERNAL REVENUE SERVICE
TAX EXEMPT AND MC 4910 DAL
GOVERNMENT ENTITIES 1100 Commerce Street
DIVISION Dallas, TX 75242
GRANT F SMITH DATE OF THIS NOTICE:
PO BOX 32041 December 08, 2011
WASHINGTON, DC 20007 CONTACT TELEPHONE NUMBERS:

Toll Free 1-877-829-5500

Dear Sir or Madam:

Thank you for the information you submitted regarding AMERICAN ISRAEL PUBLIC
AFFAIRS. The Internal Revenue Service has an ongoing examination program to
ensure that exempt organizations comply with the applicable provisions of the internal
Revenue Code. The information you submitted will be considered in this program.

Internal Revenue Code section 6103 protects the privacy of tax returns and tax return
information of all taxpayers. Therefore, we cannot disclose the status of any
investigation. If, at a later date, you have additional information that you believe is
relevant to this matter, please attach a copy of this letter to the information and send it
to the address shown above.

We appreciate your concern in bringing this matter to our attention. If you have
additional questions, please call Customer Account Services at (877) 829-5500.

Sincerely,

7 (7 chette M, J)gunsiy

Nanette M. Downing
Director, EO Examinations

Letter 4426 (9-2008)
Catalog Number 25761K



U.S. Department of Justice

Federal Bureau of Investigation
Washington, D.C. 20535

Tuly 31, 2009

MR. GRANT F, SMITH

INSTITUTE FOR RESEARCH: MIDDLE EASTERN POLICY
CALVERT STATION

POST OFFICE BOX 32041

WASHINGTON, DC 20007

Subject: AMERICAN ISRAEL PUBLIC
AFFAIRS COMMITTEE 1984
INVESTIGATION

FOIPA No. 1124826- 000

Dear Mr. Smith:

The enclosed documents were reviewed under the Freedom of Information/Privacy Acts (FOIPA), Title 5,
United States Code, Section 552/552a. Deletions have been made to protect information which is exempt from disclosure,
with the appropriate exemptions noted an the page next to the excision. In addition, a deleted page information sheet was
inserted in the file to indicate where pages were withheld entirely. The exemptions used to withhold information are marked
below and explained on the enclosed Form OPCA-16a:

Section 552 Section 552a

Q)(1) D(b)THA) 0(d)(3)
B(b)(2) a(b)7)(B) QG)2)
O(b)(3) &(b)(7)}(C) D{k)(1)

O(bX7HD) O(k)(2)
_ L(b)7)(E) S{k}3)

O(b)7)(F) Q{k)4)
O{b)(4) O{b}(8) D(kX5)
a{b)(5) O(b)) D(k)(6)
R(b)(6) B{k)}(7)

B4 page(s) were reviewed and 92 page(s) are being released.

0 Document(s) were located which originated with, or contained information concerning other
Government agency(ies) [OGA). This information has been:

O referred to the OGA for review and direct response to you.

O referred to the OGA for consultation. The FBI will correspond with you regarding this
information when the consultation is finished.

® You have the right to appeal any denials in this release. Appeals should be directed in writing lo the
Director, Gffice of Information Policy, U.S. Department of Justice,1425 New York Ave., NW,

Suite 11050, Washington, D.C. 20530-0001. Your appeal must be received by OIP within sixty (60) days
from the date of this letter in order to be considered timely. The envelope and the letter should be clearly
marked "Freedom of information Appeal.” Please cite the FOIPA Request Number assigned to your
request so that it may be easily identified.

O The enciosed material is from the main investigative file(s) in which the subject(s) of your request was
the focus of the investigation. Our search located additional references, in files relating to other



Exhibit D individuals, or matters, which may aor may not be about your subject(s). Our experience has shown,

when ident, references usually contain information similar to the information processed in the main file{s).
Because of our significant backlog, we have given priority to processing only the main investigative file(s).
If you want the references, you must submit a separate request for them in writing, and they will be
reviewed at a later date, as time and resources permit.

B See additional information which follows.

Sincerely yours,

Drlealyl

David M. Hardy

Section Chief
Record/Information
Dissemination Section
Records Management Division

Enclosure(s)

This constitutes the final release for this request. All responsive documents from file #52B-WF-18153
have been processed.

To minimize costs to both you and the FBI, duplicate copies of the same document were not processed.

No fees are assessed for the first 100 pages of duplication. Therefore, the enclosed documents are
being forwarded to you at no charge.
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EXPLANATION OF EXEMPTIONS

SUBSECTIONS OF TITLE 5, UNITED STATES CODE, SECTION 552

(b)(1)  (A) specifically authorized under criteria established hy an Executive order to be kept secret in the interest of national defense or foreign
poliey and (B) are in fact properly classified to such Executive order;

{(h¥(2)  related solely to the intcrnal personnel rules and praetices of an ageney;

(h)(3)  specifically exempted from disclosure by statute (other than scetion 532b of this title), provided that such statute(A) requires that the
matters be withheld from the public in such a manner as to Icave no discretion on issue, or (B) estahlishes particular criteria for
withholding or refers to partieular types of matters to be withheld;

(b)(4)  trade seerets and commercial or financial information ohtained from a person and privileged or confidential,

(bX5)  inter-agency or intra-agency memaorandums or letters which would not he availahle by law to a party other than an agency in litgation
with the agency;

(h)(6)  personnel and medical files and similar files the disclosure of which would constitute a clearly unwarranted invasion of personal privacy;

(b)(7)  records or information eompiled for law enforcement purposes, but only to the extent that the produetion of such law enforcement
rccords or information ( A ) could be reasonably be expected to interfere with enforcement proceedings, ( B ) would deprive a person
of a right to a fair trial or an impartial adjudication, ( C) could be reasonably expected to constitute an unwarranted invasion of personal
privacy, ( D ) could reasonably be cxpected to disclose the identity of confidential source, including a State, local, or foreign ageney or
authority or any private institution which furnishcd information on a confidential basis, and, in the ease of record or information compiled
by a criminal law enforcement authority in the course of a eriminal investigation, or by an agency conducting a lawful national security
intelligence investigation, information furnished hy a confidential source, { E ) would disclese techniques and procedures for law
enforcement investigations or prosecutions, or would disclosc guidelines for law enforeement investigations or prosecutions if such
disclosure could reasonably be cxpected to risk circumvention of the law, or ( F ) could rcasonably be cxpected to endanger the lifc or
physical safety of any individual;

(b)(8)  contained in or related to examination, operating, or condition reports prepared by, on behalf of, or for the use of an agency responsible for
the regulation or supervision of financial institutions; or

(b))  geologieal and geophysical information and data, including maps, coneerning wells.
SUBSECTIONS OF TITLE 5, UNITED STATES CODE, SECTION 552a
(d)X5) information eompiled in reasonable anticipation of a eivil action proceeding;

G¥2) matcrial reporting investigative efforts pertaining to the enforeement of eriminal law including efforts to prevent, control, or reduce
crime or apprehend eriminals;

(k)(1)  information which is currently and properly classified pursuant to an Exeeutive order in the interest of the national defense or foreign
policy, for example, information involving intelligence sourees or methods;

(kX2)  investigatory material compiled for law enforcement purposes, ather than eriminal, whieh did not result in loss of a right, benefit or
privilege under Federal programs, or which would identify a sourec who fumished information pursuant to a promise that his/her identity
would be held in eonfidence;

(k)(3)  material maintained in conncetion with providing proteetive services to the President of the United States or any other individual pursuant
to the authority of Title 18, United States Code, Seetion 3056;

(k)(4)  required by statute to be maintaincd and used solely as statistical records;

(k)5)  investigatory material compiled solely for the purpose of determining suitability, eligibility, or qualifieations for Federal eivilian
employment or for aceess to classified information, the disclosure of whieh would reveal the identity of the person who furnished
information pursuant to a promise that hissher identity would be held in confidence;

(k)(6)  testing or examination material used to determine individual qualifieations for appointment or promotion in Federal Government service the
release of which would compromise the testing or examination progess;

(k)(7)  material used to determine potential for promotion in the armed scrvices, the disclosure of whieh would reveal the identity of the person
who furnished the material pursuant to a promise that his/her identity would be held in confidence.
FBI/DOJ
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00 :WASHINGTON FIELD

LG K. e 7 3e)
ON JUNE 13, 1934.Tﬂ | ASSOCIATE GENERAL

COUNSEL, OFFICE OF THE UNITED STATES TRADE REPRESENTATIVE,
600 17TH STREET, NORTHWEST, WASHINGTON, D.C. {HDC), ADVISED
THAT THE UNITﬁD STATES TRADE REPRESENTATIVE FUNCTIONS TO
ASSIST THE PRESIDENT OF THE UNITED STATES IN NEGOTIATING
TRADE AGREEMENTS WITH FOREIGN COUNTRIES. AMBASSADO#
WILLIAM BROCK HEADS THIS AGENCY AﬁD_HOLDs CABINET LEVEL
RANK.

EXPLAINED THAT BEFORE THE PRESIDENT CAN ENTER INTC

LBS agt
(4)

Approved / Transmittad 4
(Numbe&__‘ - (Time} -

=13
h7C

b6
b7C
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0O Telatype O fmmediate 1 TOP SECRET
0 Facsimile 0O Priority [3J SECRET
O O Routine 0 CONFIDENTIAL,
. . 0 UNCLASEFTO .
3 UNCLAS :
l Date

PAGE TWC DE WF #0017 CORFIDENTIAS

A TRADE NEGOTIATION HE OFTEN ASKES-THE ﬁNITED STATES
INTERNATIONAL TRADE COMMISSION'(USITC)-FOR ADVICE ON THE
PROBABLEﬁfCONOMIC AFFECT OF ANY AGREEMENT HE MIGHT NEGOTIATE.
IN THIS CASE, ADVICE WAS REQUESTED IN FEBRUARY OF 1584,
CONCERNING AN‘AGREEMENT WITH THE STATE OF ISRAEL. THIS
INFORMATION WAS RECEIVED FROM THE USITC DURING THE LAST

WEEK OF MAY. THIS INFORMATION WAS CLASSIFIED CONFIDENTIAL.

TWO DAYS PRIOR TO RECEIVING THE DOCUMENTS FROM THE

~

INTERNATIONAL TRADE COMMISSIONl,I |.'ADVISED THAT HE HEARD

A RUMOR THAT THE AMERICAN ISRAELI PUBLIC %E‘EAIRS COMMISSION

(AIPAC) ALREADY HAD RECEIVED COPIES OF TH;S DOCUMENTS .

STATEF' THAT APPROXIMATELY TWO WEEKS PASSED AND WHILE

THEY WERE DECIDING WHERE AND WHO THIS INFORMATION WOULD BE
DIVULGED TO, A CONGRESSIONAL STAFFER ADVISED THEM THAT
THE ISRAFELIS WERE OFFERING COPIES OF THIS DOCUMENT TO
MEMBERS OF CONGRESS BECAUSE THE UNITED STATES TRADE REPRE-
SENTATIVE WAS SLOW IN DELIVERING THEM. |

LAST FRIDAY, ON JUNE 15, 1984, GENE R _THE
UNITED STATES TRADE REPRESENTATIVE.|

P

b6
b7C

Approved: L : Transmitted Per

(Number) (Time)




*Exhibit E i - ‘ _ . .

. » . - - :
- - T b e e e w Ses et PO SR BRI TS MR X N !h.\n::-.!-u.-.a-m-:-u-‘-._-...‘.—- i -
B - f

#D-38 (Rev, 8-26-82) ' :
(=] Fal S

TRANSMIT VIA: i PRECEDENCE! *  CLASSIFICATION:
O Teletype O Immediate O TOP SECRET
O Facsimile O Priority O SECRET -
= O Routine " [ CONFIDENTIAL -
. O UNCLASEFTO
O UNCLAS . -
Date

PAGE THREE DE WF #0017 -CONFIDENTIAL—

CONTACTED OF THE AMERICAN ISRAELI PUBLIC AFFAIRS

COMMISSION AND ASXED HER IF AIPAC HAD A COPY QOF THIS REPORT.

REPLIED YES AND SAID THE MATERIAL WAS bé
k7C

CLASSIFIED AND ASKED FOR IT TO BE RETURNED.

LATER ON, THE DIRECTOR OF AIPAC TELEPHONED

AND ADVISED THAT HE HAD NO KNOWLEDGE THAT AIPAC HAD OBTAINED
A CLASSIFIED DOCUMENT AND HE STATED THAT THE MATERIAL WOULD
BE RETURNED AND THAT THEY WOULD COOPERATE IN EVERY WAY IN
ANY INVESTIGATION TO DETERMINE HOW THEY RECEIVED A COPY OF
A CLASSIFIED POCUMENT.

LATER ON THAT DAY, AN UNBOUND XEROX COPY OF THIS
DOCUMENT WAS.DELIVERED BY AN AIPAC MESSENGER TO THE UNITED
STATES TRADE REPRESENTATIVE OFFICE.

[ |ADVISED THAT ALL INFORMATION CONTAINED IN THIS

DOCUMENRT WAS CLASSIFIED CONFIDENTIAL OR BUSINESS CONFIDEN- - E?C

TIAL. THE HIGHEST LEVEL OF CLASSIFICATION IN THIS REPORT IS

CONFIDENTIAL. [ |ESTIMATES THAT BY OBTAINING THIS DOCU-
St TIoA)

MENT, THE PRESIDENT'S NEGOTIATING ! CONCERNING A

TRADE AGREEMENT BETWEEN THE UNITED STATES AND THE STATE OF

ISRREL IS COMPROMISED BECAUSE THIS REPORT DIVULGES THOSE

Approved: Transmittad Pear
{Number) {Time}

-
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PAGE FOUR DE WF iOOl?-GGHFEBEﬂTii&T :
PRODUCTS AND INDUSTRIES THAT HAVE BEEN IDENTIFIED BY THE
INTERNATIONAL TRADE COMMISSION AS BEING THE MOST SENSITIVE
TO IMPORTS FROM ISRAEL. ALéo. THE REPORT BASICALLY STATES
THAT THE UNITED STATES CAN LOWER DUTIES ON ALL GOODS BEING
IMPORTED FROM ISRAEL AND IT WILnggm-HURT ANY—YNITED STETES—- gé:~f"’”‘
INDUSTRIES-EXCERT- SEVEN INDUSTRIES. THESE INDUSTRIES ARE
LISTED IN THIS REPORT.

I:]ADVISED THAT THIS DOCUMENT WAS STOLEN OR GIVEN

TO THE AIPAC BY EITHER?? MEMBER OF THE UNITED STATES TRADE

L |
REPRESENTATIVE STAFF 3# THE INTERNATIONAL TRADE COMMISSION. b7c

ADVISED THAT HE BELIEVES THE COPY CAME FROM THE

INTERNATIONAL TRADE COMMISSION BECAUSE ALL INTERNAL COPIES
KEPT AT THE UNITED STATES TRADE REPRESENTATIVE ASSOCIATION
WOULD HAVE AN INTERNAL.DOCUMENT CONTROL NUMBER IN THE UPPER
RIGHT HAND CORNER OF THE COVER PAGE. THE DOCUMENT IDENTIFIED
AS BAVING BEEN RETURNED FROM AIPAC HgD NO SUCH NUMBER.
INbESTIGATION CONTINUING, fBIHQ WILL BE ADVISED OF

PERTINENT DETAILS.

Aqmﬁgd: | Transmitted : Per
(Number) (Time}
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b6
ON JUNE 15, 1984, | lAssoc1ATE GENERAL b7C

COUNSEL, OFFICE OF THE UNITED STATES TRADE REPRESENTATIVE,

620 17TH STREET, NORTHVEST, WASHINGTON, D,C, (WDO, ADVISED

THAT THE UNITED STATES TRADE REPR-ESEQTATI{IE FUNCTIONS TO

ASSIST THE PRESIDENT OF THE UNITED STATES IN NEGOTIATING

TRADE AGREEMENTS WITH FOREIGN COUNTRIES, AMBASSADOR

WILLIAM BROCK HEADS THIS AGENCY AND HOLDS CABINET LEVEL

RANK, C : b6
. . . Bi7C

EXPLAINED THAT BEFORE THE PRESJPENT, AN ENTER INTO
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-PAGE INO DE WF @217 -eoNFIDENTIAL | ' )
A TRADE NEGOTIATION HE OFTEN ﬁSREs'rHE UNITED STATES

INTERNATIONAL TRADE COMMISSION CUSITC) FOR ADVICE ON THE

PROBABLE ECONOMIC AFFECT OF ANY AGREEMENT HE MIGHT NEGOTIATE.

IN THIS CASE, ADVICE WAS REQUESTED IN FEBRUARY OF 1984,

CONCERNING AN AGREEMENT WITH THE STATE OF ISRAEL, THIS

INFORMATION WAS RECEIVED FJOM THE USITC DURING THME LAST
WEEK OF MAY, THIS INFORMATION WAS CLASSIFIED CONFIDENTIAL.
TWO DAYS PRIOR T0 RECEIVING THE DOCUMEFTS FROM THE

INTERNATIONAL TRADE COMMISSION, ADVISED THAT HE HEARD

bé

A RUMIR THAT THESAMERICAN ISRAELI PUBLIC AFFAIRS COMMISSION L7c

(AIPAC) ALREADY HAD RECEIVED COPIES OF THESE DOCUMENTS.

STATED THAT APPROXIMATELY TWO WEEKS PASSED AND WHILE

THEY WERE DECIDING WHERE AND WHO THIS iNFORMATION WouLD BE
DIVULGED T0, A CONGRESSIONAL STAFFER ADVISED THEM THAT

THE ISRAELIS WERE OFFERING COPIES OF THIS DOCUMEMT T
MEMBERS QF CONGREéS BECAUSE THE UNITED STATES TRADE REEP e

SENTATIVE WAS SLOW IN DELIVERING THEX,

——

Womamamy,

LAST FRIDAY, ON JUNE 15, 1984, GENERAL COUNSEL FOR THE b

UNITED STATES TRADE REPRESEFTATIVE,




PAGE THREE DE WF £017 CONFIDENTIAL _
CONTACTED OF THE AMERICAN ISRAELI PUBLIC AFFAIRS .
COMMISSION AND ASKED HER IF AIPAC HAD A COPY OF THIS REPORT.D e

REPLIED YES ANDS SAID THE MATERIAL WAS

CLASSIFIED AND ASKED FOR IT TO BE RETURNED,

LATER OW, OF AIPAC TELEPHONED

AND ADVISED THAT HE HAD NO KNOWLEDGE THAT AIPAC HAD OBTAINED
A CLASSIFIED DOCUMENT AND HE STATED THAT THE MATERIAL WOULD

BE RETURNED AND THAT THEY EUULD(_QD_DPERATE IN_EVERY WAY IN

ANY INVESTIGATION TO DETERMINE HOW THEY RECEIVED A COPY OF
A CLASSIFIED DOCUMENT,

LATER ON THAT DAY, AN _UNBOUND XEROX COPY OF THIS

DOCUMEFT WAS DELIVERED BY AN _AIPAG MESSENGER TO THE URITED
STATES TRADE REPRESENTATIVE OFFICE,

—— ot

ADVISED THAT ALL INFORMATION CONTAINED IN THIS

DOCUMENT WAS CLASSIFIED CONFIDENTIAL OR BUSINESS CONFIDEN .
0

TIAL, THE HIGHEST LEVEL OF CLASSIFICATION IN THIS REPORT IS b7c

CONFIDENTIAL, -ESTIMATES THAT BY OBTAINING THIS DOCU~
MENT, THE PRESIDEFT"S NEGOTIATING- POSITION CONCERNINC_S A

TRADE AGREEXENT BETWEEN THE UNITED STATES AND THE STATE OF
ISRAEL IS COMPROMISED BECAUSE THIS REPORT DIVULGES THOSE
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* PAGE FOUR DE WF G017 -GONFIBENTIAL
PRODUCTS AND ENDUSTRIES THAT HAVE BEEN IDEFTIFIED BY THE
INTERNATIONAL TRADE COMMISSION AS BEING THE MOST SENSITIVE
TO IMPORTS FROM ISRAEL, ALSD, THE REPORT BASICALLY STATES
THAT THE UNITED STATES CAN LOWER DUTIES ON ALL GOODS BEING
IMPORTED FROM ISRAEL AND IT WILL ONLY HURT
SEVEN INDUSTRIES. THESE INDUSTRIES ARE

LISTED IN THIS REPORT.
ADVISED THAT THIS DOCUMENT WAS STOLEN OR GIVEF

TO THE AIPAC BY EITHER A MEMBER OF THE UNITED STATES TRADE

FERERRRE -l S LVLICRY R AN N

\EEERESENTATIUE STAFF OR THE INTERNATIONAL TRADE COMMISSION/
ADVISED THAT HE BELIEVES THE COPY CAME FROM THE

INTERNATIONAL. TRADE. COMMISSION BECAUSE ALL INTERNAL COPIES
KEPT AT THE UNITED STATES TRADE REPREStNTATIUE ASSOCIATION
WOULD HAVE AN INTERNAL DOCUMENT CONTROL NUMBER IN THE-UPPER....
RIGHT HAND CORNER OF THE COVER PAGE, THE DOCUMENT IDENTIFIED

AS HAVING BEEN RETURNED FROM AIPAC HAD NO SUCH NUMSER,
INVESTIGATION CONTINUING, F3IHQ WILL BE ADVISED OF

PERTINENT DETAILS, . '
. —-B-5ET—DECE—0A DR+
BT
eet7
NNNN - -
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DECLASSIFIED BY B02244c baw/de/ 303"
W MR R . 0N 04-17-2009 - .
Airtel

Date: 8/13/84

TO: DIRECTOR. ¥FBI

FROM: BAC, WASHINGTON FIELD OFFICE' (65C-13181) (P) (CI-7)

UNSUBS: | B i .
THEFT OF CLASSIFIED DOCUMENTS FRCM

THE UNITED BTATES TRADE REPRESENTATIVES:
ESPIONAGE-ISRAEL )

00 : HFO  SEQRET -

—“A—markings,—notations—and—ittems—of—information

—srherwige—notat—

Re WFO tel to Director dated §/20/84.

EFnclosed for the Bureau are the'original and four
copies of an LHM dated and captioned as above.

4 “

Preliminary investigation by WFO indicates that the
confidential report on trade with Israel was likely taken while
being prepared at the International Trade Commission (ITC). A
cursory review of security procedures at ITC disclosed no
security procedures are in place that would prevent outright
theft or the printing of an "extra” copy of the report.

This confidential report contains no national defense
information and was orignally classified to protect the U.S.
bargaining position during negotiations with Iarael. The
"Business Confidential”™ information identifies seven U.S8,

industries that would be harmed by lowering import tariffs on
Israel products. .

558
OADR

reau_ (Enc. 5)
1-Washington Field

MFR:1d
{3) )
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DECLASSIFIED .BY 60324 we baw/dk/3bs
ON 04-17-2009 =

U.8. DEPARTMENT OF JUSTICE
FEDFRAL BUREAU OF INVESTIGATION
WASHINGTON FIELD OFFICE
WASHINGTON, D.C. 20535
August 6, 1884

UNKNOWN SUBJECTS: .
” . THEFT OF CLASSIFIED DOCUMENTS FROM
' THE. OFFICES OF
THE UNITED STATES TRADE REPRESENTATIVES;:
ESPIONAGE-ISRAEL
PRELIMINARY INQUIRY
(INITIATED JUNE 19, 1884)

XA

OFFICE OF ORIGIN: WASHINGTON FIELD OFFICE

DATE INVESTIGATIVE SUMMARY PHEPARED: August 13, 1884

BASIS FOR INVESTIGATION:

Investigation is based upon a complaint received from
| | Aasociate General Counsel., Office of the
United States Trade Representative (USTR), 600 17th Street, NW,
Washington, D.C. (WDC). This complaint alledges that person(s)
unknown had made available to the government of Israel. a
confidential report published by the International Trade
Commigsion outlining The Probable Effect of Providing Duty-Free
Treatment of Imports from Israel (332-180).

INVESTIGATION TO DATE:

On January 25, 1964, the U.S. International Trade
Commigsion (ITC). WDC, was requested by the USTR to prepare a
report for the President relating to the establishment of a free
trade area with Israel. This report was to be available within
four month, The first "prehearing report™ was published April 4,
1384, by ITC. Twenty copies were distributed within ITC to key

This document contains neither recommendations nor
conclusions of the FBI. It is the property of the FBI
and is loaned to your agency: it and itm contaents are
not to be distributed outside your agency.
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UNKNOWN SUBJECTS

oo

personnel. On May 3, 1384, five more copies were distributed
within ITC for senior staff/editorial review and for review by
the six ITC Commissionergs. On May 16, 1984, 13 more copies
called “"Action Jacket™ copies were distributed within ITC as a
device for recording the clearances and comments of the
‘commisgioners. On May 31, 1884, 40 copies of the final report

were distributed with one.copy to -the President,

2B copies to

USTR, and 11 copies within ITC. One copy of the statistical
appendix to the subject report was made available to USTR on May
9, 13984, to assist in the preparation of testimony hefore
Congress. No other copies were available to any other

individuals or agenciesg until May 30. 13984.

On May 21, 1984. a DEPARTMENT OF COMMERCE (DOC)
employee was in Jerusalem following the formal U.S.-Israeli
negotiationg which had been held LhT week before. This employee
met with a of the Israeli delegation and
an Igraeli Embaggsy official from WDC. stated he had
received a cable from the Israeli Embassy in WDC and then

proceeded to read from this cable what appeared to be a full
summary of the report including the conclusions regarding

sengitive products.

On or about May 30, 18984, prior to the USTR
distribution of the "final report.” 3 member of the Trade
Subcommittee of the Senate Finance Committee notified USTR that
after a conversation with an employee of the AIPAC. WDC, this
member was left with the impression that AIPAC had a copy of the
gubject report although they did not offer a copy to this
employee. This AIFPAC member wasg familiar with the report’s

contents and conclusions.

On June 7, 1984, the Israeli trade ini nd [:::::::]
[ifffifﬁrwith Ambassador WILLTAM BROCX I USTR.

ecalled that was aware of the contents of the

report.

On June 12 and 13, 1984, information pasgsed to USTR
indicated that certain members of Congress could acgquire copies

of the ITC report through AIPAC.

On June 15, 1984, the USTR general counsel telephoned

ATPAC employee and inguired if had a copy of
the USTR report. advised they did. was asked to
pies.

return this confidential report and all co

[

of AIPAC, contacted USTR,

Subsequently.
to claim no

knowledge of the report himself and to disassociate himself from

such activities. A copy of the USTR report was

subseqguently

SEeRET
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V2 CECHRER D
RR UF
DE Ha @115 2442222 DECLASSIFIED BY 80524 uc bawsak zhsz
) UN N4-17-2008 .
INY S5888

R S@2016L AUG B4

4 DIRECTOR FB1

TO- FRI WASHINGTON FIELD OFFICE ¢85C=-131351) ROUTINE

BT N

R e e _

UNSUBS: THEFT OF CL&SSIFI'D.DUEUM;":MTS FiOM THE UNITED 3TATES
TRADE REPHESEH‘T.ﬂ.TIUEé-:‘IUMHGE-' ISHAEL 3 OO0 .:.W.Fﬂ

RE WASH MSTON FIELD OFFICE AIRTEL, AND EflCLOSED LHM, DATED

HUGUE';I 15, 1984,
 IN DISCUSSIONS WITH THE DEPARTHEMNT OF JUSTICE Do) |
REGARDING CAPTIONED CASE, DOJ OPINED THAT CAPTIONED HATIER DID
K0T REP . .
ESENT 4 VIOLATION OF THE ESPIONAGE STATUE AS IT WAS

[

REFORTED THAT MO WATIDHAL DEFENSE INFORMATION WAS UTILIZED IN &~
T1:IE PREPARATION OF THE REFORT. D!].J ADVISED 4 WIOLATION OF THE Fﬁ

THEFT OF DCIUE‘R"'FHE:["]T PROPERTY (¢IGF) STATUS HAE OCCURRED AND THAT 5_/

IHE MERLIIS OF II-T%I_TGF V SLATION SHOULD BE PRESENTEDR TO THE LOCsL

P

UNITEE STATES ATTORNEY'S OFFICE FOR a PROSECUTIVE DEINID®. 2/8/}5’:]5;3_

FENTALIZEDy

“SEARCOED j” DEXED

ILED e

<[ SEP 1 4 1984

FOLY spd, FELLE UI"FICE

off ?/cf’/

.I“,:H.

: :j;;k
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- v Fo IR T DTS :
8/30/84 ~ . . SEERET - e ROUTINE -
ey e -F"- - e ¢ . . < o . ’ : I'.v. "" .s" ,.-.‘
Se e e o -ty b DECLAZSIFIED B‘A 60524 e baw/dk/sbg

N co T, i S N 04- l;—zuau. L
zrn DIRECTOR FBI - ﬁu?ﬁ1:2"kd' .
70 FBI MASHINGTON FIELD orr:cz {LSC- 131%1} ROUTINE
BT o
SECRET - . : .
UNSUBS> THEFT OF CLASSIFIED DOCUMENTS FROM THE UNITED STATES
TRADE REPRESENTATIVES: ESPIONAGE-ISRAEL: 00:F0

—THIS COMMUNTCATION—E5—CEASSIFIE)—DSECRETI—EN-—F75 ENTEREF—

RE WASHINGTON FIELD OFFICE AIRTEL. AND ENCLOSED LHM. DATED
AUGUST 13- 138Y. _

IN DISCUSSIONS WITH THE DEPARTMENT OF JUSTICE {DOJ}
REGARDING CAPTIONED CASE. DOJ OPINED THAT CAPTIONED MATTER DID
NOT REPRESENT A VIOLATION OF THE ESPIONAGE STATUE AS IT HAS
REPORTED THAT NO NATIONAL DEFENSE INFORHMATION WAS UTILIZED IN
THE PREPARATION OF THE REPORT. DOJ ADVISED A VIOLATION OF THE
THEFT OF GOVERNMENT PROPERTY {TGP} STATUS HAS OCCURRED AND THAT

THE MERITS OF THE TGP VIOLAT;ON SHOULD. BE PRESENTED TO THE LOCAL
UNITED STATEI ATTORNEY'S OFFICE FOR A PROSECUTIVE OPINION.

TKB:LP {3} &/30/784 4g58/5 4570
Q\ L . o ‘
\ (Epr , -Egc SEE NOTE PAGE THREE



- .
- - ot
- h '
. . L. .
-
.
'
: .y
.
T . " B
' ‘ . n
n :
" -
. r
. -
. -
. .
v
. »

. -
had .
N
-
T . N -
Y .
. .
L .
)
s !

Eaa o LT L TPT IR LR PTIL DA,

H
'
E"
13
L
i
L

i




e

b
-

PR

- #77 THIS CASE WAS PREDICATED UPON RECEIPT OF INFORMATION FROM THE
"OFFICE OF THE U.S. TRADE REPRESENTATIVE {USTR}- ON L/13/84. USTR

©OEshibtE T Tt e . o . . . -

P ]

: : vsékékr
PAGE THREE . R R
S : - R R e oo
NQTE: . C e EV LT

s, T

-

- HAD RESUESTED THE U.S. INTERNATIONAL TRADE CONNMISIION {ITCY} TO

PREPARE A REPORT REGARDING 'THE EFFECTS OF LOWERING IMPORT TARIFFS
ON ISRAEL PRODUCTS. THE REPORT CLASSIFIED "COMFIDENTIAL™ CONTAINS
N0 NATIONAL DEFENSE INFORMATION. BEFORE THE REPORT WAS RMADE

"AVAILABLE T¢ THE USTR. THERE WERE REPORTI THAT THE AMERICAN

ISRAELI PUBLIC AFFAIRS COMMISSION {AIPACT HAD ALREADY RECEIVED

- A COPY OF THE REPORT. USTR CONTACTED AIPAC AND AIPAC SUBSEAQUENTLY

N

RETURNED A COPY OF THE REPORT TO THE USTR.

THIS MATTER WAS DISCUSSED UITH L INTERNAL -
SECURITY SECTION~ DOJ. ON 2/21/84%3 WITH SSA|  FUGITIVE/

|
GENERAL GOVERNNENT CRIMES PROGRAM. ROOM 50LZ2. ON A/24/845 AND WITH |

ON AUGUST 24 1984-

THIS COMMUNICATION IS TO ADVISE WFO THAT THE DOJ HAZ
RECOMMENDED THAT CAPTIONED MATTER BE PRESENTED TO THE UNITED STATES
ATTORNEY OFFICE FOR A PROSECUTIVE OPINION REGARDING VIOLATION
OF THE TGP STATUE AS THE MATTER WOULD NOT WARRANT PROSECUTION
AS A VIOLATION OF THE ESPIONAGE STATUE.

1

5
)
L)

GENERAL LITIGATION AND LEGAL ADVISE SECTION. DOJ C7J
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A U.S. Departmeng.lustice
P

Federal Burean of Investigation

In Reply, Please Refer to Washington Field Office
FileNe, 52B-1B153 Washington, D. C. 20535

September 19, 1984

United States Attorney.
Washlngton, D. €. 20001

Attention: Assistant United States Attorney
(AUSA) Charles Harkins

Re: Unknown Subjects;

INFORMATION CONTAINED Theft of Classified Documents
HEREIN IS UNCLASSIFIED :

DATE 04-17-2009 BY 60324 uc baw/dk/shs

From The United States Trade
Representatives; Theft of
Government Property
Dear SBir:

Please recall a conver ion between AUSA Charles Harkins
and Special Agent of this coffice on September 18,

1984, On this occasion, the Ifollowing facts were discussed:

On January 25, 1984, the U.S. International -Trade Com-
mission (ITC), Washington, D. C., was requested by the United States
Trade Representatives (USTR) to prepare a report for the President
relating to the establishment of a free trade area with Israel.

This report was to be available within four months. The first
"pre hearing report" was published April 4, 1984, by ITC.

On or about May 30, 1984, prior to the USTR distribution
of the "final report",.a member of the Trade Subcommittee of,the
Senate Finance ‘Committee notified USTR that after a conversation
with an employee of the AIPAC, Washington, D. C., this member was
left with the impression that AIPAC had ‘a copy of the subject
report.

On June 15, 1984, the USTR general counsel telephoned
ATPAC employee and 1ng/;se if ATPAC had a copy of
the USTR report. advised e i was asked to

Sx-181537 %

2 - Addressee D DEXED____
. SEARCH
; 9 Wash:. gt?r/lsﬁ.‘gleld Offifce SERIALIZED — L
/" 6SC- I!H '
v 7 SEP 191584

FBLWaASIL #1LD OFF

b6
b7cC

T FB1/DOJ
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b7C

re is report and zll copies. Subsequently,l |
of AIPAC, contacted USTR, to claim no knowledge of the
report himself and to disassociate himself from such activities.
A copy of the USTR report was subseguently delivered to USTR.
Also delivered was a substantial portion of a second copy of the
report in an unsorted condition. The full report copy was a copy
of the "final report" and had no identifying mark on the outside
cover which was clearly stamped confidential. This indicates
that this copy was probably made prior to the May 30 delivery to
USTR. USTR officials advised the significance of the unauthorized
disclosure of the contents of the ITC report is that the bargain-
ing position of the United States was compromised and "Business
Confidential" information used in the report was made available
to the public. No national defense information was utilized in
the preparation of the ITC report.

The USTR conducted an internal investigation into the
unautyhorized release of the document. This investigation re-
vealed that 78 copies of the document were made prior to May 30,
1984, a large number of USTR personnel had access to the document.
The investigation was inconclusive as to who released the document.

Representatives from FBIH(Q discussed the case with

' Department of Justice (DOJ) officials and the DOJ officials stated

the matter 4id not present a viclation of the Espionage Statute
because no national defense information was utilized in the pre-
paration of the report. DOJ advised a violation of the Theft of
Government Property (TGP) statute has occurred and that the
merits of the TGP violation should. be presented to.the local U.S.
Attorney's 0ffice for prosecutive opinion.

b6
AUSA Harkins and SA[::::::::]discussed the matter and hiC
both agreed the case lacks prosecutive merit. Thus, AUSA Harkins
declined prosecution of the matter under the TGP statute.
In view of AUSA Harkins' opinion, this office will not
investigate the matter any further.
Sincerely,
Norman A. Zigrossi -
Special Agent in Charge
b#
By: | | b7C

Supervisory Special Agent
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FD-38 (Rev. 8-28-82)
.

o

REE

| CLASSIFICATION:

TRANSMIT VIA: PRECEDENCE: e
1 Teletype O Immediate O TOP SECRET - =
O Facsimlle . O Priority O SECRET - i7"
& __AIRTEL C ‘Routine O CONFIDENTIAL . ..

O UNCLASEFTO -

DECLASSIFIED BY, §0324 uc baw ke - O UNCLAsS o -
" [N 04-17-2009, : ' Date 9/21/84

TO: DIRECTOR, FBI ., -

SECHEET

FROM: SAC, WASHINGTON FIELD OFFICE (65C~13191) (C) (CXI-7)

THEFT OF CLASSIFIED DOCUMENTS FROM :

THE UNITED STATES TRADE REPRESENTATIVES, ’
ESPIONAGE~ISRAEL

00:WFO

ALl o ati Y ¢ ins i

_ W e batie N e b

Reference Butel to WFO, 8/27/34.

had been coordinated with the DEPARTMENT OF JUSTICE (DOJ) and
that the DOJ had determined that no violation of an espionage
statute had occured inasmuch as national defense information
was not used in the preparation of the USTR report. DOJ
recommended this matter be pursued as a Theft of Government
Property (TGP) and that a prosecutive opinion be obtained
from the U.S. Attorney, Washington, D.C.

Oon 9/18/84, Assistant U.S. Attorney {(AUSA) CHARLES
HARKINS advised that he had reviewed the captioned matter and
decided that this case lacks prosecutive merit under the TGP
statute and therefore declined prosecution.

Based upon the above prosecutlve opinion, this matter
is considered closed.

S E RET
Classi y: G-3
Decl ify OADR

2=Burean

Referenced communication advised that captioned matter

o
1-Washington Field QS?'
!'IE'R ced g&)ﬁ‘ L
{3} . 0;3/' '

Approved:; Transmitted Per

(Number) {Timu
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FD-36 (Rev. 8-26-82) {

FBk-

TRANSMIT VIA: PRECEDENCE: CLASSIFICATION:
O Teletype O Immediate 0O TOP SECRET \ ¢
0O Facsimile O Priority O SECRET 0
I _ATRTEL O Routine [0 CONFIDENTIAL

ALL TNFORMATION CONTAINED g BHC&S EFTO

HEREIN IS UNCLASSTFIED CLAS 12/6/84

DATE 04-17-2009 BY 60324 uc baw/dk/aba Date
TO: DIRECTOR, FBI

{ATTN: PUGITIVE/GENERAI GOVERNMENT
CRIMES UNIT)

FPROM: SAC, WASHINGTON FIELD (65C-13191) (C) (CI-15)

UNSUB; THEFT OF CLASSIFIED
DOCUMENTS FROM THE UNITED STATES
TRADE REPRESENTATIVES;
 ESPIONAGE- ISRAEL;

00 :WFO

BUDED ;: 12/15/84

Preliminary inquiry initiated 6/21/84; closed 9/26/84.
Reference Bureau airtel to WFO, 11/13/84.

The above captioned matter was initially investigated
as an espionage matter; however, the Department of Justice was
consulted and advised that this matter should be pursued as a
Theft of Government Property (TGP} matter inasmuch as no national .
defense information was utilized in the preparation of the
report prepared for the U.S. Trade Representative.

On 9/19/84, this matter was presented to AUSA CHARLES
HARKINS, U.S. Attorney, Washington, D.C., and HARKINS advised
that he had reviewed the investigation to date and decided this
case lacks prosecutive merit under the TGP statute and therefore
declined prosecution. In view of AUSA HARKINS' opinion, this
office did not pursue the matter further and terminated the

investigation. 5 52 - /8/5-3".,:?

Soarchipd N\ o
‘1. 3~Bureau M-—/ maﬁﬁdw }

WFO Indexkd

{(¥-52B-18153) Filed —-@u—%i e
-S4’
MFR:ced J2~( -S4
(5)
Approved: ransmitted _4 Per

%umber] “tTime)
| e

RNMENT PRINTING OFFICE : 1984 O ~ 449-465
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AN
WFO 65C-13191
, An investigative summary of this matter was prepared
8/6/84, and forwarded to the Bureau prior to coordination with
DOJ. ©No other reports were prepared.
oy m
—2%- )
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Unknown Subjects, Theft and Unauthorized o
~ Disclosure of Documents From the - . ' " BST:GEMcD:GAC:mtf
- United States International Trade Commission |°

Subject

To i

. . . . - " From
"The Director Co Stephen S. Trott
Federal Bureau of Investigation Assistant Attorney General

.Cfim;nal Diviaion

The Criminal Division has determined that additional inves-
tigation should be conducted to ascertain responsibility for the
unauthorized disclosure of the report of the United States
International Trade Commission (No. 332-180), This matter was
the subject of a previous FBI inquirvy which may be identified by
referance to file no. 52B-~181353,. .

The known information indicates that 1t i1is 1likely that
offenses under 18 U,.8.C. §641 (theft of government property) and
18 U.5.C. §1905 (disclosure of counfidential business information)
have occurred; therefore, please conduct an appropriate inveaci-
gation, designed to identify the offender or offenderas and to
determine the details regarding the disclosure(s).

Repoarts of your investigation shou be made to the Public k6
Inteprity Section to the attention of [ b7C
l | Any questions regarding the investigation should
be addressed to him.

ALL FBT TNFORMATION CONTAINED
HEREIN I3 UNCLASSIFIED
DATE 04-17-2009 BY A0324 uc baw/dk/zbs

——
[ T

ACHED L A

) . 528_0?15

SIRLD D)

[N

555 . . H~R$D ........... :;::S;:f_m._m
: : Mifd ! '
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TRANSMIT VIA:
CLASSIFICATION: DATE: __11/15/85
FROM: Director, FBI

Vﬁ%: SAC, Washington Field (52B-18153)

* UNKNQWN SUBJECTS, -

THEFTA\AND UNAUTHORIZED DISCLOSURE ALL TNFORMATION CONTAINED

OF DOCUMENTS FROM THE UNITED STATES . HEREIN I3 TNCLA3SIFIED

INTERNABIONAL TRADE COMMISSION DATE 04-17-2009 BY 60224 uc baw/dk/sbs

TGP

00: WASHINGTOY FIELD
BUDED: 12/30/8

Reference Bureau telephone call to Washington Field
Office on 11/15/85.

Enclosed for Washington Field are two copies of a self-
explanatory Department of Justice memorandum, with its enclosure,
dated 11/1/85, captioned as above.

Washington Field will reopen this matter and
expeditiously conduct investigation in accordance with the

provisions of Section 52, Manual of Investigative Operaticns and
- Guidelines.

Nau-11")
on 11/13/85,[ | public Integrity Section,
Department of Justice, advised FBIHQ that a meeting is scheduled
for Friday, 11/15/85 at 3:15 p.m. in his office to discuss this }
matter. requests that a representative from the FBI E?C
"attend thig meeting. It is anticipated that the complainant,
will be present and the Washington Field case Agent

1s to be available to interview[ __ |regarding this case.

Upon completion of this investigation Washington Field
will submit an LHM with copies of pertinent FD-302s attached
setting forth all, investigaticn conducted in this matter to the
attention of thelPugitive/General Government Crimes Unit, FBIHQ,

by COB 12/30/85.
SEBRET MATERIAL ATTACHED, / )T —
Enclosures (2) _ 5&8 ———/f/tjag 5
/,LQ/ M

#
T e P

d Fel/DoJ
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’ ALL INFORMATION CONTAINED

’ HEREIN I3 UNCLASSIFIED
MEMORANDUM ’ DATE 04-17-200% BY 60324 uc baw/dk/sbs

T0: SAC, WFO (52B-18153) (P) _ Datel2/17/83

FROM: SA JOHN HOSINSKI (C-4)
UNSUBS;

THEFT AND UNAUTHORIZED DISCLOSURE OF DOCUMENTS FROM THE U.S.

INTERNATIONAL TRADE COMMISSION

IGP ‘ A ‘ b6
00:WFO . - ) -~ blC

On December 3.. 1985 SA: met withl |

RAEL PUBLIC AFFAIRS COMMITTEE (AIPAC), 500 North
Capitol Street, N.W., Suite 300, Washington, D.C. (202) 638-2256
regarding the re091pt by AIPAC’ of a ¢lassgified report published
by the U.S. INTERNATIONAL TRADE COMMPSSION in June of 1984, :

‘\.|

adVLSed “that he’ wa§\somewhat familiar with b6
this incideént, but was notkln a. p031t nish th ith b7C
any details regardlpgjthe matter.- " SA advised

that the FBI needed to'know it «Who at AIPAC, had knowledge of this
report being: in %he posse551on of A$IPACHZ., ‘Who received or
handled this report at;AIPAC 3. WhofurnisHed this report to

AIPAC, 4. The durrefit re51dence ‘for, af a former
AIPAC employee with‘knowlédge qi thls r@port being in the hands
of AIPAC, 1‘45'-{'-:;,' l : '_‘;r' rrg-u

l:lsta’ced that] oz ATPAC be
should be person to address these questions and that he would b7C
have[:fi:fff]contactsn SA[:::::::]ai”¢he earliest possible

time. ~

Regarding| | stated that she
resigned her posgition at AIPAC ‘shortly before the birth of her
child and that she is neot expected to return.

bé
kIC

Continuous efforts to telephonicallyl
| laurine the period December 3, 1985 thru December 11, 1985 by
proved negative.

ﬁ‘ jMﬂM_L{WJ /15N :. | %\g\-/%} ///M

k¢
AMERICAN 1SRAEL PUBLIC AFFAIRS COMMITTEE " . /

500 NORTH CAPITOL STREET, H.W., SUITE 3I:Iﬂ
WASHINGTON, D.C. 20004
g (202) 638-2256

R
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WFC 52B-18153

On December December 11, 1985, DEPUTY ASSISTANT
DIRECTOR (DAD) PHIL PARKER, INTELLIGENCE DIVISION, FBIHQ,
telephonically contacted SA regarding captioned matter.
DAD PARKER stated to SA| that this investigation had come
to the attention of Director WEBSTER and asked for an explanation
of investigation this far. DAD PARKER indicated that this matter b6

would be studied at FBIHQ and WFO would be contacted re further b7C
investigation,

On December 13, 1985, SSAl advised SA

that the iInvestigation regarding captioned matter should proceed
in the normal investigative procedure.

1-WFO

JAH:ery -
(1)

.........
! ¥ :
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FEDERAL BUREAU OF INVESTIGATION

ALL INFORMATION CONTATNED
HEREIN IS THCLASSIFIED 1/6/86
DATE 04-20-2009 BY 60224 uc baw/dk/abs Date of transcription

American Israel Public Affairs Committee (ALPAC), 500 North
Capitol Street, W.W., Suite 300, Washington, D.C. {(WDC}, b6
telephone #638-2256 was interviewed bv FEDERAT BUREAU OF b7C

INVESTIGATION Special Agents {SAs) and

I regarding a trade report puklished Ly

the Urited States Trade Representatlves (USTR) Wthh alledegly
was in the possession of AIPAC in 1984.

was interviewed in the presence of her b6
Attorney, | representing the law firm of b7C

DICKSTEIN, SHAPIRO, A ' 101 L Street, N.W., WDC,
telephone #828-2236, provided the following information:
. advised that she has been employed with

ATPAC from January 1982 until present. She advised that in

April of 1984, she received a document from an Israeli Embass

Official,| ladvised that | b5

is thel [at the Israeli Embassy. | | bic
| described this document as being an International Trade

Commission (ITC) report studying free trade between Israel

and America and the implications resulting from possible

‘agreements. She stated that the document was 50-80 pages in length and
that she was not aware of the title of this report. She further
advised that this document was marked "comnfidential". -

Recarding the receipt of this document,L |
stated that]| |came to the AIPAC office for a meeting R7C
and prior to the meeting he handed her an envelop which was
unmarked. At that time, she said she was unaware of the contents
of the envelop. She further stated that this meeting was a
conference on the free trade issue between America and Israel
but she advised she cannot recall who else was attending this

meeting.

Investigatton gn__12/19/85 a__Washington, D.C. Flle # 52B~18153 "7
Ol
bé
SAs
1 12/23/85 e
. \H:riw

by — — b - JP B Date dlctated
This document contains nelther recommendaticns nar canclusians of the FBI. It Is the property of the FBI and is loaned to you! 3agancy;

it and Its contants are not to be distributed autside yaur agency.
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Gontinuation of FD-302 of ,On 12/19/85 , Page

stated thatl never discussed the
document with her and that he never explained to her how he
received it. She stated that after she received the document,
she placed the document in her desk and subsequently gave

it a cursorvy examinati later before passing it

on to | for AIPAC. She advised that
she provided]| Jwith this document approx1mately one

week after she had received it from| |
advised that when she gave this document to| |she does

not recall any specific instructions she gave to | |

[::::::::]adv1sed that she paid no attention to this
document until she received a phone call from the 11.5. Trade

Representative (USTR) General Counsel | several
weeks later. | |called to ascertain if AIPAC had

this trade repo¥t inm their possession. She fuither advised

that prior to that call she was given a duplicate copy of the
report by AIPAC official She advised she had
no information as to who duplicated this report but that after
AYXPAC recei 1 from| | she then received a call
from telling her to destroy the duplicate copy

of the report. advised that she destroyed this
duplicate copy by throwing it down the garbage shute at her
residence. She stated that the original report was then returned
to the U.S. Trade Representatives but that she does not know the
identity of the person who returned the report. .

Regarding- the availability of the reportJ
advised that the document was known to be "floating around town"
and that the contents of the report were common knowledge to
those interested in these matters.

adv1sed that she could provide no opinion
or comments regarding what other TfficlalsﬂaxjAIPAC may have
seen the report or in what manner obtained the report.
It was then requested by her Attornevy,] __J, that if

the FBI had any further request of] | that the FBI should
contact| land he would submit any gquestions to

|otherwise did not wish to furnish any additional

information regarding this matter.

b6
bicC

bé
b7C

b6
b7C
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FEDERAL BUREAU OF INVESTIGATION

ALL INFORMATION CONTAINED

HEREIN IS

UNCLASSTFIED

DATE 04-20-2009 BT 60324 uc baw/dk/sba 1/6/86

Date of transcription

Maryland, home telephone | |lwas interviewed FEDERAL
BUREAU OF INVESTIGATION (FBI) Special Agents (SAs)

| regarding a classfied report

received by the American Israel Public Affairs Committee (AIPAC)
in June 1984.

L lwas interviewed in the presence of her
Attorney]| | representing the law firm of FRIED,
FRANK, HARRIS, SHRIVER AND JACOBSON, 600 New Hampshi Avenue
N.W., Washington, D.C. (WDC), telephone #342-3622. i |

provided the following information:

| | advised that while she was employed by
AIPAC, she was She advised that she had been
emploved by AIPAC from the peraod of

"] She stated that the address

for AIPAC is 500 North Capitol Street, N.W., Suite 300, WDC,
telephone #638-2256. ~ She £ hered.advised that she does not
plan on returning to AIPACl |

| |advised that she first became aware of the
U.5. International Trade Commission Report on American Israeli
Free Trade when she received the report in June of 1984. She
stated that she received the report froml | who
as employed as| lwith AIPAC. [advised
that when she was given the report byl | she was told to
"keep it in a safe place"” but was otherwise given no specific

instructions regarding the report or regarding who initially
received the report for ATPAC.

|advised that as | | it was
her responsibility to study any reports or documents pertaining
to American Israeli trade and considered the receipt of this
report a very ordinary event. She did not know if it was common
knowledge at AIPAC whether or not AIPAC had possession of this
report. She stated she.receihed the report in June of 1984 and

bé
b7C

b6
b7C

kIC

Investigation an 1 2/1 9/8 5

by

o Wheaton, Maryland cie w

52B-18153"3

SAs

) JAH:Tlw 12/23/85

Date dictated

This documaent contalns neither recommendations nor concluslions of & {FBL It Is the properiy of the FBI and s loaned to youl agency:
it and 1t5 contents are not to be distributed outside your agency,
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held on to it for a few weeks. She stated that sometime in

July of 1984, the Genexal Counsel for the U.S. Trade Representa-
tives (USTR) | |asked her if she had seen a copy of

this report. She advised | [that she had seen a copy

and for her to check with AIPAC General Counsel]| |

if he had any further gquestions regarding this document.

| advised that subsequent to her conversation
with]| [she turned the report over to someone at
ATIPAC but she does not remember specifically who it was. She
further advised that sh ipnformation reqarding who
provided this report toi |and that]| |daid not

indicate to her how she received it.

Idesc;ibed the report as being approximately
100 pages 1n length but stated she did net see a title to this
report. She further described this report as being a study by
the International Trade Commissioen (ITC) examining the different
product sectors in America and the possible impact these

sectors if duty free imports frem Israel were allowed. She
advised that she-did not utilize any of the information gleaned
from this report. She could not recall whether the report was
classified or not. :

| |does not specifically recall to whom.
returned the report at AIPAC but thinks it could have been|

l

She further advised that there was

general discussion of the report at AIPAC buﬁifhat_;hiﬁ_Was not
considered an es i ignificant matter. advised
that her became aware of the report
at the time of the newspaper articles regarding this matter.

could otherwise provide nc other

information relating to how the report ived by AIPAC

or who initially received the report.l |advised bé
that she has no pertinent information regarding this 570
matter and reguested that any future_contact of her by the FBI

be coordinated through her Attorney,] |

ho
hlcC

bé
BIC

bé
pIC
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TO: _DIRBCTOR, FBI
' ATTENTION: FUGITIVE/GENERAL CRIMES UNIT
FROM: SAC, WASHINGTON FIELD (52B-18153) (e) (c-4). SMET

UNSUBS; Theft and Unauthorized '~ - ‘.',‘ S e
Dlsclosure of ‘Documents from the g N
United States. Internatlonal Trade

a?

Commission . o L '
. TGP; . . S ) ‘ DEELAﬁaIFIED BY 50324 uc haum},fabs
' . C . . .t O 04-Z0- 200;
(00:wWFO). . T : : .

r

»

5Hhieﬂe—othe:wiqé—ﬁeégéf—

. . ‘Re @ureaﬁ-&ifﬁél datéd‘ll/iS/BS,'captioned as
. above, . DN . R -

L

Enclosed for the Bureau are the orlglnal and

I four (4) coples of an LHM captioned as above and two N if‘ B
" = ng the interviews' of :
conducted by WFO on 12 19/85. b

T . . . bic
. Captloned matter 1n1tially 1nvestlgated as an
esplionage matter {Pz:el:.mlnary Inquiry initiated 6/19/84).
! L In August, 1984, DOJ advised that captioned matter did
; : "not represent a violation.of the espionage statute.
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On 9/18/84, Assistant United States Attorney
"(AUSA) CHARLES HARKINS decIined prosecution of this matter’
under the Theft of Government Property. (TGP) v1olatlon.

"On 11/1/85, DOJ, Public Integrity Sectlon requested
re-lnvestlgatlon of captioned matter under captloned violations.

: Sgbsggnent ingestigatign‘at WEQ. xgvealed that
EMBASSY OF :
ISRAEL, WDC, was .the individual whe presented this document

to representatlves of the AMERICAN ISRARL PUBLIC AFFAIRS
COMMITTEE (AIPAC) in WbC.

-Logical 1nvestlgatlon dlctates that
be interviewe . “However, due to- L
the fact thati and has been granted
1mmun1ty against prosecutlon in the U.S. .t WFO is con51der1ng
this matter closed. ~ WFO will re-open i i f authonlty
As- granted regardlng the 1nterv1ew of| i L

ce - REQUEST OF. THE BUREAU

Liaison with- approprlate 0fflClalS at the DEPARTMENT
OF JUSTICE and at the U,S. DEPARTMENT OF STATEI_’GQngl-- _
procedure for obtaining authorlty to, interview. _ P

regardlng captioned matter. -

mak- SEDRET

b6
b7C
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b7C
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DN_ 04-20-2009

o | ©  Washingtén, D.C. 20535 . SECKET
52B-18153 - . . " January I14, 19286 L

UNENOWN SUBJECT
THEFT AND UNAUTHORIZED DISCLOSURE
OF DOCUMENTS FROM THE
UNITED STATES INTERNATIONAL
TRADE COMMISSION;
THEFT QF GOVERNMENT PROPERTY

Offlgggqﬁugng_g Washington Field Office.

Date InVQsti at;ve Summary Pre

January 3, 1986.

Basis For Invest1gat_=g

The initial investigation regapdinag this matter b&
was based upon a complaint received from | bic
_Assoclate General Counsel, Office of the United Etates
Trade Repregsentative (USTR), 600 17th Street, N.W., Washington,

D.C. (WDC). The complaint alledged that person(s) unknown

had made available to .the Government of Israel, a confidential
report published by the International Trade Commission .
(ITC) outllnlng the probable effect ‘of .providing duty-free .
treatment of imports from Israel. N

*

This- document contains nelther recommendatlons
nor conclusions of the FBI. It is the. property

of the FBI and is loaned to your agency; it

and its contents are not to be distributed outside
your aggncy{

Classif by: G=3" . .

: . Declas : - OBDR_
=~ Bureau . S '
~ Washinaton. Fleld Offlce .
H:cad -

(6)
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Tliis matter was 1n1tially investigated by WFO
as a p0351b1e violation of the espionage statute. The
preliminary inquiry regarding thisg investigation was 1n1t1ated
on June 19, 19484,

This prellminary inguiry determined that on January 25,
1984, the U.S. International Trade Commission (ITC), WDC,
was requested by the USTR to prepare a report for the President
relating to the establlshment of a free trade, area with

On May 31, 1984, 40 copies of the final report -

‘Were dlstrlbuted Wlth one copy deslgnated for the President,

28 coples to the. USTR, and 11 copies within the ITC.

On May 21, 1984,-a Department of COmmerCe (DOC)
employee was.in Jerusalem following the formal U.S. ~Israeli

" negotiations which had been held the week before. This

" employee met withl of thée Israeli
Delegatlon and for the .Israeli
Embassy in WDC. stated that he had received a

cable from the Israeli Embassy in WDC and then proceeded

to read from this cable what appeared to bé a full summary
of the report, including the conc1u51ons regardlng sensitive
productsL

. b6

b7C

On.or about May 30, 1984, prior to the USTR dlstrlbutlon

of the "final report", a member of the Trade Sub-Committee

of ‘the Senate Finance Committee notified USTR that after

a conversation with an employee of the "American ‘Israel
Public Affairs Committee®™ (AIPAC) in WDC, this member was
left with the impression that AIPAC had a copy of the SUbjeCt

report. This unidentified ATPAC member was famlllar with

the report 6 contents and conclu51ons.

O June 7. 1984, the Israeli Trade Ministry and

lunched assador William Brock| | -
of +the USTR. recalled  that |was aware

. O i& contents of the report.

On June 12 and 13, 1984, information passed to
USTR indicated that certain members of Congress could acguire
coples of the ITC report through AIPAC.

~2- | sf}eﬁnf

=13}
B7C
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‘_On June 15, 198 the USTR general counsel telephoned
AIPAC employee Inguired if AIPAC had a . b6

copy of the USTR report. advised they did. . pic
- wias asked to return this confidential report and all copies. :
Subgequently, of RIPAC, vontacted .

" USTR to claim no knowledge of the report himself and to
disassociate himself from such activities. 2 copy pf the

© USBTR report was subsequently delivered to USTR. . Also delivared
was a substantial portion-of 'a second ¢opy of the report
.in an unsorted cordition. The full report copy was a copy ~
of the "final report® and had no identifying mark on the-
outside cover which was clearly stamped confmdential. -
Thig indicates that this copy.was probably made prior. to
the May 30 delivery . to USTR. USTR officials advised the
significance of the npnauthorized disclosure of the contents
of the ITC report is that the bargaining position of the
United State.:- was conmpromised and "Business Confidential”
“information used in the report was made available to the -
“public. This disclosure also impacts on the effectiveness.
of the ITC to solicit data from the U.S. busiress: community.
No national defense information Was, vtilized in the preparation
of the ITC report. ,

o - ghis matter WTS_ﬁuﬂiﬁ_bleUnS- Depari‘-'nent of - -
Justice (DoT) officials Internal Security : ,bg_
Section, and by Mr. | | Genéral Iitigation and. - S

' Legal Advice Section. oOn August 24, 1983, it was c‘ieterm:.na& K
. that this matter did not represent m violation of the espicnage
. " statute as it wis reported that no national defepse infomat:.on_
| was ut:.l:lzed in the preparation of the xeport. .

: poOJ subsequently opineﬂ that a v:.ola.tion of. the
‘rheft of Government Property statute had occurred and that
the matter should be presented tg the local United States
Ai:torney‘s Dffice for. a prosecut:.ve opina.on. © .

on September 19,;. 1984, Asgisbtant Un:tted Btates
htto&:ney (AUSA) Charles Harkins, WDC, opined. that this
matter lacked prosecutive merit and declined. prnsacution
, under: the Theft of Gavernmen‘- rroperty statute.

On, November - l,. 1985, the Crminal Divislon of-
the DOJ advised WFQ that it has determined that aaditional .
. investigation should be conducted to ascertain responsibility -
for the unauthorized disclosure of this report. Specifieally,
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Um:ixqvm, _SUBJRCT, sﬁcﬁ@r
it was requesteci that thls matter he investigated to determne
if offenses under 18 U.S.C. 641 (Theft of Government. Prapertyj

‘and 18 U,8,C. 1905 ‘(Disclosure. of Conflaentmal Bua:ness
Infomatlen) had occurred. _ .

M.

| bo3, Public Integrity -

Section, vas esz.qnatec‘l to.

coordinate thig investigation. Se

A meeting took placa er 15, 1985, at the Department. .
of Justice between and representatives of the .
Federal Bureauw of Investigation. (FBI} in an. effort to outline.
‘investigative strategies. )

" s a result of the iuvestiqati Snt er -,
baing re-apened, two enmployees att ATIPAC ." T
| ) were interviewed by IIFO.

- - om Decembe:: 19, l19as, :l wvas 1
WFO and advised that she was emploved as
for AIPAC during the pericd of

She also advised that ag an empiovee of ALPAC,; she
came avare of the trade repert prepared by the TITC.
e sd that ghe received khe report from |
for ATPAC, in apnrox:.mately Jane. of 1e84. '

b6
b7C

- :Iexpla:.neél that she atuﬂ:l.ed the. report for
a few weeks before returning it to an unrecalled official
-at AIPAC, She Further advised that she had no information
. regarding who initially received the report at ATPAC, who -
. Erom the ITC, or the USTR ox who gave it to

b6 -
biC

, On )Jacember X
regarﬁing this repord,
‘the report from

- fox the Israeli Tmbassy in WOC.: SRe GAVASEd LO&
gave her .this report in appzaximately April of 19

5 | |was .als_g interviewsd .

advi ~thz

fald
- biC

4“

. She advised that] |ga.ve Ao specific inst:ructiona
regarﬁing the report and,; I1n Fact, she later learned that
the report was known ko be “floating around town® aand thak
the contents of the report vere common kncwledge to those
interested in these matters.

' bé
| statad she covla provide no- informatz.on n7c

rega;:ding wvho dmitially prova.ded th& xapart o

s@cﬁ@r
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L zott [ |and|
‘,by their attorney‘s daring their respectlve 1ntervieﬁs.

In an effort to loeate the J.ndiw.dual resPonsible
for releasing this report, the USTR conducted an internal )
:.nVestigatJ.on into this matter. This investigation reVealecl
that 78 copies of the document were made prior to May 30, .
1984, -Investigation revealed that“a large number of USTR
‘personne) had acecess to this docnwent. The :anestigatinn .
was :.nconclusiva ::egard:.ng who released ‘the report. :

COnclusions . I

b - Agproprz.ate off:.c.tals, at the U.S.- Departmen{: L
of -Btate -and ah ‘t:he- U.Se Departm,ent of Justice wi"l ba

concem:.ng captioneﬁ matter..

wse T s

b7C

‘reguested to raviey this matter and make X |
J Iﬁq‘arddimf the feasibility of interviewin .

"b7C

b6 .

bt
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MEMORANDUMH 1/28/86
TO: S5AC, WFO (52B~18153)
b6

FROM: sS4 | | oL,
SUBJECT: TUNSUBS;

THEFT AND UNAUTHORIZED DISCLOSURE OF

DOCUMENTS FROM THE U.S. INTERNATIONAL

TRADE COMMISSION

TGP ’

(00:WFO)

Ba telephone call of SSA to S5SA

I 1/23/86. : bé

. B7C

By referenced telcall, SSA:requested that
captioned investigation be reopened by WFO. SSA stated
that Department of Justice had requested additional interviews be
conduct n furtherance of this investigation. Specifically,
SSA[:::ff:frequested that] | of the Israeli
Embassy and MR, | |]of AIPAC be interviewed by WFO
personnel to obtain all details regarding their contact with
documents mentioned in this investigation.

| further advised that prior tol Ibeing be

interviewed, authority should be obtained from the Israeli desk bIC
at the U.S. State Department in view of| ]diplomatic

status.

ALL INFORMATION CONTAINED
HEREIN 1§ UNCLASSIFIEL
DATE 04-20-2009 BY 60324 uc baw/dk/sba

7 1% 19310

SEARCHED, [NDEXED

SERIALLZED HU0 b6
i . kiC
[oEn b
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ALL INFORMATION CONTALINED
HEREIN I3 UNCLASSIFIED

FD-302 (REV 3-10-82)

FEDERAL, BUREAU OF INVESTIGATION
Date of transcription 3/21/86

American Tsrael Public Affairs-Committee (AIPAC), 500 North
Capitol Street, N.W,, Suite 300, Washington, D.C., telephone
{202) 638-2256 was interviewed by Federal Bureau o gtigation

FB ial Agents (SAs)
- regarding a classified report received by ATPAC in June
o .

_|was interviewed in the presence of his
Attorney, | representing the law firm of
WILLIAMS & CONNOLLY, the HILL Building, Washington, D.C.,
telephone (202) 331-5000. | provided the following
information:

LY

lagvised that he iz employed at AIPAC in
the capacity of| with responsibilities

pgrtai i ressional Relations and for Lobbving on Capitol
Hill. advised that he first became aware of the
International Trade Commission (ITC) report being at AIPAC on a
Friday aﬁEérnQQn_in_the_snrina_éf:;fEQ& He stated that on this
occasion ith ATPAC advised him that
she recelIvewr @ Ccall rrom the U.S. Trade Representative (USTR)
General Counsel asking_her“Yhether she or_ anvone
at AIPAC ] ocument. advised that| |
that she had the document and at_that poin
that she return it to the USTR. @
S if it was true that she had this ¥éport and she
advised that she did have it. subsequently examined

pertained to any United States ense matters,

the document to determine if i had any secret classificat%Of or

advised that he and went to the office of

£ ATPAC and informed him of the .

' enc. [ingquired as to whether actually
had 1f ATIPAC had done anything j in having
1t. advised that he stated to |that it

Invegtigation on 2
SAs

S

. %F*DDR:erW Date dictated 2/14/86
This document contains nelither recommendations nor conclusions of
the FBI. It is the property of the FBI and is loaned to your
agency; it and its contents are not to be distributed outside
your agency. .

86 at Washington, D.C. File# 52B-18163-)3

DATE 04-20-200% BY 60324 uc baw/dk/shs

bé
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FD-302a (Rev 11-13-83)

Continuation of FD-302 of

on 2/13/86 Page2*

contained no National Defense information and that AIPAC did not
solicit the report. Both[ __Jwere
satisfied that AIPAC had not acted Lmproperly in possessing the
report.

| imnmediately called| lat the USTR to
make arrangements to return the document. The report was
subsequently returned to the USTR by a nmaﬁxa;42ﬁ_thg_ﬂl2?c office
staff. Prior to returning this document asked to
have a duplicate copy of the document made s of
the AIPAC could further examine the report.
advised that he saw no "secret classifications” on the report and

there were no indications that this was a report pertaining to
United States National Security. He further believed that ATPAC

had not acted improperly or illegally i in
its possession and thereafter, asked for
ATPAC to examine the document regarding the free trade issue

between the U.S. and Israel. He stated that retained

the duplicate copy of the report and fhat the original report was
returned to the USTR. advised that he did not
consider this report to be especially important and thought that
any controversy regarding the report had ended.

In November of 1985,| asked[ﬁ ]
about the report and she stated to him that it was generally
useless and that she had eventually thrown it away.

Regarding the identity of the individual who provided
the report to AIPAC,] |advised that he has no first

hand knowledge pertaining to this matter. He did gdvise that he
was told that Israeli Embassy official | had

ind rovided the report to a representatlve of AIPAC.
further advised that he had no information pertainihg
O who may have provided the report tol i
Jstated that 1t was his understanding
that several other Industries had copies of this report as well
as several people on Capitol Hill and that ATPAC did not der
o} this report an espec1ally 51gn1flcant matter. Efffj
Ei:f:ffiff]could otherwise prov1de no additional
relating to who may have provided the report to|
ont

further requested that any future ¢
coordinated through his Attorney,

b6
hIC

| o]}
bic

beE
bBicC

b6t
b7C
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FEDERAL BUREAU OF INVESTIGATION

#LL INFORMATION CONTAINED
HEREIN IS5 UNCLA33IFIED

DATE 04-20-2009 BY 60324 uc baw/dt/abs3 Date of transcription 3/13/86

” |

' Embassy of Israel, 3514 International Drive, N.W., Washington, -
D.C. telephone (202) 364-5692 was interviewed bIC
Bureau of Investigation Special Agents| |
and regarding the receipt of a U.S.

Internationl Trade Commission (USITC} report pertaining
to free trade between the U.S. and Israel,

During this interview.l | ua.s_a.cc.omna.n;ed.l
by|

| |for the Embassy of Israel, Washington, D.C.

bé
b7C

| |advised that at some unrecalled
time in 1984 he received this USITC report ?ertaining to

free trade between America and Israel. advised

that he received this document from someone that he -

would not identify. He indicated that he received this
information in his official capacity as a diplomat and that it
would be against the principles of diplomatic work to divulge
any information pertaining to the identity of the individual
who provided him the report. He further advised that it

is impossible within the professional ethics of a diplomat

to identify individuals who provide certain information

to a diplomat.

did state that the individual who
provided him with the report was not a U.S. Government Official
nor was he an employee of the U.S. Government.
indicated that there were numerous negotiators regarding
this free trade issue representing several U.S. Government agencies
including the U.S. Trade Representatives, the U.S. Treasury,
the U.S. Commerce Commission, the U.S. Department of State, bE
and the U.S., Department of Agriculture. He advised that bB7C
there were usually one or two principales representing each
of these agencies which would attend most negotiations.

He further advised that he thinks certain U.S. negotiators

- wanted the person who provided the report to know

about certain aspects pertaining to the United States
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o35
B7C
by SAS AH 2 C - Ghate alctatea 3/13/86
»  This document contalns nelther recommendations nor conclusions of tha FBI, It is tha praperty of tha FB| and is loanead to you: agency;

it and its contents ara not to be distributed outsida your agency.




L]

FD-302afMBIRIY £-15-83) . ' -

Contintation of FD-302 ot 52B~18153; on__3/7/86 Page____ 2
£6
and Israel. b7C

bb
B7C

. Regarding the availability of this report,l
advised that the report had been widely circulated among
the staff and members of Capitol Hill, as well as among

-various consultants representing the interest of each agency

affected by the free trade issue. He advised that the

-Government of Israel did not ask to receive the report

-

and stated that when the individual provided him with the
report, the transaction was not conducted in a discreet
Oor secretive manner.

| Jadvised that he furnished the report
to an employee at the American Israel Public Affairs Committee

(ATPAC) during the Spring or 84. He_believes
he gave the report to either or tof |

| indicated that this report was only part of a
package that he provided to AIPAC with other routine information.

I |advised that he could not recall
the specific period of time when he was given the report
but stated that the contents of the report were well known
by the time he had received it. [::::fi:]advised that
he did not try to conceal the fact that representatives
of Israel had this report in their possession. He further
stated that he believes that the controversy regarding
this report is extremely exaggerated and that in his opinion,
the fact that representatives of Israel viewed this report,
caused no economic damage to any U.S5. business or interest.
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Office of Origin: Washington Field Office.

Date Investigative Summary Prepared: March 14, 1986.

Basis for Investigation:

The initial investigation regarding this matter was
based upon a complaint received from| | b6
Associate General Counsel, Office of the United States Trade kC
Representative (USTR), 600 17th Street, N.W., Washington, D.C.
{(WDC). The complaint alleged that person{s) unknown had made
available to the government of Israel, a confidential report
published by the International Tr ade Commission (ITC) outlining

the probable effect of providing duty-free treatment of imports
from Israel.

This document contains neither
recommendations nor conclusions
of the FBI. It is the property
of the FBI and is loaned to your
agency; it and its contents are
not to be distributed outside

your agency.
SERRET
Classiti b G-3
Declass]i ofr~._OCADR
—Bur eau
ashington Field Office
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Investigation to Date:

This matter was initially investigated by WFO as a
possible violation of the espionage statute. The preliminary
inquiry regarding this investigation was initiated on June 19,
1984.

This preliminary inquiry determined that on January 25,
1984, the U.S. International Trade Commission (ITC), WDC, was
requested by the USTR to prepare a report for the President
relating to the establishment of a free trade area with Israel.

On May 31, 1984, 40 copies of the final report were
distr ibuted with one copy designated for the President, 28 copies
to the USTR, and 11 copies within the ITC.

Cn May 21, 1984, a Department of Commerce (DOC)
employee was in Jerusalem following the formal U.S.-Israeli
negotiations which had been held the week before. This employee

met with]
| [for the Israeli Embassy in WDC.
stated that he\had received a cable from the Israeli
mbassy in WDC and then proceeded to read from this cable what

appeared to be a full summary of the report, including the
conclusions regarding sensitive products.

On or about May 30, 1984, prior to the USTR
distribution of the "final report", a member of the Trade Sub-
Committee of the -Senate Finance Committee notified USTR that
after a conversation with an employee of the "AmerYcan Israel
Bublic Affairs Committee" (AIPAC) in WDC, this member was Ieft
with the impression that AIPAC had a copy of the subject report.
This unidentified AIPAC member was familiar with the report’'s
contents and conclusions.

Cn June 7, 1984, the Israeli Trade Minister andl |
| |lunched with Ambassador William Brock and| |
of the USTR. [recalled that |was aware of the
contents of the report. '

On June 12 and 13, 1284, information passed to USTR
indicated that certain members of Congress could acquire copies
of the ITC report through AIPAC.

On June 15, 1984, the USTR general counsel telephoned
AIPAC employee| | and inquired if AIPAC had a copy of
the USTR report. | [&dvised they did. [ ]was asked to
return this confidential report and all copies. Subsequently,
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of AIPAC, contacted USTR to claim no b7C

knowledge of the report himself and to disassociate himself from
such activities. A copy of the USTR report was subsequently
delivered to USTR. Also delivered was a substantial portion of a
second copy of the report in an unsor ted condition. The full
report copy was a copy of the "final report" and had no
identifying mark on the outside cover which was clearly stamped
confidential. This indicates that this copy was probably made
prior to the May 30 delivery to USTR. USTR officials advised the
significance of the unauthor ized disclosure of the contents of
the ITC report is that the bargaining position of the United
States was compromised and "Business Confidential" information
used in the report was made available to the public. This
disclosure also impacts on the effectiveness of the ITC to
solicit data from the U.5. business community. MNo naticnal
defense information was utilized in the preparation of the ITC
report.

This matter was studied by U.S. Depértment of. Justice
DOJ) offici Internal Secur ity Section, and by
General Litigation and Legal Advice Section. On be

August 24, 1984, it was determined that this matter did not b7c
represent a violation of the espionage statute as.it was reported

that no national defense information was utilized in the

preparation of the report.

DOJ subsequently opined that a vioclation of the Theft
of Government Property statute had occurred and that the matter
should be presented to the local United States Attorney's Office
for a prosecutive opinion.

On September 19, 1584, Assistant United States Attorney
(AUSA) Charles Harkins, WDC, opined 'that this matter lacked
prosecutive merit and declined prosecution under the Theft of
Government Property statute.

On November 1, 1985, the Criminal Division of the DQJ
advised WFO that it has determined that additional investigation
should be conducted to ascertain responsibility for the
unauthor ized disclosure of. this report. Specifically, it was
requested that this matter be investigated to determine if
offenses under 18 U.5.C., 641 (Theft of Government Property) and
18 U.S.C. 1905 (Disclosure of Confidential Business Information)
had occurred,

| DOJ, Public Integrity b6
Section, was designated to coordinate this investigation. A b7C
meeting took place on November 15, 1985, at the Department of

3 SERKET
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Justice betweenl |and representatives of the Federal
Bureau of Investigation (FBI) in an effort to outline

investigative strategies.

A sult of the investjgation into this matter being
re-opened | i

emplovees at AIPAC

were 1lnterviewed by WFO.

On December 19, 1985J |was interviewed by WFO and
advised that she was emploved as |for AIPAC dur ing

the period of|

She also advised

that as an employee of AIPAC, she became aware of the trade
report prepared by the ITC. She indicated that she received the

report from | for
June of 1984.

AIPAC, in approximately

{:::::]explained that she studied the report for a few
weeks before returning it to an unrecalled official at AIPAC.
She further advised that she had no information regarding who

initially received the report at AIPAC

who released it from the
ITC, or the USTR, or who gave it to| | '

|was also interviewed

On Recember lF*_12£5,|
regarding this report. advised that she received the report

fr om|

| for the Israeli

Embassy in WPBC. She advised that| | gave her thlS report

in approximately April of 1984,

She advised that[::;:::::]gave no specific instructions
regarding the report and, In fact, she later learned that the
report was Known to be "floating around town" and that the
contents of the report were common knowledge to those interested

in these matters.

[::::]stated she could provids i ion regarding
who initially provided the report to

On February 13, 1986,I

for AIPAC was interviewed by WFO.
|advised that he first became aware of this report

belng in the possession of AIPAC at some unrecalled date in the

spring of 1984.

At this time,l | adv
informed him that USTR General Counsel

ised thatl

| had

contacted her to determine if AIPAC had this report.

SE:cﬁ:T

o1
b7C

bé&
LlC

b6
b7C




<

It was determined by |that and
F::::lhﬂd_seeT the report and that it was his understanding Ehat
provided them with the report. | __ | stated
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that the report did not pertain to U.S5. national defense matters
and that AIPAC had taken no action to solicit the report.

| Ag]advis d that he had no information
per taining to how had received the report. | |
did advise that he provided a duplicate copy of the report to

| before the original report was returned to USTR. In
November of 1985, | to1d] that she had discarded the
duplicate copy of the report at some time prior to November of
1985,

I |stated that AIPAC did nothing illegal or
improper by possessing the report and that once USTR contacted
AIPAC regarding the report, AIPAC took immediate action to return
it.

On March 7, 1986 was interviewaed at the
Israeli Embassy by WFO. acknowledged receiving the
report and passing it on to representatives of AIPAC. -

Regarding the receipt of this report,l:| citing
diplomatic immunity, claimed that it would be "impossible within

the professicnal ethics of his diplomatic positiop® entify
the individual who furnished the report to him. i did
state that this person was not a U.S. Government official or an
employee of the U.S5. Government. '

stated that this report was widely
disseminated before he received it and that, in his opinion, the
report contained 1little, if any, sensitive or useful information.

advised that he could not recall exactly who
he gave the report to at AIPAC, nor the approximate date he gave
them the report.  He advised that this report was not handled in
any type of secret manner and that everyone who had knowledge of
the report considered this matter to be very routine.

concluded by saying that in his opinion the
fact that Israel had the report caused no economic damage to any
U.5. business or interest and that the entire issue seems to have
received more attention than it deserved.
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Conclusion:

Investigation by WFO indicates that this report was
likely leaked while being prepared at the International Trade
Commission {ITC). A review of security procedures at ITC
disclosed the fact that there are no security procedures in place
that would prevent the outright theft or the prlntlng of an
"extra" copy of a report.

The internal investigation conducted by the USTR
concluded that the report was compromised by May 21, 1984, Also,
the first indication of AIPAC's possession of the report
preceeded or was coincidental with the delivery of USTR's copies.

As a result of this incident, both the USTR and the ITC
are re-evaluating their security procedures and changes will be
implemented as deemed appropriate.

In view of the above information and due to the fact
that | | has claimed diplomatic immunity in this matter,
active 1nvestigation into this matter will be discontinued at
WFC. Washington Field will be contacted by the USTR or the ITC
if pertinent information is developed regarding this or similar
incidents.

6* SEQEET
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TRANSMIT VIA: ATIRTEL
CLASSIFICATION: DATE: _ 1/14/87
FROM: Director, FBI
TO: SAC, Washington Field (52B-18153)
UNSUBS ;

THEFT AND UNAUTHORIZED DISCLOSURES
OF DOCUMENTS FROM THE UNITED STATES
INTERNATIONAL TRADE COMMISSION;
THEFT OF GOVERNMENT PROPERTY

00: WASHINGTON FIELD

Enclesed for Washington Field are two copies of a
self-explanatory letter received from the Department of Justice,
dated August 25, 1986, classified Secret, pertaining to captioned
matter.

Washington Field should close your investigation based
on the enclosed letter.

Enclosures (2)

f

ALL INFORMATION CONTAINED
BEREIN IS UNCLASSIFIED
DATE 04-20-200% BEY 60324 uc baw/dk/sha

528 - 153l

SEARCHED______ INDEKED . -
- o
SERIALIZED_ 2%/ FILED _T{'l_,__
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FBl ~ WASH. FIELD OFFICE
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EXECUTIVE OFFICE OF THE PRESIDENT

OFFICE OF THE UNITED STATES TRADE REPRESENTATIVE
WASHINGTON, D.C. 20508

December 22, 2011

Mr. Grant Smith
Institute for Research
Middle Eastern Policy
Calvert Station

P.O. Box 32041
Washington, D.C. 20007

Dear Mr. Smith:

This letter is USTR’s response to the ISCAP decision to declassify and release some portions of the
report,”Probably Economic Effect of Providing Duty-Free Treatment for Imports from
Israel,”Investigation No.332-180.

On November 3, 2011 we sent to you, via e-mail, portions of the document and informed you that
additional portions would be provided as they become available.

Today, we are providing you the remaining portions of the document. The ITC has asked us to redact
some of the data from Appendix B pursuant to 5 U.S.C. §552 (b(4), because the data discloses
confidential business information which the ITC obtained from private sources.

If you have any questions regarding this release please contact David Apol at (202) 395-9633.

Sincerely

Weinberger
Associate General Counsel
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The ‘AIPAC Two’ aren’t the only ones
on trial NIIN

by
March 5, 2009

Trials can be dangerous things. And not just for the accused.
They can make or break prosecutors, defense lawyers, and
judges. And even a vaunted lobby.

The American Israel Public Affairs Committee and its leaders
could be the biggest losers in a case that threatens to expose the group’s inner secrets.

The oft-delayed trial of two former AIPAC staffers charged with passing classified information to journalists and the
Israeli government is now expected to begin May 27, but that could easily slip, and don’t be surprised if it never happens,
given a series of prosecutor setbacks.

Two of those setbacks occurred last month when prosecutors lost their attempt to block the former AIPAC staffers from
using critical materials and witnesses in their defense.

The government case has been losing steam as a result of these and other court rulings. Many of the Justice Department
professionals responsible for bringing the case are gone, most notably the chief prosecutor, who quit last year to go into
private practice, a sign some see as a lack of faith in a high-profile case.

The case was brought by the secrecy-obsessed Bush administration, which had vowed to plug all leaks unless Dick
Cheney authorized them to go after his enemies.

This case was on tenuous legal ground from the start. It was the first time the 1917 espionage law was invoked against
civilian nongovernment employees who distributed information they received from the government.

In the face of an increasingly weak case, the Justice Department may try to avoid an embarrassing loss by dropping it
under the cover of protecting classified information from public exposure, as it has done in similar cases.

Although AIPAC claims it has nothing to do with the convoluted case, it is also on trial, in a way. The organization fired
the pair and said they were rogues acting beneath the group’s standards. That will be shot full of holes from all directions
in court, whether in the criminal case or in a likely civil suit by the defendants claiming damage to their reputations and
careers.

The mere threat of a multimillion-dollar civil suit could prompt a very generous settlement offer from AIPAC in exchange
for a vow of silence from the former staffers. But don’t worry; AIPAC can easily afford it.

Soon after the FBI raided AIPAC offices, the organization launched a fund-raising campaign to defend against any
charges, and the appeals for money didn’t stop when it fired the pair. Since the scandal broke in 2004, AIPAC’s
fund-raising juggernaut has hauled in so much dough that one senior staffer told me that “it’s coming in faster than we
know what to do with it.”

JTA quoted tax records showing AIPAC raised $86 million in 2007, doubling 2003’s $43 million. Not all of that money
was a result of the espionage case, but many millions were.

In cutting loose the pair, AIPAC insisted it had no idea what they were doing. Not so, say insiders, former colleagues,
sources close to the defense, and others familiar with the organization.

One of the topics AIPAC won’t want discussed, say these sources, is how closely it coordinated with Benjamin



Netanyahu ipthg 4990s, when he led the Israeli Likud opposition and later when he was prime minister, to impede the
Oslo peace process being pressed by President Bill Clinton and Israeli Prime Ministers Yitzhak Rabin and Shimon Peres.

That could not only validate AIPAC’s critics, who accuse it of being a branch of the Likud, but also lead to an
investigation of violations of the Foreign Agents Registration Act.

“What they don’t want out is that even though they publicly sounded like they were supporting the Oslo process, they
were working all the time to undermine it,” said a well-informed source.

“After Rabin came in in 1992 and said he wanted to make peace and signed the Oslo accords, and the U.S. was supposed
to pay the tab, every restriction on all political and financial dealings [by the Palestinians] came out of our office,” said
the insider. “We took full advantage of every lapse by [Yasser] Arafat and the Palestinians to put on more restrictions
and limit relations,” the source added.

In addition to cooperating with the Israeli opposition, AIPAC worked closely with congressional Republicans to
undermine the Clinton administration’s Middle East policy, several sources confirmed.

If this case goes to trial, civil or criminal, the inner workings of AIPAC will be aired, and it will be clear that top
professional and lay leaders were kept fully informed, said a former official.

Defense lawyers are expected to contend both staffers were following routine practices not only condoned but
encouraged by the organization’s leadership. The FBI has evidence showing that when juicy material was collected it was
shared with the higher-ups.

Will the organization want to go through discovery, depositions, interrogatories, subpoenas, and compelled testimony
under oath about all the elements of this case? That could be the key to very generous out-of-court settlements for Steve
Rosen and Keith Weissman.

That will leave unanswered the biggest question of all: Why was this case brought in the first place?

Douglas M. Bloomfield isthe president of Bloomfield Associates Inc., a Washington lobbying and consulting firm.
He spent nine yearsasthe legidative director and chief lobbyist for AIPAC.
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Ethyl Corporation

611 Madison Oflice Building
1155 15th St., N.W.
Washington, DC 20005
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Dr, Paula Stern, Chairwoman

U.5. International Trade Commissicn
701 "E" Screet, N.W.

Wwashington, D.C. 20434

Dear Dr. Stern: s e 'y
P
Thank vou for meeting with us this morning and for vour gendufine interest
about our concerns relating to the Commission's security procedures Foat.
“"business confidential" information submitted by the private secror. We very
much appreciate your willingness to review the various matters uh_disﬁgpsiﬁ;uich

you, and particularly those included on the document (copy enclofed) that He
left with vou and Mr. Coodrich. - et

We look forward to your response on how vou might be able to describe,
characterize, or give us specifically what "business confidential" information,
submitted by the U.S. Bromine Alliance, was included in the Commission's
confidential report concerning the U.S. - Israel Free Trade Area proposal
that was prepared for the U,S, Trade Representative. We are also hopeful vou
will be able to tell us (as an example on point) what vou found within the
Commission concerning the disposition of the 15 copies of "business
confidential" information we recently submitted in connection with your G5P
investigation,

As you review the other items in the enclosed document to see what type of
further advice you can furnish to us with respect to the Commission's standard
security procedures, we will undertake to drafr a proposal (for consideration)
on the type of handling we hope the Commission would adopt with respect to
future submissions of "business confidential” information from the U.5. Bromine
Alliance or the individual member companies of the Alliance, We also plan to
review this same subject with the appropriate personnel at the Offi{ce of the
U.S. Trade Representative.

Thank you again for your warm reception and cooperation,

Sincerely,

U.S, BROMINE ALLIANCE

By:

Max Turnipseed
Ml:clk

tnclosure
ec: U,S, Bromine Alliance Members

Edward R, Easton, Fsquire
Will E. Leonard, Esquire
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November 1, 1984

Talking Points for deeting with Dr. FaulaIStgrn.
chairwoman, U.S5. International Trade Commlssion

1. Persons present.

Max Turnipseed, Spokesman, U.S. Bromine Alliance, accompanied

by Will E. Leonard and BEdward R, Easton, attorneys, Busby, Rehm

and Leonard, P.C.

2. General Topic.

commission security procedures for confidential business

information submitted to the agency.

3. Background.

The U.S. Bromine Alliance supplied very sensitive cost
information to the Commission in response to the Commission's
requests for confidential business data in connection with 1its
report on a free trade agreement with Israel. The Allliance
presumes that these data were gquoted in the Commission's
confidential report to the USTR, a copy of which was obtained by
representatives of the American-Israel Public Affairs Committee.

The Alliance is currently an interested party in the on-going
csP-related investigations Nos. 503(a)-12 and 332-187. The

Alliance has also submitted confidential business information to

the Commission in connection with these investigatlons also.
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4. 5Specific inquiries concerning the Commission's procedures f[or
handling confidential business information;
a. When confidential Commission reports are supplied to the
president, the Congress, USTR, or the GAO, what procedures are
followed in addition to individually numbering the limited copies
supplied? Does a contact person with the recipient undertake to
insure that no additional copies will be made? Are there
agreements to keep the copies of the reports in a secured filing
gystem with "need to know access®™ at the recipient institution?
b. Does the Commission have a legal cobligation to submit
information that may be confidential to any other agencies?
c. The Commission's regulations require a signed original
and fourteen copies of each document submitted by a party to an
investigation, Is there a Commission pelicy statement identifying
those persons who receive each of these coples? Is there a method
for controlling additional copies made from the copies submitted?
What criteria exist for guidance with respect to whether
additional copies are made? Who is designated to know the
location of each copy and those persons with access 1o it?
d. What are the Commission's instructions to its employees
concerning the handling of confidential business submissions? Is
the staff instructed not to accept writings which have not been
declared confidential by the Secretary? What instructions exist
concerning information soliciied by telephone or in meetings?

Does a staff person decide whether notes concerning such
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information are to be treated as confidential information or is
Lhe staff instructed to consult supervisory personnel in making
the decision?

e. How are the Commission's employees made aware of
mandatory security procedures? How often does the Office of
Administration survey compliance with these instructions?

| - Does the Commission have a training program for
instructing its employees on the Lreatment of submissions from
business entities? How often is the Program presented? How often
are employees required to Participate? Would the Commission allow
interested business groups to participate in designing future

pPrograms?

5. Unlike other administrative agencies such as the Environmental
Protection Agency or the Federal Drug Administration, the
Commission has not undertaken to notify the submitter of

confidential business information when access to such information

is sought under the Freedon of Information Act or otherwise,

Would the Commission be willing to amend its regulatiyns to notify

the subnitter when such access was sought?
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UNITED STATES INTERNATIONAL TRADE COMMISSION

S —

——

WASHINGTON. D. C. 20435

November 29, 1984

Mr. Max Turnipsced

U.S5. Bromine Alliance
cfo Ethyl Corporation
1155 15th Street, N.W.
Washington, D. C. 20005

Dear Mr. Turnipseed:

This is in reply to your November 1, 1984, letter sent to me following
the meeting of the same day relating to the handling of "business
confidential” information by the U. S. International Trade Commisslion.

In addition to your observations on our securir- procedures you have
specific inquiries concerning (1) the "busines ..nfldential”™ information
submitted by the U, S. Bromine Alllance in co: . _tlon with the
U«eS.-Israel free trade study, and (2) the disjesition of the 15 coples of
“"business confidential”™ information the Alliance submitted in connection
with the current G5P investigation. I would like to address these
matters separately.

l. You requested us to describe, characterize, or specify vhat business
confidential information submitted by the U.5. Bromine Alllance iu
your letter of April 27, 1934, wvas included in the U. 5.
International Trade Commission's confidential report to the U. S.
Trade Representative on investigation No. 332-180, Probable Effect of

Froviding Duty-Free Treatment for Imports f{rom Israel,

he specific business ronfidential numbers extracted from the
Alliance's letter wnd shown in the report included: (1) the
production cost “~¢ Yrowmline, (2) productlon cost, raw materlal cost,
depreclation, o ¢ nmanufa.curing cost, by-product cost, and shipplng
cost for the con; -und TBEPA and (J) the length of time that sales of

domestic TBBPA could be suppiled from Inventory.
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As we discussed at the November 1 meeting the study 1s currently X
classified “"confidential™ from a national security standpoint by the .
Office of the U, S. Trade Representative. For your information I am

enclosing a copy of the clearance (enclosure 1) wve received freom that ,:
of fice to allow us to provide you the above characterizatlion of the
"business confidential™ information submitted by the Alliance.
2. Dispesitinn of "business confidential” information related to
. investigation nos. 503(a)-12 and 332-187 ("C5P- to Add Producls to : ,:
the List of Eligible Articles for the Generalized System of “
Preferences™) = in this particular case the 15 coples of the 'y
¥ Alliance's "business confidential”™ information was distributed within :

the U. S. International Trade Commission as listed below. It should
be noted that not all of the 15 coples are currently in the
Commission's files. Some have already been processed for disposal by
burning or shredding.

Number of Coples
Chairvoman Stern 1 .

Vice Chairman Licbeler 1
Commissioner Eckes 1
Commissioner Lodwick 1 ¥
Commissioner Rohr 1
& Encrgy and Chemicals Division 1
: Office of the General Counsel 1 -
Office of Economics 1
Office of the Secretary Original and 6 coplces
Total: Original and 14 coples.
1 appreciate your comments concerning the Comnmission's information
security procedures and welcome any suggestions you may have. You may be
assured that we place a high priority on eafeguarding sensitive data and
we are currently preparing detailed internal procedures. At this point
ve can respond to items 4., a2., 4. b. and 5 of the discussion paper you
left with me on November 1 (enclosure 2). “

I hope this information is useful to you and we look forward to the
Alliance's participation in future Commission investigations and studles.

X Enclcshres

nd B wWorris Lyvnch
*h wen Mason
Mike Mabile

Lorin Goodrich
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May 2, 1984
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.
Secretary Kenneth Mason -
United States International Trade Commission o
701 E. Street, N.W. -
Washington, D.C. 20436 By

Dear Secretary Mason:

[ would like to respond to the inquiry cencerning the
U.5.-Israeli Free Trade Treaty now under discussion. There are some
tssues important to Monsanto and the chemical tndustry that should be
considered during the ensuing discussion between the twg guuvrn@ﬂnts.

proposed

. Intellectual Property Rights-Patents: While the protection of fered

by granted Israeli patents is satisfactory, a procedural. flaw in
this patent system can be manipulated te deny U.S. innovations',
protection for extended periods of time, Mlensante, for example,
has had a patent application pending on a product widely ‘patented
around the world for well over a decade.

Hecause a local concern hos been able to take advantage of Lhe
precedural shortcomings in the lsraeli “patent opposition system,"
the granting of a patent to Monsanto has been blocked. While these
proceedings have gone on, the local firm has been producing and
exporting Monsanto's proprietary product, Furthermore, it appears
that the proceedings will continue beyond what would have been the

full term of the patent == if it had been issued in a reasaonable
Lime,

_ Thus, at this point, Monsanto's patent application will be
moot. All of these difficulties could be prevented by relatively
simple changes in Israel's patent procedure laws.

1f the problems inherent in the patent procedure laws are not
corrected, the international competitiveness of U.S. high technology
industries could be easily undercut. This is especially true in
the agricultural chemical and pharmaceutical in

significant implications for the growing biotechuology area.

dustries and has
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Exhibit K
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L

we will be providing your office with a detailed paper outlining
our concerns and possible solutions to problems that arise from
Israeli patent procedure laws in the near future.

. Safeguards/Competitive Need Limils: Jlonsanto supports Lhe
establishment of a saleguard systom modeled on the effective
process developed in the GSP legislation. The need to mainlain
safeguards is important to ensure Lhat U.S. chemical markels and
U.5. manufacturers are not injured by imports. Three lfourths ol
Israel's chemical industry is owned by the governmen. and it
receives substantial export subsidies, The government also
subsidizes research and development in the chemical industry.
These incentives make lsrael a strong competitor in agricultural
chemicals and pharmaceuticals -- two areas which requiie a relatively

low amount of capital investment compared to the traditional chemical
businesses.

Currently 95% of Israel's chemical exports Lo the U.S. enter duty
free through MFN and GSP privileges. In Lhe decade ahead, Israel
vill become an increasingly active exporter of Lhese products and
may cause some market dizscontinuities in the U.S. Therefore, &
system of safeguards, modeled on the GSP codes, would be extremely
important to the chemical industry.

. Trade Distorting Factors and Non-Tariff Barriers: This agreement
should also address non-tariff barriers and other trade-distorting S
practices such as export subsidies. For example, Israel requires Sy
importers to place on deposit 15% of the value of the import for y
one year in a non-interest bearing account. Because of Israel's ry
high rate of inflatien, this deposit acts as a 10% tarill on imports. >
[n 'addition, as stated above, there are several export incentives that
give Israeli producers a significant advantage compared to Lheir
international competitors.

In general, Monsanto strongly supports our government ' s elforts Lo
strengthen U.S. international economic relations through bilateral trade :
and investment treaties with our trading partners, But these agreemculs ¥
should include strong statements on: 1) protection of intellectual property ]
rights, 2) adequate and well=defined safeguard provisions, and 3) reduction Lot
and/or elimination of non=tarifl barricrs, export subsidies and pertormance ’
requirements,

However, our government should also make a distinction belween the
advanced developing and developed countries with a strong current
aceount position (such as Taiwan, long Kong and Japan) and those with
severe balance of payments problems (such as Brazil, Mexico, aud
Argentina). In this regard, the United States should be willing to
grant a "realistic” amount of Lime LO obtain a phased=in reduction ol
tariff, non-tariff barriers, and export incentives with those countries
with weak economies == without sacrificing import safeguards or
protection of U.5. properly rights, \
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current account balances, the United

States should be aggressive in obtaining lowered trade barriers, and

protection of property rights. For example, Taiwan has a $6.1 billion

trade surplus with the U.S. and an average variff rate of 30% =~ the

highest in the region., Talwan has also resorted to quotas oil Uu.5.

- imports despite the large U.S. trade deficit with Taiwan. The U.5.

= slgo has a $20 billion trade deficit with Japan, and Japanese non=tariff

A barriers have been cxtremely successful in kKeeping out 1.5. goods., The

. U.S. and Japanese government should work hard "to identify American
sgurces that meet Japanese market reguirements while encouraging Japancse
procurement officials to purchase these products™ == as was stated in the
Joint Communique of the 20th Japan-U.S. Businessmen's Conference.

Wwith those countries with strong

L
In addition, we hope U.S. industry representation can continue to play a
£ role in the bilateral negotiations. U.S., industry has a lot riding on
- these negotiations and our knowledge of the markets and products would
: be an asset in these discussions.
1 hope these remarks prove useful in your discussions.
Yours truly,
L o, g
T. L. Gogsage
L
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I hereby certify that a true and accurate copy of the foregoing ion was served on counsel for
the Plaintiff-Appellant and Defendants-Appellees at the addresses set forth below by regular United

States mail, this 13th day of January, 2012.

David H. Shapiro
SWICK & SHAPIRO

1225 Eye Street NW ' _
Suite 1290 o XV
Washington, DC 20005 Nee) e
Tel. 202.842.0300

Fax 202.842.1418 /yéyﬁﬂ/l

Attorney for the Plaintiff-Appellant

and

William J. Carter ;
Thomas L. McCalley / v
CARR MALONEY P.C. U o

2000 L. Street N.W.

Suite 450
Washington, DC 20036 M@W
AORA - 3lO- 550 ¢

Attorney for the Defendant-Appellee

Grant F. Smith,
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