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UNKNOWN SUBJECT
 
THEFT AND UNAUTHORIZED DISCLOSURE
 

OF DOCUMENTS FROM THE
 
UNITED STATES ,INTERNATIONAL
 

TRADE COMMISSION;
 
'l',Hlil,FT=Qll. G.QjQilR~.!1li1IiT l'.Rp.PEJ!,TY~. _=
 

All 'muzkings, uotaLiolh!( alia items e£ in£eJ;."fEla~ieft. 
eefti::aiftea 40ft ~ftis eeffl:ft\l:tfliea=l;:ien aFe elass3:fiea. "See:pe'Et! 
t1nlc:!8 oUxerwisc noLed . 

.Qt.f.:lQ.!L9.t'...QrJ"g;i,p,; Washington Field Office. 

p,a.:l>e l!l.V§1!j:l.q,aj;;j,y',~>J=J.W!1IDar:'l ~:r:,eRaJ;.eq; 

January 3, 1986. 

,BA.~:t,Ui:or .l,P,yesj;:!..g;il,.t)"Q!;\; 

, The 'initial investigation rega~~: :hiS matter b6 

was based upon a cqmplaint received fromL b7C 

:Associate ·General· Counsel,· Office of the e States 
Trade Representative (USTR), 600 17th Street, N.W., WaShington, 
D.C. (WDC). The' complaint alledged" that person (s) unknown 
had made available to the Government of Israel, a confidential 
report published by 'the International Trade Commission 
(ITC) outlining the probable effect 'of ,providing duty-tree 
treatment of imports from Israel. . 

This.. dbcument contains ';;'either recommendatio.ns 
nor conclusions of the FBI. It is .the,p~operty 
of the EBl and is loaned to your agency; it , 
and its contents are not to be distributed outside 
your ag,ency.: 

. ~CR 
Classi! by; G-3" 

Declas . yo; . OADR 
.~,.. Bureau, 

"
 

- wash~'nton. Field Office
 
H,cdd 

, (6 ) . , 

.'  '.. 



• • / ,.' ''" .. 
• 

,l;.!iveJ.:l;ig_~t;:i"gn '.to=.J:).~;!:e 

This matter was initially investigated byWFO
 
as a poss~b~e violation of the espionage statute. The
 
preliminary inquiry regarding this investigation was initiated
 
on June 19, 1984.
 

This preliminary inquiry determined that on January 25,
 
1984, the U,S, International Trade Commission (ITC), WOC,
 
was requested by the USTR to prepare a report for the President >
 
relating to the establishment of a free trade area 'with
 
_Israel. - , , 

On May 31, 1~84, 40 copies of the final report·
 
were distributed with one copy designated for the President;
 
28 copies to the USTR, 'and 11 copies within the ITC.
 

On May'21, 1!164r'>aDepartment of Commerce (DOC) 
employee'was.in Jerusalem following the formal >u.S.-rsrae+i. 
negotiations which had been held the week before. This . 
employee met >W~h>1 10f the Israeli b6 
Delegation and for the Israeli 'b7C 

Embassy in WDC. Istated that he ha received"a 
cable from the, Israeli Embassy in WOC and t,hen p~oceeded 

uo read from this cabie what appeared to be a full sunmiary 
of. the report, inclUding the conclusions regarding sensitive 
products • 

. On-or about May 30, 1984.'prior to the USTR distribution
 
of the "final report", .a member of the Trade Sub-Committee
 
of 'the Senate Finance Committee notified USTR t4at after
 
a conversation with an employee of the> "American 'Israel
 
Public Affairs Committee'" (AIPAC) in WDC,' this member was
 
left with tqe impress10n that AIpAC had a coPy of the SUbject
 
report; This unidentified AIPAC member was familiar with .
 
tqe report's contents, and conclusions.
 . . . .~ 

b6 ,__·~o~~ Juqe'7, 1984, the Israeli Trade }tini~tr and b7C 
-Jlunched ~assador William Broc 

lofthe'USTR. recalled' that was aware ~ '-:o"'f""'t"'h"'e::- contents of t e report. ' 

On June 12 and 13, 1984, information 'passed to
 
USTR indicated that certain members of Congress could acquire
 
copies of the ITC report through AIPAC.
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on June l!$ th~ UST!\. general couosel tel.ephoned 
AIPAC employeenquireCl ifAJ:Pl\C h~ '. 
copy of the USTR report. advised theY' did. '.h---J 
was ·asked to return this conf ential report .and all cop1es. 
Subsequently, of AIPAC, contacted 
US'l!R tq. claim no knQ\"ledge of e report himself and to 
.disassociate llimself from such .activi'ties. A copy pf the 
USTR report was subsequently delivereCi to USTR. " AlGI) delivered 

. \1aS 'il subs.tantial pOl;tion ,of 'a seCQod q.OP;l oJ,: the ,repoJ;t . 
. . ;1..0 an'\1Jlsorted: condition. The full.report copy was a copy,·.· 

of the "fi.nal report.". and had no identifyin9'. mark on the· 
outside cover which 'was c1early stamped confidential. . 
'rhis indicate/il that this' copy. t'll1S probably 1'IIadeprior, to 
the May 3.0 delivery to USTR. USTR off,icialsadvised the 
significance of the ~nauthorized disolosure of· the contents 
of the J:~C J:eport is tliatthe bargaining position of the 
United Sta.tes ~qas compromised 'A+!q "Business Confid.entia1" 

· ·infgrma:t:J.on used in the repoJ:t was made availa.ble· "to .the ' '. 
· public. This disc:losure also impacts: on the effEictive~esl3' 
of the :tTC.t.q·.~olicit data from .the U.s. businesS'cOlllmtmit:y~ 
No *~tional defense:infQrmation.~as utili'Zec'i.in the preparatiOn
of the I~ report. . 

b6 
b7C 

.' . ,. 

. This matt:er 'w U.S. n~partment of 
Justice, (00.1') officials Interna.1 Security 
S~c;:tion, and by 111". General Litigation and 
Legal Advice Section. .,: Augus 24. 19B4 , it ~las c1etermineC!
that th,is 'matter' did nO.t '~epresent a violation of the espionage 
sta,tute as it was .reported 'i;hat no ,na.tional defe,nse i';lfo;rmation 
"las utilized in the preparation of the. report. ,:. . ...• .., '. 

b6 
. b7C 

DOJ SUbsequentlY opined' that a violation of the 
Thef't of Govermnent. l;'roperty statut$ had Qccuned and that. 
the matter sh.ould be.·presen'ted to: the local l.1n;l::l:ed States 
At:torney~6' OfficeJ;o;r..a p:iof?ecu~ive Oi?inion~' .' •...... . 

, oi,l 'september 1'9t .19~4, lIssista1"J:t.U~=!-tedStat.e.s· 
Attorney (ll.USAl Ch.ar1e.s Hark,:j.ns, VIDC, opined. -Chat this 
matter,;J.acked~pro6ecutiveme:r;i.t and.declined.prosecution
unCler: the Tb.eft of Government Prope:r;ty' statute. ..' ,. . '. .'. '. ~. ., . 

On November,!, 19.5Sr the Criminal Division of, 
't,he DOJ advised IQFO tha1:1 it: has determined that addition.al .. 

· ~nvest!gation shOuld be.collducted to ascertain responsibil,ity '. 
for t~e unauthor~ze~ disclosUre of this Iepo~t: 'Specitiaally~'. . 
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it. wa~ requested that thi's ra.a;t:t:,er :be inv~~ti~ated to qetermine
 
if offenses un,de;r ~a I1.S~C. 641, '('.rheft of, Government Propertyl
 
and 13 u.s.c. 1905 '{Disclosure of'ConfidentialBusiness " ,
 
Information) had occurred; , ,
 

, ', l4r.J DOJ, ~blicrnteg~it.y'1 

b6Seoti,on, '!-1M de~ignated to. coordiD,ate this :.investig-ati'on.
 
A meeting took' place. on ~ove;l;ler IS, 19i1S t at the Department., b7C
 

of :rustice between 1 Jand representatives of 1!he , .
 
Federal :Bureau of Il1.Vest gat on, (FBi) in au effort tooti:tl!ne
 
'~nvestigative,strategies. ' 

, " As a, resu:J-t or t.he investi9-atiQ: :tnt" i:b:! S maHler
 
being re-opened, two ,employees at AIPAC' L ~ _:
 

1 • 'l-rere inte~iewed . y 1'1FO. ".' ' 
b6
 

'on j,~ce~he~ 19, 29£15,1 I'l-la~irnt~W:EI1.J~ b7C 

WFO ,and advised. that she was, e,ll).l1:!.QE:!1!d!:!-J:l.§..L- .....IL...,
 
for .,AIPAC during ·the ped-od of
 ,I IShe also advised that asl:--an=--e"'"m"'"p..,....o..,y--e--e:-":o'"'f""·....A"':c"'P::;>Ai"c"'",-,"'5"h--e::---' 
became aware of tIle trade xeportprepared by thf ITC. 
She indicated that. she received i:;he'report £romL"""".."... _

.I ~or A:mAC! in approxiinately June, of 'l9&4~ 

". I Iexplai,oed that .she studIed the ,report for 
a few wcaeks; before :t:eturning,it to an unreca'lled offic;J.aJ. b6 

, at 1IJ:PAC. She :further adviSed that she bad no info:rmation ,b7C 

regardil'19'who ini1;.ially :Z:'eaeived j::he repo:rh at:A:£PAC, who.. 
released it· from the lTC, or -the. USTR or who gave it toI I . ': .' . . . 

, .'. On )Jeaember ljoU-.....I..>O~5, 
,regarding this re· rt . 
'th", report from '--~~~~~..,.,..-.......,..,.....",..,..",..-=-=",.-"",,=r-------I

for the Israeli" sSJ!;),o· '. . e·a V:Lse a b6 
gave her ,th:l,s report in approxilliatel.y April 0:e'1;;9b --,........J b7C 

. ,: ... She adviSed thatJ . . I~ve ~,~specif~c instruotions 
r~garding the report. and,; 1n fact, she later learned:that ' 

.the report was l~nown to be "floatin!J around to\m," and that
 
the .contents of .the report, W'ere common kri.o~l'led9'e- to, those
 
interested in these lllatte:r:s.
 

b6 . I Ist:at~ shecouid pJ:ovide no·.information b7C 
re51qrd:l.ng who initiaUy.provid~d.. the x;·epo:it.to 1 _ 
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, , " "' . ' DothI' '1 alia I l~lere acoompanied 
,by 'their at::t:orne¥ts during ·theIr respective l.ntervieVis. ' 

. In an effort tq J.ooate the Individual resp.onsible 
for raJ.easing this report. the USi.rR cqnducted an internal" 
i,nvestigation into ,this ;aatte:r;. ~s iny-estigation re,veaJ.ed 

: that 78 oo)?ies 9f the document ~le:re 'm<!-de prior to May 30~. ' 

'.
 J.984. ,'Investigation revealed t;ha.t C.'a J.arge numbe:r' of lJSTR..
 
' persoI)1lel.,had ,access, to thisdocIIllI:e:p.t. The ,.inve.sti,gation 

uas inconclusive regarding who re1e;l.s,ed 'l::he ,report., ' , 
. ~ .' . 

:.CQnCJ.USiplU 

, '. .. . Approprfatepfficials, at th'e U. s. Department ' ' 
qfState 'and<\-t 'the' U.S. Dep<lrtIil,entA:!;' Justioe ~li1.1 be ' 

. requejsted to re:lrie~i thi/i: matter and' ma~.e a, de1;ermiM.tion· 
" reqarddimt the feasibility of interV.i~Win<;:J]__~ 1 
.. I Iconcerning captioned .matter" ' '. '• ' 
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